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Abstract—Unmanned aerial vehicles (UAVs) have been exten-
sively deployed in wireless communication scenario. However, UAV
communication faces the challenges of information leakage and
energy limitation. Therefore, this paper studies energy-efficient
covert communication in adversarial UAV-enabled wireless sys-
tems, where a UAV covertly delivers information to a legitimate
ground receiver under the detection of a malicious detector with
noise uncertainty. Our objective is to maximize covert energy
efficiency, defined as the achievable covert throughput per unit of
energy consumption, via the joint design of transmit power and
flying location. To this end, we derive the detector’s minimum
detection error probability to establish a covertness constraint.
Based on this model, we formulate a three-dimensional joint
optimization problem for transmit power and two-dimensional
location, capturing the fundamental tradeoff among covertness,
communication reliability, and energy efficiency. Through sys-
tem geometric exploration, metric monotonicity analysis, and
theoretical derivation, the original three-dimensional problem is
reduced to a one-dimensional search over the flying angle, which
enables efficient computation of the optimal UAV configuration via
vectorized computation. Numerical results verify the theoretical
derivations and illustrate the superiority of the joint design as
well as the impact of system parameters on energy efficiency
performance.

Index Terms—Physical layer security, covert communication,
energy efficiency, UAV systems.

I. INTRODUCTION

Unmanned aerial vehicles (UAVs) have been extensively
deployed in diverse wireless communication scenarios such as
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low-altitude economy, remote sensing and Internet of Things
(IoT) [1]-[3]. However, UAV communications, due to the
openness of the air-to-ground line-of-sight (LoS) channel, are
susceptible to malicious user eavesdropping, facing critical
security risks in signal transmission [4]. Traditional signal
encryption technique usually requires high computational
complexity for UAVs with limited energy [5]. Covert com-
munications are a cutting-edge information security technology
that prevents signals from detection by malicious users with
the randomness of the wireless channel [6], [7]. Therefore, it
is worth investigating how to ensure the covertness of commu-
nication processes while increasing the covert throughput per
unit of energy (i.e., covert energy efficiency) in energy-limited
UAV communication systems.

By now, covert communications have been extensively
studied in two main cases: without considering the energy issue
and with the energy issue (See the Related Work of Section II
in detail). For covert communications without the energy issue,
previous works achieved communication covertness through
noise uncertainty, channel state uncertainty, and interference
uncertainty [8]-[10]. Moreover, some typical techniques that
can introduce uncertainty at the detector were considered as
solutions for covert communication, such as multiple antennas
[11], millimeter wave (mm-Wave) [12], channel inversion power
control (CIPC) [13], and reconfigurable intelligent surface (RIS)
[14]. Covert communications were also popular to support
various applications in diverse scenarios, such as cognitive radio
[15], 10T [16], relaying [17], [18] and non-orthogonal multiple
access (NOMA) systems [19]. In UAV networks, the previous
works [20]-[24] focused on designing the flight trajectory
or location of UAVs to further improve the performance of
covert communications. For works considering energy issues
[25]-[32], the energy-efficient covert communication schemes
were designed in energy-limited scenarios such as device-
to-device (D2D), backscatter, underwater, UAV, vehicular
communications, and integrated sensing and communication
(ISAC). These works increased energy efficiency or decreased
energy consumption through power control, location selection,
beamforming design and resource allocations.

For UAV covert communication scenarios, the energy-
limited UAVs are usually deployed to guarantee the quality
of service (QoS) of users. Therefore, it is crucial to explore
the energy-efficient covert communications in UAV communi-
cation systems. A fundamental distinction between UAV and
ground communication systems lies in the fact that the flying
angles, formed by the UAV’s location and the ground nodes,
determine the proportion of line-of-sight (LoS) and non-line-
of-sight (NLoS) channel components in the air-ground channel.
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Specifically, a larger flying angle increases the LoS probability
and enhances the received signal, while a smaller flying angle
promotes the NLoS component with significantly higher path
loss. However, there are only a few works on the UAV covert
communications with energy issue, for example [31] and [32],
which model the air-ground channels as purely LoS channels,
ignoring the proportion of NLoS component in the air-ground
channel. Furthermore, these studies ignore the impact of flying
angles on system performance for optimal location design.

In UAV communication systems, this angle-dependent
LoS/NLoS mechanism has a critical impact on covert com-
munication. The flying angle relative to the detector controls
the strength of signal leakage, thereby affecting covertness,
while the flying angle relative to the receiver determines the
channel quality, consequently impacting throughput. Since
these two angles are geometrically coupled via the single
UAV’s location, adjusting the location to enhance covertness
unavoidably impacts throughput, and vice versa. Furthermore,
introducing energy efficiency as an optimization objective
further couples location-dependent throughput with transmit
power. The UAV’s transmit power is constrained by covertness
requirements, reflected in the power received by the detector,
which is also dependent on the UAV’s location. Therefore,
to explore energy-efficient covert UAV communications, it is
necessary to comprehensively consider UAV transmit power,
location, flying angle, and realistic LoS/NLoS channel com-
ponents to more carefully evaluate covertness, throughput,
and covert energy efficiency. This coupling resulting from
such a comprehensive consideration means that the energy-
efficient covert communication problem for the UAV will be a
complex joint optimization problem. This problem needs to be
solved efficiently for UAV platforms with limited computational
resources and rapid deployment requirements.

Motivated by the above analysis, this paper investigates
energy-efficient covert UAV communication by jointly opti-
mizing the UAV’s transmit power and two-dimensional flying
location (including distance and flying angle), while explicitly
considering the LoS/NLoS channel model, noise uncertainty

and throughput requirement. To address this coupled and com-
plex problem, this paper conducts system geometric exploration,
metric monotonicity analysis, and theoretical derivations to
transform the problem into a one-dimensional search over
flying angle that possesses global optimality. Consequently,
the optimal UAV configuration can be efficiently determined
through vectorized computation, which is suitable for UAV
platforms. To highlight the contributions of our work, the
differences between our work and existing works are shown in
Table I. The main contributions of this paper can be summarized
as follows.

1) In a UAV communication system for surveillance with
both LoS and NLoS channel components, we first model
covert energy efficiency as the throughput per unit energy,
and derive the minimum detection error probability under
noise uncertainty. Then, we formulate covert energy
efficiency maximization as a joint optimization problem
for transmit power and two-dimensional location, subject
to the constraints of covertness, throughput, transmit
power and flying location.

2) We prove that the optimal distance between the UAV
and the detector is the maximum allowable distance,
and then derive the maximum covert energy efficiency
as a function of the flying angle. The original three-
dimensional problem is reduced to a one-dimensional
search over the flying angle, which can be efficiently
solved via vectorized computation. Furthermore, we
derive feasibility conditions for the optimization problem,
reflecting the trade-off among the constraints.
Numerical results confirm the theoretical derivation
and reveal that the proposed joint design has better
performance on the maximum covert energy efficiency
compared to benchmark schemes. Moreover, we find that
the covertness requirement and maximum transmit power
primarily determine the feasibility of covert communica-
tion, while the minimum throughput requirement governs
both feasibility and covert energy efficiency level.

3)



The following sections are organized as follows: The related
work is introduced in Section II. System model and communica-
tion performance are studied in Section III. Section IV derives
the minimum detection error probability. The optimization
problem is proposed and solved in Section V. Numerical results
are given in Section VI. Section VII concludes this paper.

II. RELATED WORK
A. Covert Communications without Energy Issues

For the covert communications without the energy issue, the
works in [8], [9] and [10] introduce noise uncertainty, channel
state uncertainty, and interference uncertainty to achieve covert-
ness, respectively. The work in [11] equipped the transmitter
and jammer with multiple antennas to improve the covert
transmission throughput. The work in [12] found the directional
nature of mm-Wave communication contributes to covertness.
The work in [13] utilized CIPC to introduce uncertainty by
adjusting the transmit power based on the channel coefficient,
thus ensuring covert communication performance. The work in
[14] adopted RIS to assist covert communications by adjusting
phase shifts and reflection amplitude to enhance transmission
reliability. Moreover, covert communication was applied in
various scenarios. For example, the work in [15] applied covert
communications in cognitive radio systems to guarantee both
the covertness and spectrum efficiency. The work in [16]
maximized covert throughput with power control for D2D
communications in IoT systems. The work in [17] proposed a
power allocation strategy to ensure simultaneous secure and
covert communications in a two-hop relaying system with
an untrusted relay. Recently, the work in [18] proposed a
dual-function RIS-assisted cooperative relaying communication
system with enhanced transmission and backscattering, and
explored the reliability, covertness, and security performance
of the system. The work in [19] utilized a simultaneously
transmitting and reflecting RIS to assist covert communication
in NOMA systems, revealing that the proper power allocation
can enhance the system’s covert throughput.

For covert communications in UAV-assisted systems, the
work in [20] provided an artificial potential field approach to
maximize the covert throughput by resource allocation and
trajectory optimization. The work in [21] maximized covert
throughput by optimizing transmit power and flying location of
the UAV. The work in [22] proposed a covert communication
scheme to counter the UAV detector in a NOMA network
where the legitimate UAV can safely receive information from
multiple ground users simultaneously. Recently, the work in
[23] jointly designed the UAV’s beamforming vector and flight
trajectory in an ISAC network, aiming to maximize the covert
rate under multiple detectors. The work in [24] considered
the UAV relaying information while monitoring backscatter
communications, aiming to maximize the covert backscatter
communication rate under the worst case that the UAV sets
the optimal detection threshold, transmit power and hovering
location.

B. Covert Communications with Energy Issues

For the covert communications with the energy issue, the
work in [25] considered energy-efficient covert D2D commu-
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Fig. 1. Illustration of the UAV communication system for surveillance.

nications achieved by transmit probability and power control.
The work in [26] proposed an energy-efficient covert offloading
scheme in blockchain-enabled IoT systems by optimizing
artificial noise power and computation resources. The work
in [27] focused on minimizing transmit power in backscatter
systems while ensuring both covertness and communication
reliability. The work in [28] jointly optimized the trajectory
and transmit power of the underwater vehicle, aiming to
improve covert throughput and reduce energy consumption
for underwater communication. Recently, the work in [29]
considered various channel state estimation errors in an ISAC
network, achieving energy efficiency maximization through
the sensing and information beamforming design. The work
in [30] achieved covert vehicular communication, maximizing
the covert energy efficiency of vehicle-to-vehicle links and
the throughput of vehicle-to-infrastructure links through power
control and jamming selection.

For the covert energy issue in UAV communication systems,
the work in [31] determined the UAV’s optimal hovering
altitude and prior transmission probability for covert communi-
cation with energy replenishment. The work in [32] modeled
a UAV-assisted backscatter system, in which the horizontal
coordinate and transmit power of the UAV are jointly optimized
to maximize covert energy efficiency under a fixed flight
altitude.

III. SYSTEM MODEL

As illustrated in Fig. 1, we consider a UAV-enabled wireless
system for surveillance consisting of a UAV information
deliverer, a ground legitimate receiver (Receiver) and a ground
malicious detector (Detector). The UAV acts as both a monitor
and a transmitter, aiming to surveil Detector while covertly
transmitting confidential information to Receiver without being
detected by Detector.

A. Location Model

We assume that the UAV flies within a vertical plane that is
perpendicular to the ground and passes through the line connect-
ing Receiver and Detector. This is because this vertical plane is



the optimal plane in terms of both communication covertness
and throughput. This means that, in three-dimensional space,
the optimal azimuth is zero, as proven by previous studies
[33], [34]. Specifically, the work in [33] shows that the UAV’s
location achieving optimal covertness subject to throughput
requirements lies on the vertical plane with zero azimuth,
and [34] proves that the UAV’s location with optimal covert
throughput is also on this vertical plane. Due to the fact that
the UAV is dispatched by Receiver to perform surveillance
on Detector, the UAV has complete knowledge of Receiver’s
and Detector’s locations. The distance between the UAV and
Detector is d,q, the distance between Detector and Receiver is
L, and the flying angle of the UAV relative to Detector is 6,4.

To avoid visual detection, the UAV needs to maintain a
minimum distance from Detector d,,;, while ensuring a good
surveillance quality requires a maximum distance d,q and a
minimum flying angle 0, ;. Therefore, the UAV’s flying location
constraints are given by

dud S dud S 8udv

Y
Qud S oud S 53

(1a)
(1b)

where the constraint 0, < 5 ensures that the UAV stays
on the right side of Detector, i.e., the side near Receiver, as
shown in Fig. 1. The flying location constraints determine
the UAV’s feasible flight range. In the practical scenario for
UAV surveillance, Receiver is commonly far from Detector,
while the deployed UAV performs surveillance above the areas
around Detector. This means the UAV is far from Receiver and
close to Detector, resulting in a shorter distance between the
UAV and Detector than between Receiver and Detector. Thus,
L is much larger than d, 4, so we consider that d,q < L in
this scenario.

B. Channel Model

We consider that each of the UAV, Receiver, and Detector
uses one antenna. The channels of UAV-Receiver and UAV-
Detector are modeled as air-to-ground wireless channels with
LoS and NLoS components [21], [35]. Specifically, the path
loss py of the wireless channel is given by

{dffk,
Pr = £
dul;i’
where k € {r,d}, dy denotes the distance from the UAV to
Receiver or Detector. The parameters {7, and £ correspond
to the path loss exponents of the LoS and NLoS channel
components, respectively. We also denote the probability of
the LoS components in these channels by py, which is given
by

for LoS component,
P @

for NLoS component,

1
1+ aexp(—180b0,, /7 + ab)’

where a and b represent S-curve parameters relying on the
wireless environment, and 6, (k € {r,d}) is the flying angle
of the UAV relative to Receiver or Detector.

The UAV-ground receiver/detector link actually consists
of both LoS and NLoS channel components. Due to fewer

Pk (€)

obstructions in the air-ground link, the LoS channel component
plays a dominant role compared to the NLoS channel com-
ponent. In this paper, we consider that the NLoS component
is ignored in the UAV-Receiver link, while both LoS and
NLoS components are taken into account for the UAV-Detector
link. This can be explained as follows. Regarding the system
model, the UAV is located far from Receiver, and the NLoS
component suffers severe attenuation, making it negligible.
In contrast, the UAV hovering closer to Detector means that,
for a sensitive detector, the received power from the NLoS
component can still affect detection performance. Regarding
the system performance, ignoring the NLoS component for
the UAV-Receiver link leads to a slightly lower throughput
than the throughput with the NLoS component. Conversely,
fully retaining the NLoS component for the UAV-Detector link
makes Detector receive more leaked signal power and thus have
stronger detection capability, compared to ignoring the NLoS
component. Satisfying throughput and covertness requirements
under this channel modeling ensures that the system achieves
better throughput while maintaining strict covertness in real-
world deployments.

C. Transmission Performance from UAV to Receiver

In some open outdoor environments with minimal obstruc-
tions, we consider that for the channel of UAV-Receiver, the
LoS component has a significantly stronger influence than
the NLoS component. Therefore, the path gain in the NLoS
component is often negligible. Here, we consider a scenario
where the UAV sends message x[i] (i = 1,2,...,n). Let
P denote the UAV’s transmit power. H, indicates that the
UAV does not transmit signals, and #; indicates the UAV
is transmitting. y,. [¢] denotes the received signal at Receiver,
which is given by

L [i], Ho,
%M_LM%MMM+WM,HD

where n, [i] ~ CN(0,02) is the noise received by Receiver.
Therefore, the signal-to-noise ratio (SNR) at Receiver v, can
be expressed as

“

_ Pdﬁ%p, _ Pf (dudaoud)

; &)

Tr 2 B
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where f (dyq,0uq) is the function related to d,q and 6,4.
d&Lp, can be expressed by f (dud, Byaq) following the geometric

ur
positional relationships given in Fig. 1, which is given by

f (duda aud) = diﬁpr

B (L2 +d?, — 2dyqL cos(@ud))&/2 ©)

o ~180b o dua Sin(0,q)
I4aexp(— aerln((L2+did—2duchos(9ud))1/2 +ab)

In our work, we take the throughput to measure the
performance of covert communications. Based on the received
SNR at Receiver, the throughput R is given by

Pf (dud, 0.
R =log, (1 + ;) = log, (1 + f(ajd)) NG

T



In order to fully utilize the limited energy resources of the UAV
for the energy-efficient covert communication, we use covert
energy efficiency 1 (P, dyq,0q) as a measure characterized by
the number of bits that can be transmitted per unit energy.
Therefore, 1 (P, dyq,0uq4) is defined as the ratio between
throughput (in bits/s) and communication power consumption
(in Watt), which is given by

_ R _ 1 Pf (dud70ud)
10 (P, dud, Oud) = 7= Plog2 <1+ p > (8)

Actually, the covert energy efficiency as an evaluation metric
is a trade-off between transmission performance and energy
consumption to depict the throughput per unit energy.

IV. DETECTION PERFORMANCE ANALYSIS OF DETECTOR

In this section, we analyze the detection performance of
Detector and the related minimum detection error probability
under noise uncertainty. To realize covert communication, we
provide the covertness constraint to ensure that Detector has a
high detection error probability for the transmission.

A. Signal Received by Detector

We consider both LoS and NLoS components in the UAV-to-
Detector channel to model scenarios where the UAV attempts
to conceal itself from Detector. Therefore, yq4 [4] is the received
signal at Detector, which is given by

vali] = {nd [i], Ho,

9
H,, (C))

Pdl‘ [Z] + ng [Z} s

where P; = Pdifipd + Pd% (1 — pg) is the effective power
received at Detector when the UAV transmits, and ng [i] ~
CN(0,02) is the complex Gaussian noise at Detector. In fact,
it is difficult for transceivers to accurately obtain background
noise power because of dynamic environmental variations and
measurement errors. Therefore, we consider a widely used
bounded noise uncertainty model [8], [36], where Detector’s
noise power o3 obeys a log-uniform distribution with the
following probability density function (PDF)

__1

0, otherwise,

ifL52 < < @52
atd =" =""d (10)

where o denotes the noise uncertainty, and 83 is the nominal
noise power.

B. Detector’s Detection Strategy

Detector performs energy detection to decide the existence
of covert transmission, based on its average received power.
Detector’s detection strategy is given by

1 « o 2
TdZ;Z\yd[@H = A (11)
i=1 Do

Here, T}; represents the average value of the received power at
Detector, and A represents the decision threshold. D; and
Dy represent the binary decision of whether the UAV is
transmitting or not, respectively. We consider that Detector is

allowed to observe an infinite number of samples, i.e., n — oo,
which implies that Detector uses a sufficiently long observation
window. According to the law of large numbers, Detector’s
average received power converges to its true expected value,
eliminating statistical uncertainty. This represents the worst-
case scenario where Detector has maximum detection capability.
Consequently, the average received power of Detector is given
by

2
04 HO?
T = {P +o2, H
d 04 1-

The detection error probability is used to measure Detector’s
detection performance, which is expressed as

(12)

£ = Ppa + Pup = Pr{D: [Ho } + Pr{Dy |H:1 }
:Pr{ong}—i-Pr{Pd—i-aﬁg)\}

=1-Pr{A—P;<oi <A}, (13)

where the false alarm probability Ppa = Pr{D; [Ho } is the
probability that H, is true but Detector decides D;. Pyp =
Pr{Dy|H1} is the missed detection probability that #; is
true but Detector decides Dy.

C. Detector’s Minimum Detection Error Probability

We minimize the detection error probability under the worst-
case scenario, where Detector optimally adjusts its decision
threshold for maximum detection performance. To this end,
we adopt a pessimistic assumption that Detector selects the
threshold minimizing the detection error probability. Thus, we
further consider Detector’s minimum detection error probability
to assess the covertness of the communication.

Based on the PDF of 02 as in (10), it can be noted that £ = 1
when A < 67 /a, and ¢ increases as ) increases when A > a67.
Therefore, the optimal threshold for minimizing the detection
error probability must be in the region 62/ < X < 2. For
62 /a < X\ < ad?, the detection error probability £ is rewritten
as

. - 2 foa(a)de, A—Py<?,

- by &3
1_f)\—Pd f03($>dx, A— Py > Ofl,
1= (2), AR+

_ : i 5ag
1—721na1n =p; ) /\>Pd—|— o

Then, we derive the first-order derivative of the detection error
probability £ relative to the threshold \ as

~2

%_ _21n(1a))\’ )‘SPd+%’ (15)

N\ spah—pr, A> Pyt
2In(@)A(A—Pq)’ aT o

If A\ < P;+62/a, we have 9¢/OX < 0, and if A > Py+62/a,
0¢/OX > 0. Therefore, according to the optimal threshold

region 63 Ja< A< a&ﬁ, we can derive the optimal threshold
A as

6’2
A* = min (Pd + =2, a&§> . (16)
[0



We note that if Py + 63/a > a63, € is zero, which means
Detector can detect any communication resulting in covert
communications never being realized. Therefore, we ignore
this case and determine the optimal threshold \* = Py + &3 /o,
which is substituted into (14) to obtain the minimum detection
error probability &, as

1 an
min =1 — =51 1 5 |-
¢ 21nan< + 03)

a7

In covert communication, the communication covertness con-
straint is given by

gmin 2 1- €, (18)

where € is a small value that denotes the covertness requirement.
Note that a smaller € corresponds to a higher requirement of
communication covertness.

V. COVERT ENERGY EFFICIENCY MAXIMIZATION

In this section, we maximize the covert energy efficiency
while ensuring QoS. Specifically, we present the optimization
problem for maximizing the covert energy efficiency by jointly
optimizing the location and transmit power of the UAV with
the constraints of covertness requirement, UAV throughput,
transmit power and flying location. The optimization problem
is formulated as

ppax (P, dud, Oua) , (19a)
st. P< P, (19b)
dyg < dug < dua, (190)

Bug < b < 5, (19d)
Emin > 1 —¢, (19e)

R > Ry, (19f)

In the formulation, 7 (P, dyq4,0,4) in (19a) as the objective
function denotes the covert energy efficiency defined in (8).
(19b) is the transmit power constraint and P, is the maximum
transmit power of the UAV. (19¢) and (19d) jointly denote
the UAV’s flying location constraints defined in (1). (19e) is
the covertness constraint and € is the covertness requirement.
(19f) is the throughput constraint to ensure QoS and R,,
represents the minimum throughput requirement for covert
communication.

A. Optimal Location Without Constraints

In this subsection, we identify the effect of the UAV’s
location on covert energy efficiency, which will be used to
transform and solve the optimization problem.

Regarding a joint optimization of distance d,4 and angle
0.4 for maximizing covert energy efficiency 7 (P, dyd, Oud),
the UAV’s optimal location would be closest to Receiver. Thus,
without any constraints, we derive the optimal distance for a
given angle and the optimal angle for a given distance.

Following (8), it is clear that covert energy efficiency
1 (P, dyd,0.q) monotonically increases with [ (dyq,0ud)-
Therefore, maximization of 7 (P, dyq,0.4) corresponds to

maximizing f (dyq,64q). The properties of optimal location
without constraints are provided in the following lemmas.

Lemma 1: For a given angle 6,4, let dz , denote the
optimal distance between the UAV and Detector that maximizes
(P, dyd, Oua) Without constraints. djt 4 is the unique solution
of the following equation relative to dq.

fL [L COS (eud) — dud] - 180bL
1 —Pr (dud7 aud) ™

where p, (dyq, 0.,q) represents the LoS probability in the UAV-
Receiver channel. Then,

sin (0yq) , (20)

Dr (dud> eud) ==
dud sin(@ud) !
bl .
(L2+d2 ;—2dyqLcos(Bua)) Y/ Pt ])
(21

1806 .
14+aexpf arcsin(
7r

The unique solution to (20) satisfies dld > L cos (0yua)-
Thus, 7 (P, dyq,0,q) monotonically increases with d,q for
dyg < Lcos (0yq).

Proof: The first derivative of f (dyq, 0yuq) relative to d,q can
be obtained as

du ;911. 57
%‘id‘” = [L? + d2; — 2dyaL cos (0ya)] 2N
1 [dua—L cos (0yq)] Opr (dud; Oua)
Dr (dud; Gud) 2 5) )
L +dud_2dudL (¢0)] (Gud) 8dud
(22)
where p,. (dyq,0yuq) is given by (21) and the first derivative
relative to d, 4 is derived as
8p7" (dudyeud) _ 180bLsin (6ud)pr(dud76ud)[1_pr (dud79ud)]
Odya s [L2 + did — 2dyqL cos (Gud)] ’
(23)
In this scenario, we have L > duq > dyugcos(0uq), 0 <
Pr (dud, 0uq) < 1and L? + did —2dyaL cos (0,q) = d2, > 0.
Thus, solving Of (dud, Oud) /Odyua = 0 is equivalent to solving
F (dyq) = 0. Following (22), F (d,q) is derived as

180bLsin(4,,
n S:l( d)

F(dud) :fL [dud*LCOS(oudﬂ []- 7pr(dud7 eud)]

(24)

Since &, < 0 and sin(6,5) > 0, we obtain
F (dyq) > 0 if dyq < Lcos(0,4). Then, we further obtain
Of (dydyOud) /Odua > 0 for dyq < Lcos (0,4). Due to this,
we can further obtain the optimal distance d! ; > L cos (6,4).
Moreover, 9p, (dud, Oud) /Odua > 0 implies that F (dyq)
monotonically decreases with d, 4. Thus, F (dyq) = 0 and
its equivalent Of (dyq, 0uq) /0dyq = 0 have the same unique
solution. We obtain (20) by F'(dyq) = 0. |

Lemma 2: For a given distance d,q, the optimal flying
angle relative to Detector, denoted by HLd, that maximizes
1(P, dya, 0nq) Without constraints can be obtained as the unique
solution of the following equation relative to 4.

180b 1-— Pr (dud, tgud)
7 L —dyqcos(0uq)
—fLL sin (9ud)

= BT @) 005 (Bus) — bl (1§ <02 Bug)” 2




where the unique solution to (25) satisfies 6] , < arccos (%).
Thus, 7 (P, dyd,0.q) monotonically decreases with 6,4 for
Ouq > arccos ().

Proof: The first derivative of f (dyq, 6.q) relative to 6,4 can
be obtained as

Of (dud; Bud)
aeud
o ng 4L sin (eud) apr(duda eud)
= |Pr(dua; Oua) L?+d? ;—2dyqL cos (0,q) 00,4
&L
x [L? + dbyg — 2dyaL cos (6ua)] (26)

where p,. (dyd,Oyua) is given by (21) and the first derivative
relative to 6,4 is derived as

apr (duda aud)
Tnd ) [1 = pr (dud; Oud)]

(L2 + did) cos (0yq) — duaL [1 + cos? (Hud)}
X
[L2 + d2; — 2dyaL cos (0yq)] [L — dyq cos (0uq)]
Since dyq > 0, L? + d? ; — 2dyqL cos (0yq) = d2, > 0, and
0 <pr (dud7 eud) <1, af (dudveud) /aaud =0is equivalent
to G (0ua) = 0, where G (0,4) is given by
180b (L? + d2) cos (Bua) — Ldug [1 + cos® (6uq)]
T L — dyqcos (044)
X [1 = pr (dud, Oud)] + ELLsin (Oyq) -

Here, the term (L% + d2,)cos (6ya) —dugL [1 4 cos? (6uq)]

equals zero when 6,, = arccos (%d . Moreover, we have

L >dyq > dyqcos6,4, fL < 0, and

0 ((L2 + did) o8 (0yq) — dyaL [1 + cos? (Qud)])
04

d) [QdudL c0s (Oud) —-L*— dud]

180bd.,,
= Pr (duda eud Td

27)

G (eud) =

(28)

= sin (6, —sin (Oyq

(29)

Thus, we can derive G (0,4) < 0 when 6,4 > arccos (%),

which leads to the conclusion that Jf (dyqg, Oud) /00ua < 0
for 0,4 > arccos (dzd). Due to this, we can further ob-
tain the optimal angle ], < arccos (%4). In addition, for
0,4 > arccos ( ) Opy- (dud, Oud) /00ua > 0, which implies
that p, (dyd, Hud) monotonically increases with 6,4. Fur-
thermore, (L? + d2 ) cos (0ya) — duaL [1 + cos? (0,q)] and
1/ [L — dyq cos (0,4)] monotonically decrease with 6,,4. From
(29), G (0,4) decreases monotonically with 6,4. Thus,
G (0ya) = 0 and Of (dyd,Oudq) /00ua = 0 have the same
unique solution. We obtain (25) by G (6,4) = 0. |

B. Transformation of the Optimization Problem

In this subsection, we use the trend of covert energy effi-
ciency 71 (P, dyq, 0yq) and minimum detection error probability
Emin relative to location to help transform the optimization
problem. To this end, we first identify the trend of £,;, with
P, d,q and 6,4 respectively, which is given by the following
lemma.

Lemma 3: The minimum detection error probability &, is
a monotonic decreasing function of P, a monotonic increasing
function of d, 4, and a monotonic decreasing function of 6,,4.

)d2,. <0.

H
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Fig. 2. Schematic of the relative location of the UAV, Detector and Receiver
in two-dimensional polar coordinates.

Proof: Based on (17), considering &,i, as a function of Py,

the first derivative of &,;, relative to P, is given by
a min
Smin __ I (30)

0P, 2In(a) (65 + aPy)
Considering o > 1 and P, > 0, we note that 0&,in /0Py < 0,
and thus &,,;, monotonically decreases with P,. In addition,
the effective received power at Detector Py is specifically given
by

Py = Pdipg + Py (1 — pa)
_ Pdy(dit 1)
1+ aexp(—180b0,4/7 + ab)

Considering that we have £y < £ < 0 and dyg > 1 in practice,
S5 — 1 > 0. Therefore, we note that P is a monotonic
increasing function of P, is a monotonic decreasing function
of d,q4, and is a monotonic increasing function of 6,4. Due to
these, we can conclude that £,;, is a monotonic decreasing
function of P, is a monotonic increasing function of d, 4, and
is a monotonic decreasing function of 6,4. |

By the above lemmas and drawing on the proof ideas of
[21], we can significantly narrow down the UAV’s optimal
location and transform the optimization problem in Theorem
1.

Theorem 1: The optimal location (d}, ;, 07 ;) for the maximum
covert energy efficiency (denoted as n*) is on the arc defined

bydd:Edand9d§0d<arccos<dfd

dty = dyq and 0,, < 07, L ) Therefore, the
optimization problem is 51mpl1ﬁed as

+ PdSY

€1V}

. This means

d < arccos

g&aﬂxd n (Pv duda eud) ) (323)

st. P< P, (32b)
d,

0,4 < Ouq < arccos <Ld> , (32¢)

fmin Z 1-— €, (32d)

R> R, (32¢)

Proof: The scenario we consider is represented as a two-



dimensional polar coordinate schematic in Fig. 2, where the
green region is identified by the flying location constraints
(19¢) and (19d). The semicircle with diameter L is established
by the locations of Receiver and Detector, where JD = dud,
ZRJD = 90° and ZRDJ = arccos (c_lud/L).

First, over the region (D) (i.e. the region EFKJ), it is
proven that the optimal point must be located on the red
arc EJ. Since the flying angles relative to Detector of the
points in this region satisfy 6,4 < arccos (dya/L), we have
dyd < dyg < Lcos (0,4). For fixed 6,4 and dyq < L cos (0,4),
Lemma 1 and (8) imply that the objective function, i.e.,
the covert energy efficiency 7 (P, dyq,6uq), monotonically
increases with d,4. The throughput R = 7 (P, dyq,0uaq) P
in constraint (19f) also monotonically increases with d,4. In
addition, the minimum detection error probability &, in the

constraint (19¢) monotonically increases with d, 4 by Lemma 3.

Therefore, considering the constraint (19¢) d,,; < dyq < duds
we can conclude that d,  is the optimal d,q4 for given 6,4,
without regard to the transmit power. This implies that the
optimal point in this region lies on the red arc EJ.

Next, over the region @ (i.e. the region JKM), we prove
that the optimal point must be located on the blue arc JM.
For given 0,4, we have dyg < Lcos(0uq) < dyq. This is
illustrated by point (L cos (644),0.4), which has a greater
distance from Detector compared to the points with the same
angle 60,,4. Therefore, the same reasoning as the above region
leads to the conclusion that L cos (6,,4) is the optimal d,4 for
given 6,4, which implies that the optimal point in this region
lies on the blue arc JM.

Then, over the region ) (i.e. the region JMGH), we prove
that the optimal point must also be located on the blue arc
JM. Since the flying angles of the points over this region
satisfy 6,4 > arccos (dyq/L) for fixed dyq, 1 (P, dyq, 0q) and
R monotonically decrease with 6,4 by Lemma 2. In addition,
&min monotonically decreases with 6,4 by Lemma 3. Therefore,
for a given d,, 4 within the range arccos (dyq/L) < 0,4 < 7/2,
the optimal 6,4 is arccos (d,q/L). This implies that the optimal
point in this region also lies on the blue arc JM.

Finally, we prove that the points on the blue arc JM
cannot be the optimal points (excluding point J). For
arccos (duq/L) < yq < arccos (d,4/L), the points on the
blue arc JM have d,q = L cos (0yq) < duq, but the optimal
distance satisfies dz 4 > Lcos (0yq) by Lemma 1. Therefore, for

a given 0,4, the optimal d, g is min{dl 4> dual}, not Lcos (0,q).

This leads to the conclusion that the points on the blue arc
JM, except point J, cannot be optimal.

In summary, the optimal flying location of the UAV in
the green region is on the red arc EJ, i.e., dyq = dyq and
0.4 < 0.4 < arccos (aud/L). [ |

C. Solution of the Optimization Problem

The solution to the optimization problem (32) is given in
the following theorem.

Theorem 2: For the covertness requirement € and minimum
throughput requirement R,,,, we find the optimal transmit power

P* as a function of the optimal angle 6 ;, which is given by

2Fm — 1)0?
P = (,7)" (33)
f(dudu eud)
Based on this, the maximum covert energy efficiency n* can
be expressed as a function of 0, as

o F(@ua 02 R
@ = 1)o?

Therefore, we derive ™ as a function of 6] ,.

Proof: We first determine that the covert energy efficiency
7 (P, dyd,0,q4) monotonically decreases relative to P by the
first derivative as follows:

(977 (P, dud, Hud) - 1 |: zP

(34)

_ —In(1+ 2P
ap PPine |11 op  m+eP)), 39

where 2z = f (dyd, Oua) /o2. For 2P > 0, we have

zP zP
1 1 zP
n(1+2P)= | ——dt dt = .
n(l+zP) /0 1+1 >/0 1+ " 1+2P

Therefore, we can derive 91 (P, dyq,0uq) /OP < 0, which
implies that 7 (P, dyq, 0,.4) monotonically decreases with P.

According to Lemma 3, &,;, is a monotonic decreasing
function of P. The constraint (32d) defines an upper bound of
power P€, which is the root of the equation &y (P) =1 —¢
and is given by

(36)

63(6251na _ 1)
a(dygpa+ doy (1= pa)
Moreover, R is a monotonic increasing function of P. The
constraint (32e) defines a lower bound of power P", which is
the root of the equation R (P) = R,, and is given by

Ro 2
pPr = w. (38)

f (dud7 eud )
As such, for given optimal angle 67 ,, € and R,,, the feasible
power range is [P”, min(P¢, P,,)]. Based on the fact that the
objective function 7) (P, dyq, 6,4) is a monotonically decreasing
function of P, the optimal transmit power P* is the lower
bound of the feasible range, i.e. P* = P". Thus, P* can be
denoted in (33), and (34) can be obtained by substituting (33)
into (8). |
Note that, due to the conflicts between the constraints (32b),
(32d) and (32e), the optimization problem (32) is not always
feasible. This implies the existence of a feasibility condition
for the optimization problem (32), i.e., the requirement that
the feasible range is not the empty set. For a given 6,4, the

feasibility condition is given by

P" <min{P*, P,}.

P =

(37)

(39)

To facilitate intuitive understanding, P" denotes the UAV’s
required transmit power for the throughput requirement. P¢
is the maximum transmit power of the UAV satisfying the
covertness constraint. P, denotes the maximum transmit power
of the UAV without covertness constraint. Thus, the feasibility
condition means that the required transmit power of the UAV
is not more than either of the two maximum transmit powers.
This condition also reveals the main trade-off, i.e., increasing



the throughput requirement usually requires the UAV to use a
larger transmit power, while maintaining covertness restricts the
transmit power that can be used. When P" > min {P¢, P,,,},
these performance requirements cannot be satisfied simultane-
ously. Consequently, covert communication cannot be realized,
meaning the maximum covert energy efficiency n* is zero.

Based on the fact that the maximum covert energy efficiency
n* is derived as a function of the optimal angle 67 ; in Theorem
2, we can perform a vectorized computation on flying angles
based on the constraint (32c) to maximize the covert energy
efficiency. The algorithm of vectorized computation for covert
energy efficiency maximization is shown in Algorithm 1.
Through element-wise vector operations on energy efficiency
performance and constraints, the algorithm utilizes a parallel
computing architecture to evaluate all candidate angles simul-
taneously. This elegantly avoids the computational overhead of
iterative loops, making it highly efficient for real-world UAV
deployments.

The proposed scheme transforms the original three-
dimensional joint optimization problem for transmit power and
two-dimensional location into a one-dimensional search for the
flying angle through theoretical derivations. Therefore, com-
pared to the cubic complexity of traditional three-dimensional
search, the computational complexity of Algorithm 1 is signif-
icantly reduced and is primarily determined by the dimension
N of the angle vector, which depends on the search range and
step size, i.e., N = (arccos(dua/L) — 8,,4)/A0, where A
denotes the search step size. The algorithm requires executing
a constant number of elementary algebraic operations on each
element of the N-length vector, implying the time complexity
is O(N). Moreover, the algorithm avoids iterative loops by
utilizing vectorization, which eliminates the computational
overhead of such loops. Consequently, the algorithm requires
memory allocation for several N-length vectors, resulting in
a space complexity of O(N). Considering the explicit angle
search range specified in (32c), the memory usage remains
entirely within the acceptable range of modern UAV computing
resources.

It is worth noting that the mathematical depth of the proposed
scheme lies in the dimensionality reduction through theoretical
derivations, thereby supporting the application of efficient
vectorized algorithms. Compared to optimization techniques
that require iterative optimization and yield only suboptimal so-
lutions, such as alternating optimization and successive convex
approximation, the proposed scheme achieves global optimality,
avoids iterative loops, and achieves efficient computation. This
offers significant advantages for UAV platforms that demand
computational efficiency.

VI. NUMERICAL RESULTS

In this section, numerical results are provided to illustrate
the covert energy efficiency performance with the constraints
of covertness, throughput and transmit power. In general, we
consider the suburban scenario where the S-curve parameters
are given as a = 4.88 and b = 0.429 [37], and the path
loss coefficients for the LoS and NLoS channel components
are respectively given as &, = —2 and {y = —3. If not

Algorithm 1 Vectorized computation for solving covert energy
efficiency maximization problem

Input: Minimum throughput requirement R,,, covertness
requirement €, maximum transmit power FP,,, maximum
distance d,,4, minimum flying angle 0,,;, and number of
search points N.

Output: UAV’s optimal location (d;,;, 0},,), optimal transmit
power P*, and maximum covert energy efficiency n*.

1: Problem transformation: Reduce the two-dimensional
location constraints to the one-dimensional angle constraint
and obtain d’; = dyq, thereby transforming optimization
problem (19) into (32).

2: Initialize: According to 6,,<0,q < arccos (dyq/L) in
(32c¢), perform vectorization of the angle search to generate
the angle vector 0,4 = [01,02,...,0N]7.

3: Compute the power upper bound vector P¢ via (37).

4: Compute the power lower bound vector P” via (38).

5: Compute the binary feasibility vector via (39) as M =
logical(P"<min{P*,P,,1}), where1 is the all-ones vector.

6: Compute the energy efficiency vector 77 via (34).

7: Obtain the effective energy efficiency vector n = M © 7,
where ® denotes the entrywise product.

8: Find the maximum covert energy efficiency n* = max(n)
and the corresponding index i* = arg max(n).

9: if n* > 0 then

10:  Obtain 07, < 6,4[i*], and calculate P* via (33).

11:  return 7*, P*, and (d},, 07 ;).

12: else

13:  return 7* = 0, meaning covert communication is
unachievable.

14: end if
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Fig. 3. Heatmap of covert energy efficiency for different flying locations

particularly emphasized, the parameters related to Detector’s
relative location to UAV and Receiver are given as L = 10km
and §,, = 10°. The minimum throughput requirement is
R,, = 0.1bits/s. The UAV’s maximum transmit power is P,, =
10dBm. The covertness requirement is € = 0.04. The channel
parameters are given as 02 = —60dBm, 62 = —44dBm and
o = 6dB.

Fig. 3 shows a heatmap of covert energy efficiency for
different UAV flying locations. Specifically, at certain locations
where the feasibility conditions for covert communication
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P for the setting of 6,,4 = 30°. (b) The covert energy efficiency versus the
flying angle of the UAV to Detector 6,,4 for the setting of P = 8dBm.

cannot be achieved, the heatmap is colored black, indicating
that the covert energy efficiency is zero. For other locations,
the magnitude of covert energy efficiency ranges from low to
high, corresponding to heatmap colors ranging from blue to
red. Additionally, the Detector’s location is denoted by a black
square, and the UAV’s optimal location is marked by a purple
circle. It can be observed from Fig. 3 that the UAV’s optimal
location with the maximum covert energy efficiency is furthest
from Detector, which corresponds to the optimal distance being
the maximum distance as derived in Theorem 1. The flying
angle of the optimal location falls within the feasible range,
indicating that a search for the angles is necessary to maximize
covert energy efficiency. Furthermore, we can observe that
regions with higher covert energy efficiency are generally
those farther from Detector and closer to Receiver. This is
because these regions can simultaneously ensure relatively
better covertness and communication performance. In contrast,
the black regions located closer to Detector and farther from
Receiver have a covert energy efficiency of zero. This is
because, in these regions, the covertness and throughput
constraints cannot be satisfied simultaneously, making covert
communication unavailable.

Fig. 4 shows the covert energy efficiency versus the transmit
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Fig. 5. The minimum detection error probability &yi, versus the transmit
power of UAV P under different UAV locations.

power P and flying angle 6,,; under different distances d,q.
First, we can observe from Fig. 4(a) that, given 6,4 and dgq,
the energy efficiency decreases and then remains at zero with
the increase of P. This is due to the fact that a large P brings
a small increase in throughput while costing a large energy
consumption. When P increases until the covertness constraint
cannot be satisfied, covert energy efficiency remains at zero.
From Fig. 4(b), given P and d,q, the covert energy efficiency
first increases and then decreases with the increase of 6,,4. The
reason for this fact is that a larger 0,,; makes the angle and
distance between the UAV and Receiver larger, which results
in the larger path loss and the smaller probability for the LoS
channel component between Receiver and UAV. Moreover, in
Fig. 4(a) and 4(b), given P and 6,4, we can observe that the
energy efficiency increases as d,q increases. This is because
the increase in d,q can grant the larger angle and the smaller
distance between the UAV and Receiver, which improve the
channel gain and the LoS probability, resulting in the larger
received power at Receiver. This also indirectly matches the
conclusion in Theorem 1 that the optimal d, 4 is the maximum
dyq-

Fig. 5 shows the minimum detection error probability &,in
versus the transmit power P under different UAV locations.
First, we can see that simulated points are consistent with
theoretical curves in general, which verifies the correctness
of the derivations about &,,;,. In the figure, we can observe
that, given UAV location, £,;, decreases with the increase of
P. This is due to the fact that the increase of transmit power
directly increases the received power at Detector, resulting
in the improvement of detection performance and the lower
detection error probability. Moreover, given P, &,;, decreases
with the decrease of d,, and decreases with the increase of
0.q4. This is because the decrease of d,4 or the increase of
0.4 can reduce the path loss of the channel between the UAV
and Detector, thus improving the received power at Detector
and reducing &,;,. All of the above facts correspond to the
conclusion in Lemma 3.

Fig. 6 shows the maximum covert energy efficiency n*
of UAV communications versus the covertness requirement e
under different maximum distances d,4. We can see from Fig.
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Fig. 7. The maximum covert energy efficiency versus the maximum transmit
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6 that, given d,d4, as € increases, n* first remains zero, then
increases up to a constant and keeps unchanged. The reasons
can be explained as follows. When ¢ is small, the covertness
constraint is strict, and thus the covertness and throughput
constraints cannot be satisfied simultaneously. As a result, n*
equals zero. As € increases until the covertness and other
constraints are simultaneously satisfied, * remains a constant
according to (34) for given R,,,. Moreover, given ¢, n* increases
as d,q increases, due to the fact that the large dyq increases the
objective function and throughput while improving covertness.
This also matches Theorem 1.

Fig. 7 shows the maximum covert energy efficiency n* versus
the maximum transmit power P, under different maximum
distances d,4. We can observe that, given duyds n* first is
zero and then increases up to a constant as P,, increases.
The reason behind the phenomenon can be explained as
follows. When P, is small, the throughput constraint leads
to a lower bound of power, which is greater than F,,. Thus,
the throughput constraint cannot be satisfied and n* is zero.
When P, continues to increase until it is greater than the lower
bound, due to the fact that energy efficiency is a decreasing
function of power, the optimal power remains at the lower
bound. Thus, n* keeps unchanged. Moreover, as in Fig. 6
identically, * increases with d,q.
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Fig. 8. The maximum covert energy efficiency as well as the corresponding
optimal transmit power and flying angle versus the minimum throughput
requirement R,, under different maximum distances d,, .

Fig. 8 shows the maximum covert energy efficiency n* as
well as the corresponding optimal transmit power P* and flying
angle 67, versus the minimum throughput requirement R,,
under different maximum distances d,,q. We can observe from
Fig. 8(a) that, given dyd, as R,, increases, n* first decreases
and then keeps zero. The reason is as follows. The covert
energy efficiency decreases with transmit power. The larger
R,, requires a larger lower bound of power caused by the
throughput constraint, which leads to a larger P*. Thus, n* first
decreases with R,,,. When R,, is greater than a threshold value,
the throughput constraint cannot be satisfied simultaneously
with the covertness or transmit power constraint, resulting
in n* being zero. Accordingly, n* is determined by P* and
;. From Fig. 8(b), P* first increases until P, and then
becomes unavailable for d,; = {3500, 4500}, while P* first
increases until a lesser value than P,, for d,q = 2500. This is
because when d,4 is small, the upper bound of power from
the covertness constraint (P€) exceeds that of the transmit
power constraint (P,,). Moreover, we also note from Fig. 8(c)
that, given d,q4, 0%, first keeps at a constant and then becomes
unavailable. This is due to the fact that changes in angle have
a small effect on the covertness, while changes in transmit
power can significantly affect covertness and throughput. These
properties are illustrated in Fig. 5, and imply that our proposed
optimization problem depends mainly on the optimal transmit
power. This indicates that there exists an optimal flying location
in the current scenario.

To evaluate the performance gain of our scheme, we
introduce three benchmark schemes to compare with the



30

T T T T T
—©— Proposed joint optimization scheme —B— Fixed transmit power scheme
—A— Fixed angle scheme —O— Fixed distance scheme

Maximum covert energy efficiency (bits/J)

1 1 th_rh

0 A o 2
0.04 0.08 0.12 0.16 0.20 0.24 0.28

Minimum throughput requirement R, (bit/s)
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throughput requirement R,, with different schemes for setting maximum
distances d, g = 3500m.

joint optimization scheme, as shown in Fig. 9. The first
of three schemes is the fixed transmit power scheme with
P = 7.8dBm, the second is the fixed angle scheme with
0,4 = 40°, and the third is the fixed distance scheme with
dyq = 3000m. It can be observed from Fig. 9 that, as the
minimum throughput requirement R,,, increases, the maximum
covert energy efficiency n* first decreases and then remains
at zero for the proposed joint optimization, fixed angle, and
fixed distance schemes. This is because the stricter throughput
constraint limits the covert energy efficiency, and when it
cannot be satisfied simultaneously with other constraints, the
covert energy efficiency is zero. For the fixed transmit power

scheme, n* first remains constant and then remains at zero.

This is because, for the fixed UAV’s transmit power, the
UAV’s optimal location for maximum energy efficiency is
also fixed, causing n* to remain constant until R,, exceeds a
certain threshold. It is important to note that, compared to the
benchmark schemes, the proposed joint optimization scheme

has a larger n* and sustains feasibility up to a larger R,,.

This implies that the proposed joint optimization scheme offers
better energy efficiency performance and can support higher
throughput requirements than those schemes with fixed system
parameters. Therefore, this result highlights the necessity of
joint optimization and shows that proper system parameter
setting can enhance system performance.

VII. CONCLUSION

In this paper, we investigated covert energy efficiency
maximization by jointly optimizing UAV transmit power and
flying location with the constraints of covertness requirement
and UAV covert throughput. We explored the varying properties
of energy efficiency, throughput and minimum detection error

probability relative to UAV transmit power and flying location.

Based on these, we simplified the optimization problem and
derived the maximum covert energy efficiency as a function of
the optimal flying angle. Then, we maximized covert energy
efficiency by searching for flying angles. Through numerical

results, we showed that there exists an optimal flying location.

Moreover, we found that covertness requirement and maximum
transmit power mainly determine whether energy-efficient UAV
covert communication is achieved. The minimum throughput
requirement not only determines achievement of covert com-
munications, but also affects covert energy efficiency.
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