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Abstract—Edge computing extends the ability of cloud computing to the network edge to support diverse resource-sensitive
and performance-sensitive IoT applications. However, due to
the limited capacity of edge servers (ESs) and the dynamic
computing requirements, the system needs to dynamically update
the task allocation policy according to real-time system states.
Service migration is essential to ensure service continuity when
implementing dynamic task allocation. Therefore, this paper
investigates the long-term dynamic task allocation and service
migration (DTASM) problem in edge-cloud IoT systems where
users’ computing requirements and mobility change over time.
The DTASM problem is formulated to achieve the long-term
performance of minimizing the load forwarded to the cloud
while fulfilling the seamless migration constraint and the latency
constraint at each time of implementing the DTASM decision.
First, the DTASM problem is divided into two sub-problems:
the user selection problem on each ES and the system task
allocation problem. Then, the DTASM problem is formulated
as a Markov Decision Process (MDP) and an approach based
on deep reinforcement learning (DRL) is proposed. To tackle
the challenge of vast discrete action spaces for DTASM task
allocation in the system with a mass of IoT users, a training
architecture based on the twin-delayed deep deterministic policy
gradient (DDPG) is employed. Meanwhile, each action is divided
into a differentiable action for policy training and one mapped
action for implementation in the IoT system. Simulation results
demonstrate that the proposed DRL-based approach obtains
the long-term optimal system performance compared to other
benchmarks while satisfying seamless service migration.
Index Terms—Edge computing, dynamic task allocation, seamless service migration, Internet of Things, deep reinforcement
learning, and deep deterministic policy gradient.

I. I NTRODUCTION

E

DGE computing (EC) can support both performancesensitive and computing-sensitive IoT applications by
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providing powerful computing capacity and deploying necessary edge service functions (SF) on edge servers (ES)s in the
proximity of IoT users, making it one of the key technologies
to extend current cloud-based systems to support various future
IoT scenarios [1], [2]. Moreover, EC is becoming essential
to support the much-needed service-aware and intelligent
management of networks and services in the upcoming mobile
communication systems (e.g., B5G and 6G) [3]. However,
ESs are generally resource-constrained due to the limitations
of working environments like space and power supply. Thus,
nearby ESs can cooperate to enhance the capacity of edge
systems, and provide performance-guaranteed EC services for
various IoT applications [4]–[7].
Intelligent applications in future IoT systems are generally
both resource-sensitive and performance-sensitive (i.e., these
applications have strict performance requirements, and their
execution consumes large amounts of resources), making their
quality of service (QoS) sensitive to the allocated resources
and the distance to the ESs on which their tasks are processed [8], [9]. In IoT systems, the computing requirements
of IoT users are usually change dynamically due to mobility
and time-varying working conditions. For example, a higher
communication delay results when a user moves to another
Radio Access Network (RAN) node far away from the original
ES processing its computing tasks. Both the communication
delay and the computing delay increase when the computing
load (e.g., computing tasks) increases. As a result, the QoS
of users may decrease if the system follows a stationary task
allocation policy. Therefore, to ensure the QoS of users and
maintain resource utilization, it is necessary to orchestrate
the task allocation policy dynamically according to real-time
system states in such an edge-cloud system with heterogeneous
resource capacities and dynamic computing requirements.
The task processing of edge IoT applications requires computing capacity and relies on the support of the underlying
environments and state contexts maintained by the hosting
operating system (OS) and service functions (SF) [10]–[12].
Therefore, in the edge-cloud system that requires dynamic
task allocation, a user’s state context should be migrated apart
from switching task traffic from the current server to the target
server when the task processing is reallocated. The migration
of the user-dependent state context is known as service migration, i.e., resuming service for the user on the target ES with
the migrated context. Although dynamic task allocation and
service migration (DTASM) can accommodate users’ dynamic
computing requirements and mobility to maintain stable and
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reliable QoS, overheads are also definitely introduced when
implementing DTASM operations, e.g., the service downtime
during which users’ EC service is interrupted, the transmission
cost, and the service migration management cost. Besides,
executing more service migrations would generally result in
higher overheads. Overheads introduced by service migration
can be dramatically reduced by only executing the necessary
number of service migrations. Service continuity (i.e., ensuring a contracted service downtime) is vital for IoT applications [13], [14], especially in IoT scenarios with strict reliability demands, e.g., Industrial IoTs. Service migration for each
user in those systems must not result in a service downtime
that exceeds a pre-contracted threshold as severe accidents
may result otherwise. Therefore, providing seamless service
migration is essential for the EC service controller when
generating new task allocation and implementing DTASM.
Based on the above backgrounds, this paper investigates the
DTASM problem in an edge-cloud IoT system with dynamic
computing requirements and user mobility. Unlike existing
works, we investigate DTASM in an edge-cloud system with
large numbers of IoT users and also comprehensively consider
the seamless service migration constraint and the service
latency constraint. Moreover, a deep reinforcement learning
(DRL) approach based on a twin-delayed deep deterministic
policy gradient (DDPG) is proposed to address the difficult
DTASM problem under limited prior knowledge and the
challenge of vast discrete action space. The main contributions
of this paper are summarized as follows.
•

•

•

We investigate the DTASM problem in a heterogeneous
edge-cloud IoT system requiring dynamic task allocation
and in which seamless service migration is critical to
ensure service continuity. As the system EC service
performance only depends on real-time system state
and implemented policy, the long-term DTASM problem
is formulated as optimizing the task allocation policy,
which can minimize the load forwarded to the cloud
server under any observed system state while satisfying
constraints including seamless migration, service latency,
and computing capacity.
We first decompose the problem into user selection and
task allocation sub-problems. Then, we formulate the
DTASM problem as a Markov Decision Process (MDP)
and propose a DRL-based approach since it can learn
to adapt to systems without prior knowledge. To handle
the enormous DTASM action space challenges in real
IoT systems with numerous IoT users, we employ a
twin-delayed DDPG architecture to train the agent. To
exploit the DDPG method in the DTASM problem with
discrete action space, we split a task allocation action into
a differentiable action for agent training and a mapped
action for implementation.
Extensive simulations are conducted to evaluate the proposed DRL-based DTASM approach. The performance
is evaluated in terms of the load forwarded to the cloud,
service downtime, the number of migrated users, and the
number of migration-failed users. We also investigate the
convergence of the DRL-based algorithm over different
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discount factors. The impact of the number of IoT users
and seamless migration constraints are also studied. Simulation results demonstrate that our DRL-based algorithm
can maintain a stable QoS for implementing DTASM and
performs significantly better than other benchmarks.
The rest of this paper is organized as follows. Related works
are discussed in Section II. Section III details the system
model and formulates the DTASM problem. The proposed
DRL-based DTASM approach is illustrated in Section IV.
Simulations are conducted and the results are discussed in
Section V. This paper concludes in Section VI.
II. R ELATED WORKS
The collaborative task allocation problem in the EC community has been explored in different studies, and some recent
works consider the service migration problem.
A. Collaborative task allocation
Collaborative task allocation in edge-cloud systems has
been explored with keywords like task offloading, server
selection, and service placement, which indicates allocating
the computing tasks of each user to an appropriate ES in the
system. Meanwhile, a cloud server is generally deployed to
process overloaded tasks offloaded from the edge system [15].
Some previous works have studied one-shot operations
based on traditional approaches like convex optimization and
heuristic algorithms to obtain optimal or near-optimal performance for a studied stable system. In [16], a joint task
offloading and resource allocation problem was investigated.
The NP-hard optimization problem was addressed separately
by a designed heuristic task offloading algorithm and a resource allocation solution based on convex and quasi-convex
optimization. The joint task offloading decision and resource
allocation was formulated as a mixed-integer nonlinear programming problem to minimize the energy consumption of
users, and algorithms based on genetic algorithm and particle
swarm optimization are proposed in [17], [18]. In [19], a
collaborative task offloading scheme based on game theory
was proposed for an edge-cloud system with a hybrid fiberwireless network to minimize the energy consumption of
mobile devices. In [20], based on game theory, a collaborative
computation offloading and resource allocation optimization
algorithm was designed to maximize the designed utility of
system latency and cost.
Recent works have also studied dynamic task allocation
algorithms, and deep reinforcement learning and its variations are usually employed in these works to deal with this
challenging problem. An optimal ES selection problem in the
system with heterogeneous RANs and ESs was studied in [8]
to minimize the system service latency, which was formulated
as an MDP and addressed by a value iteration algorithm. A
DQN-based edge service placement algorithm was proposed to
minimize the long-term average response time of all users [21].
A DRL-based task offloading algorithm was proposed [22], in
which the dynamic load in the edge network was considered,
and a double-Q network method was employed to obtain a
policy that can minimize the long-term cost.
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However, state contexts packaged with user-specific information and the real-time states of tasks are necessary for task
processing. For a long-term running edge-cloud IoT system,
dynamic task allocation is coupled with the service migration
that synchronizes users’ state contexts to maintain service
continuity. Moreover, the service manager cannot ignore the
service migration procedure in edge-cloud systems since it
significantly impacts the overall QoS.
B. Service migration
Some previous works have studied the service migration
from the view of a single user to ensure its QoS. In [23], author
proposed a QoS-aware active edge service migration method,
which enables the service migration to be actively performed
by one user based on MDP incorporated with network and
server state. In [9], a single-user system was considered and a
DQN-based service migration algorithm was designed to make
the service migration strategies. The work of [24] introduced
a service migration method for one user based on DQN to
maximize the designed reward. In their work, the state is the
real-time distance from the user to the ES which processes
its tasks, and the reward is the difference between a constant
maximum achievable QoS and migration cost. The authors
of [25] proposed a user-centric service migration algorithm
in which a mobile user made migration decisions based
on its own QoS requirement. The algorithm was designed
to minimize the total delay of all computing tasks and to
satisfy the total energy consumption constraint of the user
by considering its real-time distances to all ESs. However,
IoT systems generally support multiple users simultaneously.
Thus, the migration of a user may interfere with the users on
the target ES.
In [26], a service migration and resource allocation algorithm based on the relaxation-and-rounding approach was
proposed to maximize the weighted reward between system
offloading rate and migration cost. However, they considered
a constant migration cost for each user. Furthermore, the
dynamic nature of the system state and necessary environment
dependency of edge applications were not considered. Besides,
the computing capacity of an ES is defined as the number of
users it can support rather than the actual computing capacity
(e.g., CPU cycles) that is heterogeneous among users and
changes dynamically over time. In [27], the author proposed
a two-phase dynamic service placement algorithm based on
matching and game theory and aiming to minimize the sum
of communication, computing latency, and migration cost.
In [28], [29], dynamic edge service migration algorithms were
proposed based on MDP, in which the service migration is
based on the real-time location of users to minimize the
long-term discounted migration cost. However, the dynamic
computing load in real multi-user IoT systems has not been
investigated in the above works.
Similarly, deep Q-learning-based service migration approaches were proposed to maximize the weighted sum reward
of load capacity and service migration cost [30], [31]. The
algorithm selects the optimal action with the maximum Qvalue from all candidates at each time. However, such approaches can only be used in systems with few users since
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estimating and comparing Q-values of all candidate actions
is difficult in systems with a alrge number of IoT users. A
dynamic service placement and service migration problem
was investigated in [32]. The author assumed the computing
capacity allocation among IoT users to be homogeneous,
and the migration constraint was set as long-term energy
consumption in their work. Then, the problem of seeking
long-term average system service latency was transformed
into a Lyapunov optimization problem. Different from their
work, we consider the dynamic capacity requirements based
on heterogeneous QoS requirements of users and consider the
seamless migration constraint.
Different from the above works, we investigate the DTASM
problem in an edge-cloud IoT system with a mass of IoT
users. Besides, we comprehensively take the heterogeneous
and dynamic computing requirements and user mobility into
consideration. Meanwhile, the seamless service migration constraint at each time of implementing DTASM is considered as
well. In addition, an approach based on twin-delayed DDPG
method is proposed to address the enormous discrete action
space challenge that is hardly addressed by traditional DQNbased methods.
III. S YSTEM MODEL AND PROBLEM FORMULATION
A. System model
As shown in Fig. 1, we consider an edge-cloud collaborative
IoT system, where a set of RAN nodes can support communications of a set of IoT users U = {1, 2, · · · , U } in the system.
Meanwhile, each RAN node (i.e., base station) is associated
with an ES that can support the task processing of kinds of
intelligent IoT applications F = {1, 2, · · · , F } installed on IoT
users. We use H = {1, 2, · · · , H} to represent the set of ESs
and RAN nodes. We assume that each IoT user can only be
installed with one application, and the type of the application
is one included in F. Those IoT users running multiple
applications in the real world can be virtualized into multiple
users executing one application. Besides, a cloud server C is
deployed to manage the whole IoT system, and application
tasks that cannot be satisfied in the edge network are forwarded
to the cloud server for processing. For simplification, we use
H′ = H ∪ C to represent all servers in the system.
Generally, every IoT user is connected to one RAN node
at any time, and its tasks are offloaded to the access point
of the RAN via the communication link established between
them (D2R). Then, its tasks are further forwarded from its
currently connected RAN to one ES for processing. The tasks
and results are transmitted via the communication link between
related RANs (R2R) when a user’s tasks are allocated to
be processed by another ES that is not directly associated
with the RAN to which the user is currently connected. To
satisfy the requirement of isolation and easy management
of the running environment of the performance-sensitive and
resource-sensitive IoT applications [33], a three-layer service
architecture is considered. On every ES, a host operating
system (OS) is running to provide the base support environment for task processing of various applications allocated to
it. On top of the OS, service functions (SF) are activated
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Fig. 1: An edge-cloud IoT system requiring dynamic task allocation and service migration.

to satisfy different applications’ dedicated tasks processing
requirements. Meanwhile, each SF maintains stateless contexts
not relevant to a particular user, such as generic databases and
codes. Each SF can only provide service for the users who
perform the corresponding type of application. When a user is
allocated to one SF activated on one ES for task processing,
the SF will create a dedicated running service instance (SI) for
the user to satisfy the isolation requirement. Besides, each SI
maintains the stateful context encapsulated with user-specific
information, such as the real-time running status and private
context that is needed in the future.
B. Dynamic task allocation and service migration
When a user’s computing task is reallocated to be processed on a different ES, the necessary stateless and stateful
contexts should be ready on the target ES before resuming
its task processing. Service migration of the user indicates
synchronizing its related contexts from the source server to
the target ES before resuming its task processing on the
destination ES, which introduces considerable migration costs
like service interruption, network congestion. However, the
stateless context can be pre-stored on the disk of each ES and
activated on demand because the disk resources of the server
are usually sufficient nowadays [12], [34]. Then, only stateful
contexts maintained by SIs need to be synchronized during
service migrations (as shown in Fig. 1), which can significantly
reduce service migration costs and is more suitable to support
edge applications [35]. As shown in Fig. 2, a service migration
performs the following procedures in general [10]. First,
suspending the current running SI and packaging the realtime state context. Then, the state context is transmitted to the

target ES via the R2R link. At last, the destination ES restores
the service instance from its checkpoint after the activation of
the required SF and provides service in the following time.
Meanwhile, the task traffic is switched to the target server.
Target
edge server

Source
edge server

User

Edge service provision
1. Suspend the SI of the user

2. Prepare dependent SF
3. State context synchronization

Service
Downtime

4. Resume the service instance

5. Switch task traffic- Edge service provision
6. Release the SI

Fig. 2: Necessary procedures of edge service migration.
At each time t, every user offloads its tasks to the corresponding SI instanced on a nearby ES via current associated RAN according to current task allocation result. For
vector
of binary indicators xu (t) =
h∀u ∈ U, we use a row
i
|H′ |
x1u (t), x2u (t), · · · , xu (t) to represent its task allocation,
where xhu (t) = 1 indicates the task of u is allocated to be
processed by its SI placed on server h at time t and xhu (t) = 0,
otherwise. Meanwhile, the xu (t) should satisfy
X
xhu (t) = 1, ∀u ∈ U, ∀t = 1, · · · , +∞,
(1)
C1 :
h∈H′
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which indicates that each user must be allocated to only one
server to process its tasks.
The task reallocation and service migration can be triggered
when the controller detects any significant QoS degradation
or new requirement of IoT users [23], which is beyond the
focus of this paper. We set the system state to be updated at
each decision step, and the corresponding policy is generated
according to the state. We use t+1 to represent the next step
of the current time slot t when the system updates the task
allocation policy. For any user u, the current location of its SI
can be represented by
Xu (t) = arg max xu (t), h ∈ H′ .
h

dsu (t) =

C. QoS model and implementation of DTASM
By comparing the current task allocation policy and the
newly generated task allocation policy, the system can determine whether the SI of a user needs to be migrated or not. For
a user whose service will be migrated, according to Fig. 2,
the service downtime of the user starts from when its SI is
suspended on the source server till when its SI gets resumed
on the target server, which is determined by four parts. The
service suspending time depends on the state context volume
and allocated processing capacity by the corresponding SF.
Meanwhile, it depends on the processing intensity of corresponding operations, i.e., the processing capacity required by
processing per bit state context. The environment preparation
(i.e., preparation of dependent SF) time depends on whether
the SF has been activated on the target ES, the volume
of the stateless context, and the application type (i.e., the
required processing capacity and the processing intensity).
The state context synchronization time depends on the data
volume of the state context and the bandwidth between the
source server and the target server. It is worth noting that
the environment preparation can be executed in parallel with
state context synchronization. Last, the factors determining
the service resuming time are similar to those influencing the
service suspending time but may require different processing
intensity. Therefore, the service downtime (dsd
u (t)) of a user u
at time t is significantly affected by the selection of the target
server, and can be written as
(3)

where dsu (t) is the time cost for suspending the SI of u at time
t, dsy
u (t) is the time for synchronizing state context from the
source server to the target ES, dsf
u (t) is the time for preparing
the environment of SF required by the migrated SI of u, and
dru (t) represents the time for resuming the SI on the target ES.
We assume the task traffic can be switched as soon as the SI
is resumed on the target ES.
The functionalities like the checkpoint can be used for
suspending and resuming SIs [11], [36], [37]. We assume
that the functionality is embedded in every SF and with fixed

Vum (t)ρsu
,
βu PuSF

(4)

and the SI resuming time can be written as

(2)

Then, |Xu (t+1)−Xu (t)| > 0 indicates u is allocated to another
server, and its SI is migrated from the source server Xu (t) to
the target server Xu (t+1). Otherwise, its SI continues to work
on the current server to process its tasks without migration.

s
sy
sf
r
dsd
u (t) = du (t) + max{du (t), du (t)} + du (t),

processing ability. Meanwhile, we employ a generally-used
task processing model [5], [25], [38] since suspending and
resuming the SI of a user are also a kind of task processing.
The time for suspending and resuming a SI depends on the data
volume of the state context, processing intensity requirements,
and the corresponding available processing ability. Thus, the
SI suspending time of u can be expressed as

dru (t) =

Vum (t)ρru
,
βu PuSF

(5)

where Vum is the volume (i.e., data size in terms of bits) of the
state context, PuSF is the maximum computing capacity of the
SF required by u, and βu is the ratio of computing capacity
allocated to the checkpoint functionality embedded in the SF.
ρsu and ρru are the corresponding processing intensities required
by suspending and resuming the SI of u (i.e., the computing
capacity in terms of CPU cycles required by processing per
bit state context). In this paper, we set that PuSF , βu , ρsu , and
ρru depend on the type of application performed by u, i.e., the
values of these parameters are homogeneous for the same kind
of applications.
The time for synchronizing state context is the communication latency including the transmission latency decided by
the data volume and the bandwidth between the source server
and the target ES as well as the propagation latency from the
source server to the target server [5], [25], [32], [38], i.e.,
dsy
u (t) =

Vum (t)
BXu (t),Xu (t+1)

+ δXu (t),Xu (t+1) ,

(6)

where BXu (t),Xu (t+1) and δXu (t),Xu (t+1) represent the bandwidth and the propagation latency between the RAN node
Xu (t) and the RAN node Xu (t + 1), respectively.
The time for preparing the environment of SF required by
u is considered under two conditions. If the required SF has
already been activated on the target server, there is no need
to start a new SF, and the environment preparation time is
negligible. Otherwise, the target ES activates a new SF and
adapts it to support the migrated SIs. For the sake of simplicity,
we assume the SF preparation time for each kind of application
is constant, and SFs are notified to be activated from the start
of the context synchronization by short notification frames.
The edge service controller should consider service downtime when making a new task allocation policy according
to the current system state to maintain service continuity. In
other words, the controller should try as much as possible to
ensure that the service downtime of each user, during a service
migration, is less than a pre-contracted seamless migration
constraint value. We set the value as ξ in this paper, then
the service downtime of each user should not be greater than
ξ whenever its service is migrated to another server, i.e.,
C2 :dsd
u (t) ≤ ξ, ∀u ∈ U, ∀t = 1, · · · , +∞.

(7)

To avoid re-allocation and ensure QoS for all users, the
central cloud server can provide assistance to serve migration-

JOURNAL OF LATEX CLASS FILES, VOL. 14, NO. 8, AUGUST 2015

6

failed users whose service downtime constraints cannot be
satisfied while implementing a DTASM process. Besides, the
services of users whose task processing breaks any constraint
(e.g., latency, resource) are also re-forwarded to the cloud
server, which will be discussed later in this section. After
receiving the state context from the source ES, the target
ES can obtain the migration time and resource requirement and determine whether a user’s service should be reforwarded. Therefore, there are two synchronization steps for
re-forwarded users, i.e., from the source ES to the target ES
and then to the cloud server. The tasks and SI of these users
are re-forwarded and migrated to the cloud server via links
between each RAN node and the cloud server. We set the cloud
server always to activate all kinds of SFs and have enough
computing capacity to suspend and resume the SIs of users
quickly. The service downtime of a user re-forwarded from
the target ES to the cloud server can be expressed as
s
sy1
sy2
dsd
u (t) = du (t) + du (t) + du (t),

(8)

where dsy1
u (t) is the state context synchronization time from
the source server to the target ES when implementing the
DTASM, and dsy2
u (t) is the state context synchronization
time from the target ES to the cloud server. We assume the
suspending and resuming of SI performed on the cloud server
consumes negligible time. Supposing that the task of a user is
currently being processed on the cloud server, however, the SI
of the user needs to be re-forwarded from the target ES to the
cloud caused by breaking the latency or resource constraint
when implementing a new task allocation policy (which will
be discussed later). In this case (i.e., a user’s task is currently
being processed on the cloud server and is re-allocated to the
cloud server after executing a new DTASM action), we set
the service downtime of the user as 0. The reason is that the
cloud server possesses sufficient computing capacity and can
maintain task processing until starting the service migration
process. Then, the user whose task is currently processed on
the cloud server and is re-allocated to the cloud server after
DTASM operation does not need to stop its service.

We employ a widely-used edge computing model whereby
the computing latency depends on the computing capacity
requirement and the allocated computing capacity [25], i.e.,
dpu (t) =

κu (t)Vut (t)
,
Puc (t)

(10)

where κu (t) is the computing intensity required by processing
tasks from user u at time t, i.e., the computing capacity in
terms of the CPU cycles required for processing (per bit) its
computing task. Puc (t) is the computing capacity in terms of
CPU cycles allocated to u.
To provide guaranteed QoS, the service latency of any u
should not exceed its pre-defined constraint (τu ), i.e.,
C3 :dcu (t) + dpu (t) ≤ τu , ∀u ∈ U, ∀t = 1, · · · , +∞.

(11)

As the capacity of each ES is limited, we set the computing
capacity allocation in this paper according to the minimum
requirement of satisfying the EC service latency constraint.
Therefore, according to (9), (10) and (11), the minimum
computing capacity required by u under a given task allocation
policy is
κu (t)Vut (t)
.
(12)
Purc (t) =
τu − dcu (t)
Under these settings, there are still several cases that the
latency constraint cannot be satisfied. First, a user’s tasks are
allocated to be processed by an ES far away from the RAN
that the user is connected to, resulting in the communication
latency exceeding the latency constraint. Second, the communication latency does not exceed the service latency constraint
but is extremely high, resulting in a huge amount of capacity
requirement that exceeds the ES’s maximum equipped computing capacity. Last, the total computing capacity required by
all users allocated to an ES exceeds the maximum capacity of
the ES, which makes some of these users cannot be satisfied.
Thus, the computing capacity allocation on an ES h must meet
the constraint of its maximum capacity (P h ), i.e.,
X
C4 :
xhu Puc (t) ≤ P h , ∀h ∈ H.
(13)
u∈U

In addition to the seamless service migration constraint, the
QoS of EC services is the primary object pursued by edgecloud systems. In this paper, we consider service latency as
the QoS requirement. The total EC service latency of a user
includes communication latency and computing latency. We
use yu (t) ∈ H to indicate the physical location of u at time
t, i.e., the RAN node to which u is currently connected. The
communication latency of u can be expressed as [25]
dcu (t) =

Vut (t) + Vur (t)
+ 2δyu (t),Xu (t) ,
Byu (t),Xu (t)

(9)

where Vut (t) and Vur (t) represent the volume (i.e., data size in
terms of bits) of computing tasks and results of u at time
t. δyu (t),Xu (t) represent the propagation between the RAN
node yu (t) and the RAN node Xu (t). We assume that the
RAN nodes can always provide ultra-reliable low latency
communications within RAN with advanced communication
technologies. Thus, the communication latency from a user to
the associated RAN is ignored in this paper.

For simplification, we assume that the capacity for running SFs
has been pre-reserved on every ES, and we only consider the
capacity allocated to SIs. To maintain QoS, we set the tasks
of users whose task processing breaks its latency constraint
or required computing capacity cannot be satisfied to be reforwarded to the cloud as the computing capacity of the cloud
server is generally sufficient.
D. Problem formulation
Although the cloud server can process tasks of users that
cannot be satisfied by ESs when implementing DTASM, the
cloud server usually supports various applications in the whole
system. Its capacity also has an upper bound in real systems.
Besides, the link from edge to cloud always receives enormous
amounts of data generated by ubiquitous IoT devices and
vertical systems. Thus, forwarding too much load to the cloud
server may lead to congestion on the cloud and the links to
the cloud, decreasing system performance. In addition, the
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fundamental objective of the edge service controller is to fully
utilize the deployed EC system to provide guaranteed QoS for
IoT users and release the load of the cloud.
Therefore, in this paper, we set the primary objective of
the DTASM problem in a dynamic edge-cloud system as
minimizing the long-term expected load forwarded to the cloud
server by optimizing task allocation decisions, i.e.,
T
1 X X |H ′ |
P1 : min lim
xu (t)(Vut (t) + Vur (t))
x T →∞ T
t=0
u∈U

(14)

subject to. C1, C2, C3, C4.
The notations defined till now in this paper are listed in Table I.
TABLE I: List of defined notations
Symbol
U
F
H
H′
Bi,j
δi,j
Fu
xu (t)
xhu (t)
Xu (t)
yu (t)
Vum (t)
dsd
u (t)
dsu (t)
dsy
u
dsf
u
dru (t)
PuSF
βu
ρsu
ρru
ξ
Vut (t)
Vur (t)
dcu (t)
dpu (t)
κu (t)
τu
Puc
Purc (t)
Ph

Definition
Set of IoT users
Set of application kinds
Set of RAN and edge servers
Set of servers including cloud server
Bandwidth between RAN i and RAN j
Propagation delay between RAN i and RAN j
Kind of application performed by u
Vector that indicates the task allocation of u
Binary indicator represents if u is allocated to h
The Server on which SI of u is instanced
RAN to which user u is connected at time t
Volume of state context of user at time t
Service migration downtime of u at time t
SI suspending time of u at time t
Context synchronization time of u at time t
Time for preparing SF for u at time t
Time for resuming SI of u at time t
Computing capacity of the SF required by u
Ratio of computing capacity allocated to checkpoint function by the SF required by u
Intensity of suspending SI of u (CPU cycles/bit)
Intensity of resuming SI of u (CPU cycles/bit)
Seamless service migration constraint
Task volume of user u at time t
Result volume of user u at time t
Communication latency of u at time t
Computing latency of u at time t
Task computing intensity of u at time t
Edge computing service latency constraint of u
Computing capacity allocated to u at time t
Computing capacity required by u at time t
Maximum computing capacity of ES h

IV. DRL- BASED DTASM APPROACH
This section illustrates our proposed DRL-based dynamic
task allocation and service migration approach, including the
design of the training of DTASM model and the user selection
on each ES when implementing DTASM.

A. User selection on an edge server
It can be seen from problem P1 that the final task allocation
result determines the load forwarded to the cloud. However,
considering the objective of our work and the system settings,
each user’s task is set not to be actively allocated to the cloud
server. In other words, the DTASM algorithm performed by the
edge service controller always selects a target ES rather than
the cloud server for each IoT user to process their computing
tasks. Moreover, users’ tasks are re-allocated to the cloud
passively only when breaking any constraint. Once the task
allocation policy is determined, the minimum load to the
cloud can be achieved by minimizing the load from every
ES to the cloud. Thus, in addition to users whose service
migration breaks constraints or whose required computing
capacity exceeds the maximum computing capacity of the ES,
there are still multiple users allocated to one ES. Moreover,
the computing capacity required by each of these users is less
than the capacity of the ES. Nevertheless, the sum of their
capacity requirement exceeds the maximum capacity of the
ES. Then, the ES has to decide which users are re-allocated
to the cloud server.
Based on the above analysis and the objective of minimizing
the load forwarded to the cloud server, we can formulate the
following sub-problem on any ES h when implementing a
DTASM operation at time t.
X
P2 : min
(1 − αuh (t))(Vut (t) + Vur (t))
u∈Uh

subject to.

X

αuh Purc (t) ≤ P h ,

(15)

u∈Uh

where Uh represents the set of IoT users whose tasks are
allocated to ES h according to the task allocation policy being
implemented and the required computing capacity less than the
available capacity of h. We use the binary indicator αuh (t) to
represent the user selection decision that αuh (t) = 1 represents
the situation when u is selected by the ES to be served and
αuh (t) = 0 means u is rejected by h and its tasks are reallocated
to the cloud server for processing. The constraint indicates
that the sum of computing capacity required by those selected
users must not exceed the maximum computing capacity of the
ES. We can find that P2 can be reformulated as a knapsack
problem that maximizes the sum load of selected users, i.e.,
X
P3 : max
αuh (t)(Vut (t) + Vur (t))
u∈Uh

subject to.

X

αuh Purc (t) ≤ P h .

(16)

u∈Uh

Then, the optimal user selection result based on problem P3
can be obtained by methods like dynamic programming [39].
B. DRL-based framework
Although the optimal user selection policy can be obtained
above, the difficulty of problem P1 is still dramatically
increased when considering the system dynamics and heterogeneity. Therefore, we leverage DRL in our approach as it
has the advantage of adapting to an unknown system without
requiring prior global knowledge that may be inaccessible in
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some actual systems [40], such as the attributes of underlay
communication networks, the heterogeneous resource capacity
constraints, and independent user selection methods of ESs
introduced above. Besides, DRL agent can update its policy
from real-time interactions with the environment, enabling it
to adapt to the ever-changing services in IoT systems [3].
For an edge-cloud IoT system with dynamic system states,
the objective of the edge service controller is to maintain
a long-term QoS guarantee and performance optimization
by providing dynamic management, i.e., task allocation and
service migration in this paper. Meanwhile, the system state
transition at each time t depends only on the real-time state and
the task allocation policy employed in the current state. Thus,
the DTASM process is an MDP. Then, DRL can be employed
to train an intelligent DTASM agent, which can be installed on
the edge service controller to generate task allocation action
for any observed system state. The IoT system executes the
task allocation action generated by the DRL agent following
the DTASM process, and a reward is fed back to the agent
after implementation. Meanwhile, the system moves on to
the next state. The agent updates its policy by utilizing these
experienced states, actions, and rewards. The state, action, and
reward used in this paper are defined as follows.
State: The system state at any time t is represented by
an array constructed by the real-time state of IoT users,
including the volume of computing task and result, the size
of state context, computing intensity, real-time location, the
application kind, and current SI location of each user, i.e.,
st = [Vut (t), Vur (t), Vum (t), κu (t), yu (t), Fu , Xu (t)]|U |×7 .
(17)
Action: An array is used to indicate the generated task
allocation action for a given state st , i.e.,
at = [ai,j ]|U |×|H| .

(18)

Then, the system implements DTASM according to at based
on the current real-time system state, and a final task allocation
policy xt = [xhu (t)]|U |×|H′ | is obtained after the implementation of DTASM operations.
Reward: We design the total load forwarded to the cloud
under final policy xt as the reward rt of implementing the
action at . Since we aimed to minimize the load forwarded to
the cloud server, a negative reward value is employed, i.e.,
X |H ′ |
(19)
rt = −
xu (t)(Vut (t) + Vur (t)).
u∈U

The candidate task allocation action of an IoT user includes
all ESs in the system. Thus, the action space size of a task
allocation policy is immense (e.g., 8200 candidate actions for
an IoT system with 8 ESs and 200 users). Thus, value-based
reinforcement learning (RL) algorithms (e.g., Q-learning) are
not usable in such a problem with a vast discrete action
space. The reason is that value-based algorithms generally
select the optimal action by comparing state-action values of
all candidate actions, which is challenging, even impossible.
Policy-based RL algorithms are more efficient in problems
with continuous or large state and action space.

C. DTASM algorithm based on twin-delayed DDPG
The policy-based DRL methods update the agent based
on policy gradient method, which mainly includes stochastic
policy gradient and deterministic policy gradient [41]. The
stochastic policy gradient methods select actions based on
probability distributions of actions and update policy parameters based on the probability of selected actions [42]. However,
the probability of selecting any action is likely to be extremely
small in problems with vast discrete action space unless the
policy tends to be deterministic since the action probability
is usually estimated by chain rule, which may result in
an unstable training process. Deterministic policy gradient
algorithms can directly generate actions and update parameters
based on state-action value [43]. Moreover, a deterministic
policy generates determined action for a given state, making
it more reliable and more suitable for systems with strict
requirements on reliability and QoS. Thus, this paper employs
the deep deterministic policy gradient method.
In DRL, a policy π can generate an action for any given
state, i.e., π : S → A. Given any random initial state st , the
expected return of taking an action at following the policy π
is defined as the state-action value (Q-value), which is usually
estimated by deep neural networks in complex problems [40].
Qπ (st , at ) = E{S,π} [Rt |st , at ],

(20)

where Rt is the expected sum of rewards and usually employs
a discounted format with a discount factor γ ∈ [0, 1), i.e.,
Rt =

∞
X

γ i−t r(si , ai ).

(21)

i=t

Then, according to Bellman equation, (20) can be rewritten as
Qπ (st , at ) = r(st , at ) + γEs∼S [V (st+1 , π)],

(22)

where V (st+1 , π), known as the state value function, is the
expectation of state-action values following policy π, i.e.,
V (st+1 , π) = Eat+1 ∼π [Qπ (st+1 , at+1 )].

(23)

Thus, the objective of DRL is to learn an optimal policy π ∗
that can maximize the expected sum of long-term rewards from
any random initial system state, i.e.,
X
π ∗ = arg max
E(st ,at ) [r(st , at )].
(24)
π

t

Under a deterministic policy, the state-action value only
depends on the state transition feature of the environment.
And for a considered edge-cloud system that maintains relative
stability during the implementation of DTASM, the state
transition after executing an action is also determined. Thus,
we can use Q-value to represent the state-value of a given
state under a deterministic policy. Assuming we use a policy
network π parameterized by θ, a Q-function with parameters ψ
to estimate the Q-value of any given state-action pair (st , at ),
the parameters of the Q-network during training can be then
updated by minimizing the Bellman residual loss [42], i.e.,
LQ (ψ) = E(st ,at )∼D [(Qψ (st , at ) − (r(st , at )
+γQψ (st+1 , π(st+1 ))))2 ].

(25)

JOURNAL OF LATEX CLASS FILES, VOL. 14, NO. 8, AUGUST 2015

Replay Buffer

9

Mini-Batch Sample

DTASM
Action

Q1
Network

Q2
Network

Softmax

Actor

State
Observation

Reward

Critic Loss

Policy
Implementation
Target Q1
Network

Target Q2
Network

Algorithm 1: Training of DRL-based DTASM agent
Input: Actor network (θ), twin Q-networks (ψ1 , ψ2 ),
target actor network (θ̂), target twin
Q-networks (ψˆ1 , ψˆ2 ), IoT system
Output: Trained DTASM policy with parameter θ
1 Initialize the IoT system
2 Initialize a replay buffer
3 for t = 1, 2, 3, · · · , do
4
if t ≤ Tc then
// Experience collection episodes
5
Randomly update the system state of IoT users
6
st ← Observed system state
/* Generate and map action based on system state */
7
8

Target Actor

9
Actor

Q1 Network

10

Q2 Network

11

Actor Loss

12
13

Fig. 3: Training of DRL-based DTASM agent based on twindelayed DDPG. (s′ ≡ st+1 , a′ ≡ at+1 , â′ ≡ ât+1 )

14
15
16
17

For any observed system state, the task allocation action is
generated by an actor policy network, whose parameters can
be updated by minimizing the negative expected state-action
value using the gradient descent method [41].

/* Estimate the Q and target Q value for all samples: */
18
19
20
21

L(θ) = E(st ,at )∼D [Q(st , πθ (st ))].

(26)

To improve the training stability, we employ the twindelayed DDPG architecture [44], i.e., twin Q-networks, target
networks, and delayed update of the actor policy network and
target networks. Fig. 3 presents the architecture of training
DTASM policy based on twin-delayed DDPG. To update
parameters of actor policy network using Q-values of sampled
state-action pairs, the actions inputted to the Q-networks
should maintain the gradient information of the actor policy
network so that the backward optimizer can update the parameters θ. Therefore, we employ a softmax activation function
at the output layer of the actor policy network to get the
probabilities of selecting every ES for each user. Then, the
output of the softmax function is recorded as the differentiable
action (at ) for training. After that, we can obtain an executable
action (e
at ) by implementing an argmax function on at to select
the server with maximum probability as the task allocation
result (i.e, e
at = arg max(at )). e
at is executed following
the DTASM work procedures described in Section III. The
final task allocation policy xt and a reward rt are obtained
when completing the execution of e
at . Meanwhile, the system
evolves into a new state st+1 . Finally, the experience including
the state, the differentiable action, the reward, and the state
transition (i.e., (st , at , rt , st+1 )) is recorded to a replay buffer
and sampled later to update parameters. The symbols of
st , at , rt , and st+1 shown on the right side of Fig. 3 represent
the experiences sampled from the replay buffer, and those in
the gray box indicate the input of each training procedure.
Algorithm 1 details the training of DRL-based DTASM

at = πθ (st ), e
at = arg max(at )
(rt , st+1 ) = DTASM(e
at )
Add (st , at , rt , st+1 ) to the replay buffer
else
Randomly update the system state of IoT users
st ← Observed system state
at = πθ (st ), e
at = arg max(at )
(rt , st+1 ) = DTASM(e
at )
Add (st , at , rt , st+1 ) to the replay buffer
update Q-networks:
D = [(s, a, r, s)] // The sampled experience records

22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37

âi+1 = π̂θ̂ (si+1 )
Q̂(si+1 ,âi+1 )
// twin Q-network to estimate Q-value
ψ̂1
= min{Q̂ (si+1 , âi+1 ), Q̂ψ̂2 (si+1 , âi+1 )}
Q̂ = r(si , ai ) + γ Q̂(si+1 ,âi+1 )
Q1 = Qψ1 (si , ai ), Q2 = Qψ2 (si , ai )
LQ (ψ1 , ψ2 ) = ED [(Q1 − Q̂)2 ]+ED [(Q2 − Q̂)2 ]
(ψ1 , ψ2 ) = Adam(∇{ψ1 ,ψ2 } (LQ (ψ1 , ψ2 )))
if t%λ = 0 then
// Delayed update
update actor:
D = [(s, a, r, s)]
ani = πθ (si )
// Generate new action
L(θ) = ED [min(Qψ1 (si , ani ), Qψ2 (si , ani ))]
θ = Adam(∇θ (−L(θ)))
update target networks:
θ̂ = µθ̂ + (1 − µ)θ
ψˆ1 = µψˆ1 + (1 − µ)ψ1
ψˆ2 = µψˆ2 + (1 − µ)ψ2
end
end
end

policy. Before the training starts, in addition to the randomly
initialized actor policy network parameterized by θ, twin Qnetworks (ψ1 , ψ2 ), a target actor policy network (θ̂), and
target twin Q-networks (ψ̂1 , ψ̂2 ) are also created to improve
the training efficiency and stability. The parameters of target networks are duplicated from the corresponding policy
network, i.e., θ̂ ← θ, ψ̂1 ← ψ1 , and ψ̂2 ← ψ2 . Then, the
IoT system is initialized, and a replay buffer is initialized
to record experiences (i.e., state, action, reward, and state
transition) during the training process. Besides, the system
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will run Tc episodes for experience collection before updating
parameters. An untrained actor policy network generates task
allocation policies for observed system states in these episodes.
These collected experiences will use to train the agent later.
After launching the policy training, a batch of experience
tuples is sampled from the replay buffer. For distinguishing
purposes, the sample experiences are indicated by symbol i,
which equals to the index symbol t shown on the right of
Fig. 3. Then, the target actor generates a new action for the
next state in each experience tuple (line 18). The target Qvalue of each next state and new generated target action pair
is estimated by the target twin Q-networks. The minimum
value between them is selected as the target Q-value of the
next state-action value to tackle the overestimation of the Qvalue (line 19 and line 20). Then, the target Q-value of each
sampled state and action pair is calculated in line 21. Similarly,
the current updated twin Q-networks estimate Q-values of
sampled state and action pairs (line 22). Lastly, the loss values
of the twin Q-networks are calculated in line 23, and the
corresponding parameters (i.e., ψ1 and ψ2 ) are updated by
the Adam optimizer to minimize the loss values. The delayed
updates of the actor network and target networks are employed
to improve the training stability, which means that the actor
and all target networks are updated one time after every λ
episodes. λ is called the delayed update frequency. The actor
parameters are updated by minimizing the expected negative
Q-values of the sampled states and newly generated actions
(line 27 ∼ line 30), in which the new action of each sampled
experience is generated by the real-time updated actor policy
network (line 28). After updating the actor network, the target
networks are updated (line 32 ∼ line 34), where µ is the soft
update coefficient that makes the training process more stable.
Finally, the performance of actions generated by the agent will
converge to an optimal value, which indicates the successful
training of the DRL-based DTASM agent. The edge service
controller can perform the trained agent policy for DTASM
management in the edge-cloud system. The replay buffer can
be updated with the latest experiences during the run-time
of the system. If the system state changes dramatically or a
significant performance degradation is observed, the controller
can update its policy by recalling the training process with
stored experiences.
V. P ERFORMANCE E VALUATION
A. Simulation setup
To evaluate our proposed DRL-based DTASM algorithm,
we conduct extensive simulations in the Pytorch environment.
We randomly generate an IoT system, where the computing
capacity of each ES and links’ bandwidth are randomly
generated from the corresponding parameter value interval.
Meanwhile, we set that there are 10 kinds of applications, and
the parameters related to SFs are also randomly generated.
Each IoT user is randomly installed with one kind of these
applications. At every training episode, the user states are
randomly updated with randomly selected values. Besides, to
simulate the unbalance load among RAN nodes, we use a
randomly generated gamma distribution to imitate the number
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of IoT users connecting to each RAN node. During training,
we employ neural networks with four hidden layers, and the
hidden size of every hidden layer is 256. The maximum
capacity of the replay buffer is 2048, and the mini-batch
size is 128. The delayed update frequency (λ) is 20, and
(1−µ) = 0.005. The learning rate is 1×10−4 . More simulation
parameters are detailed in Table II. We compare the proposed
DRL-based approach with several benchmarks.
TABLE II: Simulation parameters (Param)
Param
Ph
Bi,j
Bi,|H′ |
Vut
Vum
τu
PuSF

Value
[60, 100] GHz
[20, 80] Mbps
[50, 120] Mbps
[512, 1024] KByte
[1, 8] MByte
[800, 1000] ms
[200, 300]×106 Hz

Param
β
δi,j
δi,|H′ |
Vur
dsf
u
κu
ρs , ρ r

Value
[20, 30] %
[1, 3] ms
[10, 20] ms
[10, 20] KByte
[100, 200]ms
[228, 538] cycles / bit
[350, 450] cycles / kbits

WoMig-stable: The SIs of IoT users are continuously
providing service without active migration (WoMig). Users’
tasks are always allocated to the ESs on which their SIs are
currently instanced and are only re-forwarded to the cloud
when they cannot be satisfied due to ESs’ capacity constraints.
WoMig-dynamic: To test the performance of WoMig under
different conditions, we set the system updating the task
allocation policy randomly after every 500 episodes and subsequently runs without service migration for 500 episodes.
Random: The system randomly selects an ES for each
user to process their computing tasks. Meanwhile, the SIs are
migrated by comparing the new policy and the current policy.
Nearest: Allocating tasks of a user to its nearest ES can
minimize the computing capacity requirement due to minimized communication delay. Thus, the Nearest algorithm
generates new task allocation policies that select the nearest
ES for users to process their tasks.
Service downtime aware nearest (DANearest): Users
whose service migration does not break the seamless migration
constraint is reassigned to their nearest ES to reduce the
load forwarded to the cloud caused by breaking the service
migration constraint.
B. Performance metrics
We evaluate the proposed DRL-based DTASM approach
and compare it with benchmarks under the following metrics:
(1) Load forwarded to Cloud: This performance is calculated based on (14), which can reflect the accuracy and effectiveness of task allocation policies. Because the load offloaded
to the cloud is caused by breaking constraints of capacity,
service latency, or seamless migration. These conditions can
all be attributed to unreliable task allocation policies.
(2) Average service downtime: The service downtime is
calculated by (3) and (8), which can reflect the cost introduced
by implementing DTASM. As the service downtime of every
user is hard to visualize and with high variability, we employ
the average value of the users whose SI are migrated to another
server after implementing a DTASM action.
(3) Number of migrated users: The total number of users
whose SI is migrated to another server after implementing the
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Fig. 4: Performances over training episodes. |U| = 200, |H| = 8, ξ = 1200 ms, γ = 0.1. (a) Load forwarded to the cloud
server. (b) Average service downtime. (c) Number of migrated users. (d) Number of migration-failed users.

new task allocation policy. This performance can also reflect
the cost of implementing a DTASM operation as migrating
more service generally introduce a higher cost in real IoT
systems.
(4) Number of migration-failed (Mig-failed) users: The
number of users whose service migration breaks the seamless
migration constraint during the implementation of a DTASM
action. This performance can reflect the reliability of the new
task allocation policy generated by the EC service controller
and the effectiveness of the performed algorithm.
C. Simulation results
Fig. 4 shows the performances during the training process
in a considered IoT system, where 8 ESs and 200 IoT users
are randomly generated. The parameters of ESs, SFs, and
bandwidths are randomly initialized based on parameters in
Table. II. Then, we fix these settings for the simulations of
all evaluated algorithms. Then, at each time, we update the
system state of users (i.e., connected RAN, task volume, result
volume, computing intensity, and volume of state context)
with values randomly selected from configured parameters.
We employ the moving average method to process the results
of every 20 episodes.
Fig. 4a shows that the load forwarded to the cloud changes
over the training phase. We can observe that the Random
and the Nearest task allocation policies result in much more

load being forwarded to the cloud server compared with other
algorithms. The reason is that Nearest and Random methods
can result in a high probability of breaking the seamless
service migration constraint. Meanwhile, compared with the
Random algorithm, the Nearest method may allocate too many
users to one ES, resulting in more users being re-assigned
to the cloud server due to insufficient computing capacity.
Without service migration, the load forwarded to the cloud
gradually increases, and the value maintains stability at the
later stage. The reason is that the number of users reallocated
to the cloud server because of unsatisfied computing capacity
requirements gradually increases as the system runs dynamically. Eventually, the system enters a steady-state where users
remaining in the edge system can always be satisfied. Furthermore, this is also apparent from the subsequent performance
of the WoMig-dynamic approach after each random update.
Moreover, the seamless migration constraint is not violated in
the system without migration. Thus, loads re-forwarded to the
cloud caused by WoMig-d and WoMig-s approaches are much
less than that introduced by Random and Nearest algorithms.
Similarly, compared with the Nearest algorithm, the DANearest algorithm can significantly reduce the load forwarded
to the cloud because the migration constraint can always be
satisfied. The proposed DRL-based approach can minimize the
load forwarded to the cloud compared with other algorithms.
After 2000 episodes of training, the performance converged
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to the minimum value of about 4 Mbyte. Fig. 4b shows the
comparison of average service downtime. We can find that the
average service downtime caused by the Random approach
and the Nearest approach is about 1200 ms, which is much
higher than that introduced by other algorithms because much
more users break the seamless migration constraint (Fig. 4d).
Service downtime is also observed in the system without service migration (i.e., WoMig-s and WoMig-d), especially in the
episodes immediately following a random task allocation (e.g.,
WoMig-d). The service downtime is introduced by breaking
the capacity constraints of ESs and migrating SIs from ESs to
the cloud. Due to dynamic changes in computing requirements,
in some episodes, the total capacity required by users allocated
to one ES may exceed the maximum capacity of the server.
Thus, SI of some users need to be migrated to the cloud server,
and service downtime is introduced. The proposed DRLbased DTASM algorithm results in a similar service downtime
performance as the DANearest algorithm, and the value is the
lowest in algorithms with active service migration. Fig. 4c
shows the number of migrated users after the implementation
of DTASM procedures. Random and the Nearest approaches
result in much higher numbers of migrated users than the other
algorithms. They need to migrate about 170 and 165 users,
which are close to the 200 IoT users. Since the DANearest
algorithm considers the seamless migration constraint, it migrates far fewer users than the Nearest algorithm. In most
cases, after each random task allocation in systems without
active service migration, there are few users are migrated from
the ES to the cloud due to breaking capacity constraints of
ESs. Our DRL-based approach performs significantly superior
to other algorithms that migrate users actively. The average
number of migrated users caused by the DRL-based algorithm is about 8, which indicates that it can provide optimal
performance with minimum migration cost since higher costs
are introduced when migrating more services in real systems.
Fig. 4d shows the number of migration-failed users when
implementing DTASM operations. We can observe that almost
no user breaks the migration constraint when employing the
DRL-based algorithm.
Fig. 5 presents the convergence performance of our DRLbased algorithm under different discount factors [45]. The
first 50 episodes are the data collection episodes when the
agent has not started the training process. We can find that
the proposed DRL agent performs with slight performance
variation over different discount factors, but all converge to
an optimal value. Besides, we can observe that the number
of migration-failed users converges to 0 even with different
discount factors. These results prove the effectiveness of the
proposed DRL-based algorithm.
In addition, we investigated the impact of the number of
IoT users. As shown in Fig. 6, we change the number of IoT
users and then average the results of the last 500 episodes of
each simulation. We can find from Fig. 6a that all algorithms
increase the load forwarded to the cloud server as the number
of users increases. Nevertheless, the proposed DRL-based
algorithm can always obtain optimal performance compared
with others. Besides, the performance obtained in the system
without service migration is even inferior to that obtained by
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Fig. 5: Impact of discount factors on convergence. |U| = 200,
|H| = 8, ξ = 1.2s. (a) Load forwarded to the cloud server.
(b) Average service downtime. (c) Number of migrated users.
(d) Number of migration-failed users.

the Random algorithm when there are more than 240 IoT
users, which reveals the necessity of dynamic task allocation
and service migration. Fig. 6b shows that the DRL-based
DTASM algorithm can minimize the average service downtime
as compared to other algorithms with active service migration.
Besides, the DRL-based algorithm introduces higher average
service downtime as the number of users increases and reaches
a stable value that almost equals that caused by the DANearest
algorithm. Fig. 6c reveals the average number of migrated
users. We can find that all algorithms with active service
migration migrate more users as the number of IoT users
increases, but the proposed DRL-based algorithm can obtain
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Fig. 6: Impact of the number of IoT users. |H| = 8, ξ = 1200 ms. (a) Average load forwarded to Cloud. (b) Average service
downtime. (c) Average number of migrated users. (d) Average number of migration-failed users.
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Fig. 7: Impact of the seamless migration constraint (ξ). |H| = 8, |U| = 200, γ = 0.1. (a) Average load forwarded to Cloud.
(b) Average service downtime. (c) Average number of migrated users. (d) Average number of migration-failed users.

optimal performance with minimal user migration. Fig. 6d
shows the number of migration-failed users. We can find that
our DRL-based approach almost always enables all migrated
users to satisfy the seamless migration constraint. However,
as the number of users increases, both Random and Nearest
methods will cause more users to break the constraint. We
can conclude from Fig. 6 that our DRL-based algorithm can
achieve optimum performance with minimal cost and almost
always be able to satisfy the seamless migration constraint.
Fig. 7 exhibits the impact of the seamless migration constraint. We can find that the seamless migration constraint
does not influence the performances in systems without service
migration. Therefore, the following part will not discuss this
approach. From Fig. 7a, we find that all algorithms, except for
the DANearest algorithm, decrease the load offloaded to the
cloud as the seamless migration constraint reduces. Random
and Nearest algorithms result in the most significant decrease
in load offloaded to the cloud. The reason is that these two
algorithms do not consider migration constraints, which makes
their performance more sensitive to the constraint. Moreover,
a higher migration constraint enables more service migrations
to satisfy the constraint, significantly reducing the load reforwarded to the cloud server. Meanwhile, when employing
our DRL-based algorithm, the load offloaded to the cloud
decreases slightly because the controller can migrate more
users to appropriate ESs in cases with higher migration
constraints. Then, the probability that users’ computing capacity requirements exceed the maximum capacity of ESs
after implementing a DTASM action is reduced. The load
forwarded to the cloud caused by the DANearest algorithm

slightly increased, mainly caused by migrating more users
to their nearest ES. The probability that the capacity of one
ES cannot satisfy users’ requirements increases when too
many users are allocated to it. In such conditions, limiting
the number of migrated users can utilize other servers to
release the load from overloaded ESs and reduce the load reforwarded to the cloud due to breaking the computing capacity
constraints. Fig. 7b shows the comparison of average service
downtime, and we can see that the average service downtime
increases as the constraint increases. The DANearest and the
DRL-based algorithms consider the migration constraint when
designing task allocation policies. Thus, more SIs that may
cause higher downtime are migrated under higher allowed constraints, increasing the average service downtime. Meanwhile,
the DRL-based algorithm only migrates necessary users rather
than all users that satisfy the constraint because the agent is
trained to minimize the load forwarded to the cloud. Thus,
the DRL-based algorithm introduces lower service downtime
than the DANearest algorithm when the migration constraint
is higher than 1.2s. The average service downtime decreases
when employing algorithms without considering the migration
constraint (i.e., the Random and Nearest methods) as the
migration constraint decreases. The main reason is that fewer
users are allocated to ESs due to breaking the migration
constraint under lower migration constraint conditions. To
prove this view, we plot the average number of users allocated
to ESs of these simulations in Fig. 8, from which we can
see that most users are reallocated to the cloud server when
employing the Random and Nearest approaches when setting
lower seamless migration constraints. Compared with ESs, the

JOURNAL OF LATEX CLASS FILES, VOL. 14, NO. 8, AUGUST 2015

14

VI. C ONCLUSION

Fig. 8: The average number of users allocated to ESs under
different migration constraints. |H| = 8, |U| = 200, γ = 0.1.

cloud server can dramatically reduce the SI suspending time
and SI resuming time, resulting in low service downtime of
users allocated to or migrated from the cloud server. So is the
state context synchronization latency. However, the controller
can migrate more users with higher service downtime without
breaking the constraint when setting higher migration constraints, which increases the average service downtime. And
most users are allocated to ESs. Fig. 7c presents the average
number of service-migrated users. We can observe that the
DRL-based algorithm migrates much fewer users than others
and maintains stability, which reveals that the DRL-based algorithm takes only meaningful service migration actions rather
than voracious ones. The DANearest algorithm migrates more
users when the migration constraint increases since it always
migrates every user satisfying the constraints. When adopting
Random and Nearest algorithms, fewer users are migrated in
scenarios with lower migration constraints. The reason is that
most users are allocated to the cloud in these conditions, and
most of them will still be reallocated to the cloud server due
to breaking constraints when implementing DTASM, making
them not be classified as migrated users. Fig. 7d shows the
average number of migration-failed users. The DRL-based
algorithm can ensure almost all service migrations satisfy the
constraint.The Random algorithm and the Nearest approach
both present an upward and then a downward trend. Few users
are allocated to ESs when setting lower migration constraints,
and only some of these users are counted into migration-failed
users when their migration failed. The users on the cloud are
not counted as migration-failed users, although their service
migration breaks the constraint since they are still reallocated
to the cloud. More users are allocated to ESs when setting
higher migration constraints because service migration related
to the cloud server result in low service downtime, but most of
these users still cannot satisfy the migration constraint when
being migrated among ESs. Thus, the number of migrated
users and migration-failed users both increased at first. When
the migration constraint is high enough, the controller can
migrate more users without breaking the constraint, and more
users can be allocated to ESs. Thus, the average service
downtime still increases (i.e., Fig. 7b), while the number of
migration-failed users decreases.

This paper investigated the DTASM problem in edge-cloud
IoT systems, in which the dynamic computing requirements,
user mobility, and seamless service migration constraint are
comprehensively considered. The investigated problem was
decomposed into task allocation and user selection subproblems. The user selection problem is reformulated as a
knapsack problem and addressed by dynamic programming.
Then, to cope with the enormous action space challenge of
task allocation in the system with a mass of IoT users, an
approach based on twin-delayed DDPG was proposed. The
objective is to generate a DTASM action for any observed
system state to minimize the total computing load forwarded
to the cloud server while satisfying the seamless service
migration constraint. Simulation results demonstrated that the
proposed DRL-based approach can minimize the computing
load forwarded to the cloud server and can ensure that almost
all service migrations satisfy the migration constraint compared with benchmarks. Besides, the DRL-based approach can
minimize the number of migrated users, thereby reducing the
overall service migration cost in IoT system.
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