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Abstract—Benefiting from smartphones’ powerful computing
and sensing capabilities, biometric authentication is widely ap-
plied to them for conveniently verifying users’ identities. How-
ever, most biometric features can be easily acquired or repro-
duced, making them vulnerable to replay and impersonation
attacks. To address this issue, we propose DBreathLock, a non-
contact deep breath-based authentication system that utilizes a
smartphone emitting inaudible frequency-modulated continuous
waves (FMCW)-based sonar signals and synchronously records
breath sounds and sonar echoes of chest-abdominal-joint (C-
A-joint) movements. Then, we implement a dual-protection
barrier to defend against advanced replay attacks (ARAs). First,
by analyzing the energy features of C-A-joint movements, we
develop a Deep Breath Activity Detection method to detect deep
breath fragments alongside the capability of resisting ARAs.
Second, we take C-A-joint movements and smartphone vibrations
caused by holding a smartphone as features and design a liveness
detection mechanism to further fortify the resistance to ARAs.
Furthermore, a multi-stream identity authentication model is
designed to verify legitimate users by fusing biometric features
from C-A-joint movements, deep breath sounds, and correlation
sequences of both. Extensive real-world experiments with 40 users
demonstrate DBreathLock’s authentication accuracy of 95.97%.
Additionally, it successfully defends against advanced replay,
impersonation, simple hybrid, and advanced hybrid attacks,
achieving the AUC of 0.9792, and FPRs of 2.17%, 2%, and 4.17 %,
respectively.

Index Terms—Authentication, sonar sensing, frequency-
modulated continuous waves, deep breath, privacy protection.

I. INTRODUCTION

ITH the rapid development of ubiquitous and mobile
Wcomputing [1], [2], smartphones have become the most
important connection point between the human, cyber, and
physical spaces. At the same time, their portability and ac-
cessibility bring up a challenge for user authentication, which
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Fig. 1: Use scenario of DBreathLock.

serves as the necessary access mechanism to guarantee the
reliability and security of this connection point. On the other
hand, the abundance of sensors and computational resources
in smartphones also encourages many researchers to realize
local identity authentication by recognizing users’ biometric
features.

Actually, some biometric authentication methods have been
widely studied and applied to smartphones, such as fingerprints
[3], [4], irises [5], [6], faces [7], [8], [9], and voices [10],
[11], [12]. However, the abundant resource in smartphones is
a two-edged sword for these methods, because these biometric
features are easily reproduced and leaked. This provides an
opportunity for launching advanced replay attacks (ARAs)
and impersonation attacks (IAs). Furthermore, with the aid
of state-of-the-art (SOTA) large-scale Al models, voice-based
and face-based authentication face new security risks, as they
can be exploited to synthesize fake information applied to
telecommunication fraud.

Thus, researchers try to leverage unnoticed and hard-to-
imitate breath for authentication to prevent attackers from
obtaining users’ biometric data. For example, Chauhan et al.
[13] extracted the Gammatone frequency cepstral coefficients
(GFCCs) from breath sounds and took these coefficients as
features inputted into two Gaussian mixture models (GMMs)
to obtain two different log-likelihood values for authentication.
Tran et al. [14] used breath sounds for identity recognition
and incorporated audio data augmentation based on the self-
supervised learning technique. Though the above two methods
can be directly deployed in smartphones, they rely solely on
breath sounds for user authentication and are threatened by
ARAs and IAs [15]. Unlike simple replay attacks, ARAs



IEEE TRANSACTIONS ON MOBILE COMPUTING, VOL. X, NO. X, X 2024

occur when attackers hack into the victim’s device, obtain
prerecorded recordings, and launch attacks. Bui et al. [16] tried
to integrate breath sounds and chest movements to increase the
difficulty of the above attacks. However, this method requires
a dedicated wearable device equipped with accelerometers,
gyroscopes, and acoustic sensors. In addition, these methods
do not consider the influence of personal physiological states
on breath patterns. In other words, the change of states may
directly result in authentication failure.

To tackle these issues, we propose DBreathLock, a deep
breath-based non-contact authentication system, as shown
in Fig. 1. In this system, the smartphone emits inaudible
frequency-modulated continuous waves (FMCW)-based sonar
signals and synchronously samples breath sounds and sonar
echoes reflected by chest-abdominal-joint (C-A-joint) move-
ments to validate user’s identity. To the best of our knowledge,
our work is the first to introduce FMCW-based sonar signals
to detect deep breaths for user authentication, which increase
the difficulty of impersonating legitimate users.

In order to defend against ARAs, we implement a dual-
protection barrier in DBreathLock. First, we design a Deep
Breath Activity Detection (DBAD) method that can iden-
tify replay attacks using the energy differences of C-A-joint
movements between real and fake users, and simultaneously
determine the deep breath endpoint. Generally, some replay
attacks with higher energy still fool DBAD. To address this,
we further design a liveness detection mechanism (LDM).
Considering the two usage behaviors: holding the smartphone
in hand and placing it on the table, we use the smartphone’s
built-in accelerometer to capture smartphone vibrations caused
by user’s hand micro-movements during deep breaths. Then,
we incorporate the morphological features of C-A-joint move-
ments from real and fake users and train a lightweight Support
Vector Classification (SVC) model to identify potential attacks.

To solve the authentication failures caused by physiological
changes, we design mutual information (MI) sequences that
quantify the relationship between breath sounds and C-A-joint
movements. Subsequently, a multi-stream identity authentica-
tion (MSIA) model is constructed by integrating the features
of C-A-joint movements, breath sounds, and MI sequences for
authentication. Experiments involving 40 volunteers demon-
strate DBreathLock’s outperformance in user authentication
and protection against advanced replay, impersonation and
hybrid attacks.

In summary, our main contributions are as follows:

1) Develop a secure and non-contact deep breath-based
authentication system, DBreathLock. This system is the first
to apply FMCW-based sonar signals to sense deep breaths for
authentication.

2) Propose a dual-protection barrier to defend against ARAs.
First, we design a DBAD method that can resist replay attacks
through energy differences of C-A-joint movements between
real and fake users, while simultaneously determining the deep
breath endpoint. Furthermore, we develop a liveness detection
mechanism utilizing a SVC model based on integrated features
of C-A-joint movements and smartphone vibrations.

3) Design MI sequences to reduce the influence of phys-
iological changes in authentication. We also present a novel

MSIA model, which fuses the features of C-A-joint move-
ments, breath sounds, and MI sequences to validate legitimate
users.

4) Deploy DBreathLock in smartphones and conduct a
series of experiments. The experiment results demonstrate that
DBreathLock achieves superior authentication accuracy and
successfully defends against advanced replay, impersonation,
and hybrid attacks with reasonable processing overheads.

II. RELATED WORK

In this section, we review the existing studies related to
mainstream biometric authentication, sonar-based authentica-
tion, and breath-based authentication methods.

A. Mainstream Biometric Authentication

Mainstream biometric authentication methods are broadly
divided into physiologic-based and behavior-based methods.
Physiologic-based authentication relies on static physical char-
acteristics, such as fingerprints and facial features. Behavior-
based authentication aims to recognize movement patterns in
human behaviors during various activities, such as gestures,
gait, and keystroke dynamics. As shown in TABLE I, these
methods generally offer high authentication accuracy, but each
has different limitations. For example, fingerprints [17], [18],
[19] are susceptible to being copied or forged, resulting in
lower security. Facial recognition [20], [21], [22], on the other
hand, performs poorly in low-light conditions. Behavior-based
methods, such as gesture [23], [24], gait [25], [26], [27], and
keystroke [28], are not friendly to users with mobility impair-
ments or physical disabilities. In addition, muscle tremor-based
[29] and single-handed shake-based [30] methods utilize built-
in motion sensors in commercial off-the-shelf (COTS) devices
to capture subtle biometric features. Meanwhile, both are only
effective when the user holds the devices.

B. Sonar-based Authentication

With the improved performance of the acoustic modules in
smartphones, some sonar-based authentication methods have
emerged. For example, Tan et al. [31] utilized lip movements
for authentication. This work extracted effective features from
the envelope, rhythm, and duration of lip movements. Lu et al.
[32] obtained unique behavioral characteristics from Doppler
profiles of lip movements. Based on these characteristics, the
Support Vector Machine (SVM) and Support Vector Domain
Description (SVDD) are applied to realize identification and
spoofer detection, respectively. Xu et al. [33] developed a
3D-face spoofing-resistant authentication system that detects
facial structure by sonar signals. Wang et al. [34] constructed
FMCW-based sonar signals to extract static palm contours and
palmprint changes and build a Palmprint Echo Neural Network
(PENN) for identity authentication.

These methods can detect and resist simple replay attacks
by leveraging biometric features (e.g., mouth motion, skin
texture) or frequency differences of FMCW signals (because
the attacker’s device is hard to place close to the user).
However, when attackers use advanced techniques to hack into
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TABLE I: Comparison with mainstream biometric authentication methods.

[ Security Level [ User Acceptance [ Contact-based [ Environment [ Accuracy
Physiologic-based Authentication
Fingerprint [17], [18], [19] Low Medium Yes X 93-99%
Face [20], [21], [22] Medium High No Light 94.85-100%
Our method High High No Large Noise 95.97 %
Behavior-based Authentication
Gesture [23], [24] Medium Medium No Light+Angle+Background 96-99%
Gait [25], [26], [27] High Medium No Surface+Footwear 92-100%
Keystroke [28] High Medium No X 96.30%

the user’s device, steal the original detection data, and replay it
to spoof the authentication system (i.e., ARAs), these methods
may become ineffective.

C. Breath-based Authentication

Owing to the low observability of breath (difficult to be
secretly recorded), some researchers have focused on using
breath for user authentication. For example, Hu et al. [35]
leveraged two low-cost RFID tags embedded in users’ clothes
and proposed respiratory feature extraction methods according
to waveform morphology analysis and fuzzy wavelet transfor-
mation. However, this method requires users to wear RFID
tags, which limits its convenience and usability. Wang et
al. [36] employed a single COTS mmWave radar to capture
breath signals from multiple users and designed an auxiliary
rotating gadget to dynamically adjust radar orientation. To
eliminate repetitive and less informative features, they further
used recursive feature elimination methods to analyze the
extracted features. However, this method requires additional
hardware support and dynamic radar orientation adjustment,
which limits its application in environments with dense users
or small rooms. Liu et al. [37] tried to extract the respiration-
related signals from the channel state information of WiFi.
Similar to [35], this work also uses waveform morphology
analysis and fuzzy wavelet transformation to derive user-
specific respiratory features. Although this method is effective,
environmental interference (e.g., crowded spaces, furniture, or
other signals) can affect signal quality and reduce stability.
Bui et al. [16] introduced a miniature wearable IoT device with
accelerometers, gyroscopes, and acoustic sensors for capturing
personalized breath features and designed a multimodal model
integrated with CNN-LSTM and TCN for validating the user’s
identity. However, these methods require attaching sensors to
users’ bodies, which reduces their applicability to some extent.

There are some studies using smartphones to collect breath
sounds for authentication. Tran et al. [14] used breath sounds
for identity authentication and incorporated several audio data
augmentation methods for training the authentication model.
However, this method requires attaching the bottom side of
phones to the users’ necks for sampling breath sounds, which
is inconvenient for users. Chauhan et al. [13] extracted the
GFCCs as features from breath sounds and input these coef-
ficients into two GMMs to obtain two different log-likelihood
values. Relying on these values, the user’s identity can be
determined. Although these methods can effectively authen-
ticate users, they rely solely on breath sounds, making them

vulnerable to ARAs and unsuitable for noisy environments.
Moreover, Vhaduri et al. [38] combined breath patterns, heart
rate and gait for authentication, but this required users to
wear a smartwatch (to measure heart rate and gait) and hold
a smartphone (to measure breath pattern), leading to a high
dependency on devices. Unlike existing methods, we propose
a non-contact, breath-based authentication system that requires
users to take just a single deep breath. This system is the first
to apply FMCW-based sonar signals to sense deep breaths for
authentication.

In addition, a few studies specifically consider how to deal
with ARAs. Huang et al. [39] attempted to defend against
ARAs by analyzing the correlation between chest movements
and breath sounds. However, the requirements of dedicated
microphones and motion sensors limit the applicability of this
study. In this paper, we leverage the acoustic and accelerometer
modules of smartphones to simultaneously capture C-A-joint
movements and hand micro-movements during breath. Based
on this, we design a liveness detection mechanism to defend
against ARAs.

III. PRELIMINARY
A. Breath Mechanism

Respiration is a natural gas exchange process between the
human body and the environment, involving inhalation and
exhalation phases. During the inhalation phase, the diaphragm
contracts, creating a negative pressure to draw air into the
lungs; during the exhalation phase, the diaphragm relaxes, ex-
pelling waste gases by increasing pressure. Numerous medical
and physiological studies indicate that changes in pulmonary
airflow caused by diaphragmatic movements are primarily
related to age, weight, height, and gender [40]. Thus, breath
has the potential to be one kind of biometric feature for identity
authentication. Deep breath, as a specific type of respiration,
involves significantly greater diaphragmatic movement than
normal breath [39].

B. Authentication of MI Sequences

The performance of DBreathLock may be affected by phys-
iological states (such as hunger or fatigue) [13] that influence
both breath sounds and C-A-joint movements. To address this,
we aim to find some features that can remain stable under
different physiological states.

Prior studies have shown that chest inertial measurement
exhibits a strong correlation with respiratory airflow patterns,
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as chest movement intensity directly influences airflow volume
and rate [41]. In addition, various theoretical models (linear
[42], cube [43]) have been developed to characterize the
high correlation between airflow rate and breath sound [44].
Building upon this foundation, we hypothesize that C-A-joint
movements and breath sounds are certainly correlated.

In our experiments, we observed significant differences
between C-A-joint movements and deep breath sounds among
different users. For the same user, there is a high syn-
chronization between these two modalities. To quantify this
relationship, we calculate the MI sequences between these two
modalities in the time domain. Fig. 2 shows the MI sequences
of two users under normal, hungry, and fatigued states. It is
shown that the MI sequences for the same user under different
physiological states maintain a similar variation trend, while
the variation trend of the MI sequences exhibits significant
differences with respect to different users. This suggests that
MI sequences as one of the features can maintain relative
stability when users experience physiological state changes. To
further explore the capability of MI sequences to distinguish
different users, we conduct the related experiments in Section
V.

C. Attack Model

Compared to other authentication methods (such as pass-
words, fingerprints, faces, and voices), breath-based authen-
tication is more difficult to record, making it more secure
and reliable. Therefore, we assume that the attackers install
a Trojan horse program on the victim’s smartphone. This
program cannot hijack the authentication procedure (which
runs in RAM) but has the capability to steal data from the
external flash memory (not RAM). Under this assumption,
DBreathLock may face the following three types of attacks.

Advanced Replay Attack (ARA): The attacker replays the
stolen breath audio using an illegitimate device to attack the
authentication system in the victim’s device [15].

Impersonation Attack (IA): The attacker practices the
victim’s deep breaths via listening to the stolen breath audio
and then impersonates the victim’s whole deep breath process
to attack the authentication system.

Hybrid Attack (HA): HA is more advanced than the
previous two attacks, we assume that:

o Simple Hybrid Attack (SHA): The illegitimate device
only plays the victim’s deep breath sounds; the at-
tacker synchronously performs deep breaths and im-
personates C-A-joint movements (suppressing their own
breath sounds).

« Advanced Hybrid Attack (AHA): The illegitimate device
plays the integrated victim’s deep breath process (includ-
ing the breath sounds and sonar echoes sensing C-A-
joint movements), while a real person also simultaneously
performs deep breaths (suppressing their own breath
sounds) to amplify the energy of the victim’s C-A-joint
movements.
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Fig. 2: The correlation between C-A-joint movements and
deep breath sounds during a single deep breath.

IV. SYSTEM DESIGN
A. System Overview

DBreathLock is designed to identify users by capturing
unique biometric features during deep breaths through sonar
signals, as shown in Fig. 3. In this process, DBreathLock
mainly relies on the existing hardware of the smartphone, re-
quiring only the design of a corresponding data-collection ap-
plication at the software level, without the need to modify the
smartphone’s acoustic module. Initially, DBreathLock trans-
mits inaudible FMCW-based sonar signals via smartphone
speakers while simultaneously recording breath sounds and
the sonar echoes of C-A-joint movements. Subsequently, the
Gated Recurrent Unit (GRU)-based DBAD method precisely
determines the endpoints of deep breaths by analyzing the
Short-Time Energy (STE) and Short-Time Average Amplitude
(STAA) sequences. Some replay attacks cannot get past DBAD
due to the existence of flat amplitude, discussed in Section
VI-D. With the LDM, DBreathLock extracts morphological
features and utilizes a well-trained SVC model to identify
replay attacks. If they are identified as attacks by DBAD
or LDM, the system will reject its subsequent authentication
requests. In the authentication phase, DBreathLock extracts
features of different dimensions from C-A-joint movements,
breath sounds, and the MI sequences of both. These features
are then fed into a MSIA model to verify the legitimacy of
users.

B. Sonar Signal Processing

In order to make smartphones capable of sonar detec-
tion, we carefully design suitable acoustic signals emitted by
smartphones. In our previous work, we employed continuous
wave (CW)-based sonar signals to detect chest movements
by analyzing the Doppler frequency shift of the sonar echoes
[45]. However, it lacks the ability for range detection and has
low sensing accuracy [46], [47]. FMCW-based sonar signals
can detect the range and velocity of the target and further
differentiate between multiple targets. Therefore, we adopt
FMCW-based sonar signals for DBreathLock in this paper.

FMCW signals consist of several chirps, where the fre-
quency increases linearly from Fj to F} within the scanning
period Ts. As shown in Fig. 4, the blue and red lines represent
the transmitted signal and the sonar echoes of the human body
after a time delay At, respectively. Here, At = %, Af is
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the frequency difference between the transmitted and received
signals, and k = # is the slope of the transmitted signal.
In the time domain, one chirp is represented by:

s(t) = Acos (277 <fct+ B(t2TNT9)2>) (1)

where t € (NTS — %,NTS + %), N € Z. The parameters
of a chirp are A, the amplitude, f. = w, the carrier
frequency, B = F} — Fj, the bandwidth, and T, the sweep
period. In practice, the FMCW-based sonar signal is inaudible
to the human ear to avoid disturbing others. Thus, considering
the sampling rate of microphones in COTS smartphones, the
frequency range [Fj, F},] is set to [20 kHz, 24 kHz] [48]. Each
chirp contains 2400 samples, corresponding to T = 50ms. To
mitigate power leakage caused by frequency discontinuity at
chirp connections and nonlinear distortion of audio amplifiers
in smartphones, we apply the following tapered cosine window
to each chirp:

Jibeos[2 (5 -9)]},  i0<u< el
w(u) =41, if @M <o <M aM
s{l4cos [ (£ -14+9)]}, ftM- <u<M,

where w(u) is the window function, M is the length of a chirp,
and « is the cosine fraction that represents the ratio between
the length of the cosine-tapered section and the length of the
entire window. The chirps before and after adding the tapered
cosine windows are shown in Fig. 5.

C. Deep Breath Activity Detection

For accurately capturing deep breaths, it is crucial to de-
termine their time periods. Considering that breath sounds are
vulnerable to replay attacks, we design a DBAD method based
on energy features of C-A-joint movements and deep learning
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Fig. 5: Spectrogram of unwindowed and windowed chirps.
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Fig. 6: STE (top) and STAA (bottom) sequences before and
after optimization.

techniques to increase the difficulty for attackers to record and
impersonate deep breaths.

1) Calculate Short-Time Energy and Short-Time Average
Amplitude Sequences: According to the frequency range of
transmitted signals, we employ a high-pass filter with a cutoff
frequency of 20 kHz to remove ambient noise and breath
sounds, thereby preserving signals mainly from sonar echoes
related to C-A-joint movements. The deep breath process typi-
cally involves changes in the energy and amplitude. Therefore,
we calculate the Short-Time Energy (STE, E,) and Short-
Time Average Amplitude (STAA, A,,) sequences of the filtered
signals to measure the degree of activity:

> w@)? (3)

1=n—w-+1

where E,, is the STE of the ny, frame, x(i) is the signal at
time ¢, and w is the length of the frame.

|lz(3)], 4)

where A,, is the STAA of the n,, frame, x(4) is the signal at
time ¢, and w is the length of the frame.

To eliminate the effect of signal amplitude on different
individuals, we conduct a normalization of STE and STAA
sequences. However, as shown in Fig. 6 (a), the STE and
STAA sequences also exhibit amplitude during the non-deep-
breath period due to normal breath, which seriously influences
endpoint detection. So, we create an adaptive noise cancel-
lation algorithm to improve the signal-to-noise ratio (SNR)
of STE and STAA sequences. As shown in Algorithm 1, we
optimize the STE and STAA sequences by subtracting their
minimum values and then setting elements below an amplitude
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Algorithm 1 Adaptive Noise Cancellation Algorithm

Input: Sequences of STE and STAA before noise cancellation
Output: Noise cancellation sequences of STE and STAA
1: Find min(STE) and min(STAA) from STE and STAA
sequences
for each index ¢ in STE and STAA do
STE[i] < STE[{] — min(STE)
STAAJi] + STAA[i] — min(STAA)
end for
Set amplitude minimum threshold 7
for each index j in STE and STAA do
if STE[j] < 7 then
STE[j] + 0
end if
if STAA[j] < T then
STAA[j] «+ 0
end if
end for
: return STE and STAA

D A

— e e e e
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threshold to zero. Fig. 6(b) shows optimized STE and STAA
sequences. It is obvious that the power during the non-deep-
breath period is reduced to zero.

2) Design GRU-based Model: With the noise cancellation
sequences of STE and STAA in hand, the next step is to
detect deep breath activity. The primary goal is to identify the
four critical endpoints: the start and the end of inhalation and
exhalation. For this purpose, we design a nine-layer sequence-
to-sequence GRU-based model.

Compared to a Long Short-Term Memory (LSTM) network,
GRU has a lightweight structure with only two gate mecha-
nisms: the update and reset gates. We employ three GRU layers
and three fully connected (FC) layers as the feature extraction
layers, followed by a Softmax layer for binary classification.
The output is a sequence of Os and 1s, where O represents no
deep breaths, and 1 represents deep breaths. The constructed
GRU-based model is illustrated in Fig. 7, where the hidden
units of feature extraction layers are 64, 128, 64, 128, 64,
128, and 2, respectively. We train this model using ADAM
[49] as the optimizer with a learning rate of 0.01 and a batch
size of 16.

00...111...0
00

Input Data Gru FC Gru FC Gru FC

Fig. 7: GRU-based model for DBAD.

Softmax Output Data

Moreover, due to device-related and environment-related
interference, sonar echoes generated by ARAs appear flatter
than those caused by real C-A-joint movements, which hinders
DBAD from accurately detecting the four critical deep breath
endpoints. This indicates that the DBAD has the capability of
resisting ARAs by filtering them. We will discuss this in the
following section.
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D. Liveness Detection Mechanism

1) Device and Environment Interference: Breath-based au-
thentication faces the threat of ARAs, where attackers hack
into the victim’s device to obtain the prerecorded recordings
containing C-A-joint movements and breath sounds. The at-
tacker then replays these recordings on his/her device in an
attempt to spoof the authentication system (15cm away from
the victim’s device). Theoretically, when the stolen deep breath
audio re-enters the authentication system: it first generates an
analog sensing signal through audio digital-to-analog converter
(DAC, in the case of a smartphone) of the attacker’s device;
then, this analog sensing signal is amplified by the audio
amplifier and converted into an acoustic signal through loud-
speakers, transmitted through the air, and eventually sampled
by the smartphone installed DBreathLock. During this trans-
mission process, the replayed deep breath audio is affected
by two types of interference, device-related interference (e.g.,
nonlinear distortion of the audio amplifier) and environment-
related interference (e.g., multi-path interference) [50].

In order to clearly observe these two types of interference,
we measure the signal power spectral density (PSD) for differ-
ent environments and devices. For environmental changes, we
employ a MI 8 SE as the attack device and replay the stolen
deep breath audios in three environments, office (5.5x2.85 m?,
30-40dB), lab (7.7 x 3.75m?3, 25-30dB), and study room
(3.4 x 4.5m?2, 20-25dB), to explore the effect of different
environments. For device variations, we employ a HUAWEI
nova 5i Pro, a MI 8 SE, and a vivo Y3 as the attack devices
and replay the same deep breath audio in the study room
scenario. The victim device in these two types of interference
is Realme GT2. As shown in Fig. 8 and Fig. 9, we observe
that different devices and environments introduce different
distortions into the over-the-air signals. Therefore, designing
a LDM is necessary to resist these two types of interference
and enhance the safety of DBreathLock.
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Fig. 11: STE (top) and STAA (bottom) sequences from a live
user and the corresponding replay attack.

2) Signal Analysis: The time-domain representations (after
high-pass filtering with a cutoff frequency of 20 kHz) of a
live user performing a deep breath and corresponding ARA
are shown in Fig. 10. Fig. 11 presents the STE and STAA
sequences of these two signals (after adaptive noise cancel-
lation algorithm processing). As depicted in Fig. 10(a) and
Fig. 11(a), the time-domain representation of replay attacks
appears flat, making it challenging to pass through DBAD,
which determines four breath endpoints (the start and the end
of inhalation and exhalation phases) from the STE and STAA
sequences. The cause of this phenomenon is that the C-A-joint
movements in prerecorded signals are drowned and overlapped
by the reflections of the surroundings.

However, some C-A-joint movements are relatively strong,
and the replay signals still fool the DBAD, as shown in
Fig. 10(b) and Fig. 11(b). To further enhance the safety
of DBreathLock, we not only rely on the replayed C-A-
joint movements detected by microphones but also incorporate
smartphone vibrations captured by an accelerometer embedded
in the smartphone. Specifically, users have constant habits
of using smartphones, for example, holding smartphones in
their hands or placing them on a table. In the hand-held
state, the user’s deep breath naturally causes the micro-
movements of the human hand. These micro-movements are
hard to detect with the naked eye and challenging to replicate
accurately throughout the entire attack process. However, they
are reflected by the smartphone vibrations and captured by the
smartphone’s built-in tri-axial accelerometer. In order to min-
imize the orientation effects of different tri-axial acceleration
signals, we calculate the amplitude of the acceleration vector
according to the following equation [51]:
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Fig. 12: Tri-axial acceleration signals.

Aclt) = \[a2 () + a3(t) + a2(t), (5)

where a;,ay,a, denote the sampled values of the X-axis,
Y-axis, and Z-axis at moment ¢, respectively; Ac(t) denotes
the acceleration vector at moment ¢. Fig. 12 shows the tri-axial
acceleration signals and the acceleration vector when a user is
holding a smartphone.

Based on this finding, we have designed a LDM by com-
bining the features of C-A-joint movements with smartphone
vibrations to compensate DBAD in resisting replay attacks.

3) Feature Extraction: Signal envelopes contain the overall
dynamics and details of signals. To reduce computational
complexity, we employ a sliding window of size 2400 to
extract the upper Root Mean Square (RMS) envelopes of C-
A-joint movements. Subsequently, we extract three morpho-
logical features from these envelopes. Detailed descriptions of
the three features are as follows:

o Standard Deviation (SD). Compared to replay attacks,
deep breath by live users typically involves significant
amplitude changes, which are effectively quantified in
depth by SD.

o Shape Factor (SF). It captures overall shape information
of C-A-joint movements in the frequency domain through
the following function:

1 J-KA )2
F= 1NZN” (f). (6)
N 2ima [A(fi)]

Here, N is the total number of frequency components,
and A(f;) is the amplitude of the i, frequency compo-
nent.

« Pulse Factor (PF). The PF reflects the pulse characteristics
of deep breaths, i.e., the contribution of peaks relative to
the overall signal energy. We calculate the PF through the
following function:

pr = Ama ™

S A(fi)?
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Here, Anax is the maximum amplitude in the amplitude
spectrum, and A(f;) is the amplitude of the 4, frequency
component.

Each user’s hand micro-movements are unique. To charac-
terize the intensity, range, and stability of smartphone vibra-
tions caused by user’s hand micro-movements while holding
the smartphone, we calculate three features: maximum ampli-
tude, signal amplitude range (SMA, SM A = > |A.(t)]), and
mean absolute value (MAV, MAV = £ 3" |A.(t)]).

4) Support Vector Classifier Model: We train a lightweight
SVC model using the six-dimensional features from C-A-joint
movements and smartphone vibrations. In the training process,
the feature combination of "live user + stationary smartphone"
is labeled as cal (accept) and the feature combination of "live
user + holding smartphone" is labeled as ca2 (accept). The
feature combination of "replay attack + stationary smartphone"
is marked as crl (reject) and the feature combination of "replay
attack + holding smartphone" is marked as cr2 (reject). SVC
is a commonly used supervised learning algorithm in machine
learning, primarily applied to classification and regression
tasks. Here, the main idea behind SVC is to find an optimal
hyperplane in the feature space to separate legitimate users
and replay attacks.

The implementation of DBAD method and LDM allows
DBreathLock to effectively resist ARAs. If no active user is
detected, DBreathLock will reject its subsequent authentica-
tion request.

E. Extract Preprocessed Features

With the determination of the four crucial timestamps, we
can precisely detect the deep breath activity. To improve the
authentication performance, we extract effective preprocessed

features from C-A-joint movements and deep breath sounds
and construct MI sequences of both.

1) C-A-joint Movement Feature Extraction: We describe 18
morphological features (including SD, SF, and PF) characteriz-
ing C-A-joint movements associated with deep breath activity.
Detailed descriptions of these features are as follows:

o Duration and Duration Ratios: These features measure
from a temporal perspective, including total duration,
inhalation duration, exhalation duration, interval time
between inhalation and exhalation, and the duration ratio
of inhalation and exhalation.

e« Mean, Mean Ratios: Due to variations in deep breath
patterns and habits among individuals, the depths also
differ. Therefore, we utilize the total amplitude mean,
inhalation amplitude mean, exhalation amplitude mean,
and amplitude mean ratio of inhalation and exhalation to
quantify the depth of deep breath activities.

« RMS and RMS Ratios: RMS is another measure of signal
amplitude, sensitive to large variations compared to the
mean. We employ total RMS, inhalation RMS, exhalation
RMS, and the RMS ratio of inhalation and exhalation as
metrics.

« Kurtosis: Kurtosis measures the steepness of the signal
peaks. As one deep breath generates both inhalation
and exhalation peaks, we use inhalation and exhalation
kurtosis as indicators.

2) Deep Breath Sound Feature Extraction: Human auditory
perception is more sensitive to lower frequencies and less
sensitive to higher frequencies [52]. Given this sensitivity, we
extract features from the Bark spectrum of breath sounds. The
Bark spectrum employs a non-linear frequency distribution
that aligns more closely with human auditory perception
than traditional linear frequency distributions, which more
effectively differentiates individual breath sounds.

In order to obtain breath sounds, we first need to eliminate
the self-interference signals in smartphones that are sent from
the speakers and propagate directly to the microphones. Fig.
13 shows the PSD of two signals from two users. It is clear
that there is a stable and significantly large peak below S00Hz,
which we attribute to the self-interference signal. To ensure
clarity and avoid distortion of the breath sounds, we set the
lower cut-off frequency of the filter to 1000 Hz and the upper
cut-off frequency of the filter to 3000 Hz. Fig. 14 (center)
shows the time domain representation of the breath sound
signal after bandpass filtering. It can be seen that this filtering
strategy successfully reduces the large amplitude fluctuations
and improves the clarity of the signal waveform.

The application of filters focuses mainly on the frequency
domain characteristics of signals. Therefore, filtering may
introduce some extreme peaks or valleys in the time domain.
To deal with these extremes, we employ the median absolute
deviation (MAD) algorithm [53] to detect outliers. Then the
outliers are replaced by the last non-outlier value. Outlier
processing results are depicted in Fig. 14 (bottom).

Upon acquiring the deep breath sounds, we compute four
characteristic feature sequences from the Bark spectrum:
spectral centroid [54], spectral entropy [55], spectral roll-off
point [56], and spectral spread [54]. Fig. 15 and Fig. 16
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show the feature sequences of userl and user2 taking two
deep breaths, respectively. Notably, the feature sequences of
the same individual show little variability, while there are
significant differences between different individuals.

3) MI Sequence Calculation: Breath patterns typically ex-
hibit dynamic changes and are susceptible to various factors
such as emotions and activity levels. To improve the accuracy
of identity authentication, we associate deep breath sounds
with synchronized C-A-joint movements through MI. Ml is a
measure of mutual dependence between two random variables
in information theory. It is widely applied in various domains
to discover different types of relationships, including linear
and nonlinear, monotonic and non-monotonic, functional and
non-functional [57]. For two discrete random variables A and
B, the computation of MI is as follows:

MI(A;B) =Y pla,b)log M'

ac€AbeB

(®)

Here, p(a) and p(b) are the marginal probability mass func-
tions of A and B, respectively, and p(a,b) is the joint
probability mass function. A larger MI indicates a stronger
correlation between A and B, and MI is zero only when A
and B are independent.

In the time domain, we frame the upper RMS envelopes of
the C-A-joint movements and deep breath sounds with lengths
of 1200, 2400, and 4800, shifting by 1200. Then, we calculate
the MI values between each frame of C-A-joint movements
and corresponding breath sounds, forming MI sequences that
encapsulate individual traits.

F. Multi-Stream Identity Authentication Model

Having gathered C-A-joint movement preprocessed fea-
tures, breath sound reprocessed features, and MI sequences,

our goal is to construct an identity authentication model that
supports the independent input of these three modalities. A
MSIA model may be a good choice.

The MSIA model we construct is depicted in Fig. 17,
with detailed parameter settings outlined in TABLE II. For
each type of input, there is a dedicated processing stream
to handle it. C-A-joint movement preprocessed features are
introduced into the first stream, which consists of FC layers.
Each FC layer is followed by Leaky Rectified Linear Unit
(LeakyReLU) [58] and Batch Normalization (BN) [59]. ReLU
[60] is commonly used to reduce dependencies between neu-
rons. LeakyReLU is a variant of the traditional ReLU, and its
main idea is that, for negative input values, the output is not
zero but a small non-zero value. Therefore, when the input is
negative, the gradient doesn’t completely vanish, which helps
to maintain the training vitality of the network. BN is used
to prevent data distribution shifts and expedite the network
training process. The combination of LeakyReLU and BN
contributes to enhancing the effectiveness and robustness of
the Feature Extraction module.

TABLE II: Model parameters.

streaml stream2 stream3 MSIA

Learning Rate 0.001  0.001 0.001 0.001
BatchSize 64 64 64 32
MaxEpochs 100 200 200 25
L2 Regularization 0.1 0.1 0.1 0.1

Considering that deep breath sound preprocessed features
and MI sequences are time series, we adopt CNN-LSTM to
extract temporal features. The deep breath sound preprocessed
features are fed into the second stream, while the MI sequences
are input into the third stream. Both Feature Extraction mod-
ules of these two streams contain Bidirectional Long Short-
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Fig. 17: Multi-stream identity authentication model.

Term Memory (BiLSTM) layers and CNN layers with 1D
convolution. By combining CNN and BiLSTM layers, the
model ensures that local features are effectively identified and
utilized while capturing long-term dependencies of the time
series. To prevent overfitting, we adopt Dropout [61] into the
model. Each stream’s Feature Extraction module includes a
Global Average Pooling (GAP) layer to extract global identity
information. For the first and second streams, we choose
the ADAM optimizer, while for the third stream, we select
the SGDM optimizer to update the parameters of Feature
Extraction module. All loss functions employ cross-entropy
loss. Additionally, we introduce L2 regularization in the loss
function. This term encourages the model to use smaller
weights, mitigating the risk of excessive weight growth and
overfitting.

The features obtained from the Feature Extraction module
are first concatenated in columns and then input into the
Identity Authentication module. This module mainly consists
of a Self-Attention (S-A) layer and a CNN layer with 1D
convolution, aiming to simultaneously capture global and
local information. The S-A mechanism allows the model
to dynamically adjust attention to each modality, adaptively
learning weights between different modalities. Finally, the
feature vector is mapped to different individual IDs through
the Softmax function.

V. EVALUATION

In this section, we conduct a series of experiments to
evaluate the performance of DBreathLock. We first introduce
the experimental setup of DBreathLock and then assess its
performance in real-world scenarios.

A. Experimental Methodology

1) System Setup: We employ the local acoustic modules
of the Realme GT2 smartphone to construct the FMCW-
based sonar system for both data collection and processing.
The FMCW chirp parameters are configured as follows: Fl
= 20 kHz, Fh = 24 kHz, B = 4 kHz, and Ts = 50 ms. The
smartphone’s sampling rate is set to 48 kHz. The experiments
are conducted in a lab (7.7*3.75m2, 25-30 dB).

2) Genuine Data Collection: A total of 40 volunteers aged
from 16 to 50 participate in the experiments. Each volunteer
records 10 deep breaths with the smartphone in front of their
chest (either holding the smartphone or placing it on the table).
We utilize 70% of the collected data for training and the
remaining for testing. To reduce the risk of overfitting, we
implement a 5-fold cross-validation approach to evaluate the
performance of all models mentioned below.

3) Attack Data Collection: Advanced Replay Attacks: We
randomly select 4 volunteers as victims and conduct attacks
against DBreathLock on three different devices (HUAWEI
nova 5i Pro, MI 8 SE, and vivo Y3) and in three different
environments (office, lab, and study room). For each device
and environment, we collect 30-50 samples. Impersonation
Attacks and Hybrid Attacks: We randomly choose 4 volunteers
as victims and 3 volunteers as attackers to impersonate the
victims’ breath with about 40 samples for each volunteer.

B. Performance Metrics

We select seven metrics to evaluate the performance of
DBreathLock, as follows:

1) Accuracy. Accuracy is the proportion of correct samples
out of all samples.

2) True Positive Rate (TPR). TPR is the proportion of
correctly classifying positive samples as positive samples
out of all positive samples.

3) False Positive Rate (FPR). FPR is the proportion of
falsely classifying negative samples as positive samples
out of all negative samples.

4) Receiver Operating Characteristic Curve (ROC). ROC
is the relationship between TPR and FPR at different
thresholds, with a curve closer to the top-left corner
indicating better model performance.

5) Equal Error Rate (EER). EER is the error rate when TPR
and FPR are equal on the ROC curve. A lower EER
indicates a lower error rate.

6) Area Under the Curve (AUC). AUC is the area under
the ROC curve, which is used to assess the overall
classification performance of the model. The value closer
to 1 means better performance.
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7) Defense Success Rate (DSR). DSR is the proportion of
attacks that the LDM successfully defends against.

C. Evaluation of Overall Performance

In this section, we first evaluate the performance of the
DBAD method for detecting deep breaths. Then, we assess the
performance of C-A-joint movements, deep breath sounds, MI
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sequences, and fusion features in authentication, respectively. Fig. 19: Performance of SVC model: (a) four classifications; (b)
Since our MSIA model only supports the simultaneous inputbinary classifications.

of three modalities, we modify the model to accommodate
single-type inputs by adding a Softmax layer at the end of
the Feature Extraction module, resulting in three independent
single-stream authentication models.

1) Performance of DBAD: For each fold, we set the epochs
to 50 and select the model with the lowest validation loss as the
output. As shown in Fig. 18, the average accuracy on the train
set for the five models reaches 98.06%, while the accuracy
on the test set reaches 97.72%. Notably, all models achieve
over 97.7% accuracy on the train set and over 97.46% on
the test set. These results indicate that the GRU-based DBAD
method we developed is highly effective at detecting deep
breath activity.

2) Performance of Identity Authentication: As shown in
TABLE III, to comprehensively evaluate the authentication
performance of DBreathLock, we conduct tests with 20, 25,
30, 35 and 40 volunteers respectively. The experimental results
demonstrate that as the number of volunteers increases from
20 to 40, the authentication accuracy of DBreathLock shows
a moderate decline. The maximum accuracy occurs in the
3-fold and 5-fold of the 20-volunteer group with 98.33%.
In the 30-, 35- and 40-volunteer groups, some folds have
low accuracy below 95%. The reason is that the relatively
dispersed distribution of users’ breaths in the time-frequency
domain within these folds, along with lower consistency in
breath noise patterns, makes it difficult for DBreathLock to
extract effective features. Furthermore, the system’s average
authentication accuracy still remains above 95%, fully meeting
the daily usage requirements of a single mobile device.

TABLE III: Performance of identity authentication

Number Fold Average
of volunteer 1 2 3 4 5 accuracy
20 95.00 95.00 9833 96.67 98.33 96.67
25 9737 96.05 9737 96.05 96.05 96.58
30 96.77 9570 96.77 94.62 97.85 96.34
35 98.17 96.33 9450 9541 96.33 96.15
40 9516 9435 9597 9516 9597 95.32

3) Comparison of breath-based authentication methods:
We compare DBreathLock with existing breath-based authen-
tication methods using mmWave radar (M-Auth [36]), RFID
(BioTag [35]), and acoustic signals (BreathPID [14]). M-Auth
and BioTag achieve non-contact breath-based authentication
by capturing breath signals using a single COTS mmWave
radar and two low-cost RFID tags, respectively. BreathPID
achieves a contact-based method by placing the bottom of
a phone on the subject’s neck to capture bronchial breath
sounds. In our work, DBreathLock utilizes the smartphone’s
acoustic modules to detect C-A-joint movements and deep
breath sounds to complete authentication. As shown in Fig. 21,
DBreathLock achieves slightly lower authentication accuracy
than existing contact-based BreathPID, but offers performance
comparable to non-contact M-Auth and BioTag, which require
extra hardware and are therefore unsuitable for everyday use.

4) Performance of LDM: In this experiment, a Realme GT2
is used as the victim’s device is placed on a table (casel)
and held by volunteers (case2) respectively for sampling
authentication data (about 80 samples) from deep breaths. We
make the following assumptions: (1) these data are stolen
and attackers do not need to differentiate them from casel
or case2; and (2) we use a MI 8 SE as an attack device to
launch ARAs (40 samples from casel and 40 samples from
case2) at a distance of 15-20 cm from the victim device. Then,
we train the SVC model based on the features of C-A-joint
movements and smartphone vibrations. The train set achieves
99.11% accuracy. Moreover, Fig. 19(a) shows ROC for the
test set which consists of four classes: cal, ca2, crl, and cr2
(discussion in IV.D). From Fig. 19(a), we can observe that
AUC is 0.9444 for cal, 0.9861 for ca2, 0.9583 for crl, and 1
for cr2. Meanwhile, the EER for cal and ca2 is about 2.78%,
while the EER for crl and cr2 is close to 0%.

In practice, cal and ca2 are usually considered as positive
samples. crl and cr2 are considered as negative samples. So we
also test a binary classification shown in Fig. 19(b). The AUC
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TABLE IV: Euclidean distances of MI sequences under vary-
ing physiological states.

UAF-UAN UAF-UAH | UAN-UAH | UBF-UBN | UBF-UBH
80 96 76 100 90
UBN-UBH UAF-UBF UAF-UBN | UAF-UBH | UAN-UBF
76 125 213 197 125
UAN-UBN UAN-UBH | UAH-UBF | UAH-UBN | UAH-UBH
230 183 226 353 295

Note: UAF = UserA Fatigued, UAN = UserA Normal, UAH = UserA
Hungry, UBF = UserB Fatigued, UBN = UserB Normal, UBH = UserB
Hungry.

reaches 0.9792 with only 4.17% EER. This result indicates
that the LDM we designed can resist most ARAs. This is
because C-A-joint movements are affected by environment-
related and device-related interference during playback, and
it is also difficult for attackers to fully replicate the victim’s
hand micro-movements.

5) Authentication Capability of MI Sequences: To further
explore the capability of MI sequences in authentication,
we first calculate the average MI (M I,,.) sequence for 40
participants and select the two users whose M I, sequences
appear most similar to the naked eye. M I, = % Yo MI,,
where M I; represents the i;, MI sequence and n is the
number of MI sequences. Then, we record the deep breath
of these two users in normal, hungry, and fatigued states,
and calculate the Euclidean distance of each user’s M1 ..
sequence in different states, as well as the Euclidean distance
between the two users in all states. As shown in Fig. 20
and TABLE 1V, the Euclidean distance between the M1, .
sequence of the same user in different states is significantly
smaller than the distance between the M1,,. sequence of
different users across all states. The result further indicates
that the MI sequences of different users show differences,
demonstrating the distinguishing capability of MI sequences
in authentication.

D. Evaluation of Various Factors

This section studies the impact of various issues for prac-
tical use of DBreathLock, including wearing masks, detection
distances, and orientations.

1) Impact of Detection Distances and Wearing Masks:
We evaluate the impact of the detection distance between the
smartphone and the volunteer who is seated. Considering the
normal human length of the forearm is about 24-28 cm, we set
the maximum distance to 30cm for daily usage. Fig. 22 shows
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the authentication accuracy of volunteers holding their smart-
phones at different distances ranging from 10 cm to 30 cm. The
results indicate that DBreathLock’s authentication accuracy all
exceeds 96% at 20 cm and 30 cm. However, the distance is
reduced to 10 cm with 95.65% accuracy. This counter-intuitive
observation suggests that the close proximity makes the self-
interference and reflected signals almost simultaneously arrive
at the microphone, affecting the authentication accuracy. In
some scenarios, such as hospital wards, users may wear masks.
Therefore, we also test the performance of DBreathLock with
volunteers wearing masks at a distance of 20 cm. As shown in
Fig. 22, the authentication accuracy decreases to 74.19%. The
reason is that the mask may block some of the burst sounds,
thereby affecting the performance of the MSIA model.

2) Impact of Smartphone Orientation: To assess the impact
of detection orientation during authentication, we adjust the
angle of the smartphone relative to the chest (up, down, left,
right, center), as shown in Fig. 25. The detection distance
is set to 20 cm. The results, as shown in Fig. 23, illustrate
that DBreathLock achieves higher authentication accuracy in
the horizontal orientations (left, right, center) than in the
vertical orientations (down and up). Specifically, the accu-
racy of DBreathLock with the down orientation decreases to
83.87%. In fact, the down orientation causes the reflected
signal to contain less information about C-A-joint movements
and deep breath sounds than other orientations, which may
result in authentication failure. Under the up orientation, the
accuracy increases to 92.11%: the bottom microphone is close
to the mouth/nose and can record clearer breath sounds than
in the down orientation. However, DBreathLock still cannot
detect all C-A-joint movements. Therefore, to guarantee the
effectiveness of DBreathLock, we employ the smartphone’s
built-in accelerometer to detect the pose of the smartphone
and judge holding orientation. If a user holds a smartphone
in a vertical orientation (up and down), DBreathLock prompts
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Fig. 26: Impact of different physiological states.

the user to keep the smartphone in an approximate horizontal
pose for authentication.

3) Impact of Different Body Postures: We study the impact
of four postures on DBreathLock: sitting, standing, walking,
and sitting + motion. As shown in Fig. 24, different postures
do affect DBreathLock’s accuracy. Specifically, when the
user is sitting, the authentication accuracy reaches 96.55%.
However, it drops to 91.3% when the user is standing. This
is because when users keep standing, their unconscious body
shaking is stronger than sitting. When the user is walking
or sitting+motion, deep breath often pauses due to the body
motion, causing a significant drop in accuracy. Therefore,
DBreathLock uses an accelerometer to monitor smartphone
movement caused by body motion and alerts the user to remain
still if excessive motion is detected. Although body motion has
an impact on DBreathLock, the authentication only requires
the user to remain still for a short time for sampling one deep
breath.

4) Impact of Different Physiological States: A person’s
physiological state will change over time. Therefore, it is
crucial to assess the performance of DBreathLock during
long-term use. We continuously monitor the breath charac-
teristics of three users over six months. As shown in Fig.
26, the authentication performance of DBreathLock gradually
decreases over time. Thus, we introduce a semi-automatic
data update mechanism (active reminder + manual update) in
DBreathLock to adapt to physiological changes and maintain
authentication accuracy. Specifically, after a user completes
authentication, the system compares the envelope similarity
between the current user’s deep breath and their historical deep
breath data stored in the database. If the similarity falls below
a predefined threshold lasting days, the system assumes that
the user’s physiological characteristics have changed or that
the user is not breathing correctly. Even if the user passes the
authentication, the system will alert the user about abnormal
breathing conditions and ask them to re-record the data. If the
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Fig. 27: Impact of noise: (a) under different scenarios; (b) with
different decibel levels.

similarity is still below the threshold, the system will confirm
that the user’s physiological characteristics have changed and
will use the new data to fine-tune the model.

Additionally, users’ health state changes also affect the
performance of DBreathLock. We evaluate DBreathLock’s
performance under three states: normal, hungry, and fatigued.
To analyze the impact of hunger and fatigue, we ask users
to record deep breaths before meals and after hard work
without rest, respectively. The results show that the system’s
performance remains almost unchanged in the hungry state;
for fatigued states, the system’s accuracy drops to 94.44%. It
is likely that users under fatigued states may slightly reduce
the amplitude of C-A-joint movements during deep breaths
compared to under normal and hungry states.

5) Impact of Noise: We evaluate the performance of
DBreathLock in three real scenarios: office (30-40 dB), lab
(25-30 dB), and study room (20-25 dB). As shown in Fig.
27(a), the authentication accuracy of DBreathLock using C-
A-joint movements in these three scenarios remains around
92-93%. However, authentication accuracy using deep breath
sounds varies. In the lab and study room scenarios, the
accuracy exceeds 89%, while it drops to 84.62% in the office
scenario. This is mainly because deep breath sounds are rel-
atively affected by ambient noises, whereas the features from
C-A-joint movements are primarily contained in the sonar
signals, making them less susceptible to noise interference.

To further investigate the impact of high-level noise on
DBreathLock, we actively generate white noise at 50 dB, 60
dB, and 70 dB. Typically, the noise level of daily conversations
is hard to exceed 60dB, and above 60 dB is close to busy
streets. As shown in Fig.27(b), DBreathLock’s authentication
performance obviously decreases once the volume of noise is
close to 60 dB. The reason is that high-level noise not only
overwhelms breath sounds but also increases the amplitude
of high-frequency harmonics which directly interfere with
the sonar signal. However, solely using C-A-joint movements
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Fig. 28: Impact of different devices and environments.

for authentication still achieves 82.4% accuracy. Therefore,
when the system detects that the ambient noise exceeds 60
dB, it prioritizes using C-A-joint movements for authentica-
tion. Overall, DBreathLock still outperforms traditional breath
sound-based authentication methods, making it suitable for
daily use.

E. Evaluation of System Security

Although breaths are harder to record compared to
other biometric features (such as fingerprints, faces, and
voiceprints), attackers could potentially use advanced technol-
ogy to hack into the victim’s device and steal pre-recorded
audio to complete ARAs. Besides, attackers can conduct a
series of IAs by imitating deep breaths in person. Moreover,
they could even combine both methods to form hybrid attacks.
Therefore, in this section, we evaluate DBreathLock’s perfor-
mance in defending against ARAs, IAs, and hybrid attacks.

1) Impact of Advanced Replay Attacks.: As discussed in
Section IV-D, different smartphone speakers have unique
frequency selection characteristics, and different environments
also have differences in multi-path interference. Thus, we
evaluate the performance of DBreathLock in defending against
ARAs in several smartphones and environments. We employ
a HUAWEI nova 5i Pro, a MI 8 SE, and a vivo Y3 as attack
devices, and a Realme GT2 as the victim device. Fig. 28(a)
shows the DSR of DBreathLock in defending against replay
attacks from three smartphones. Obviously, the performance
of DBAD for three smartphones is different. For instance, the
HUAWEI nova 5i Pro, MI 8 SE, and vivo Y3 have a 21.25%,
36.25%, and 71.25% chance,respectively, to successfully spoof
DBAD (including crl and cr2). However, combined with the
LDM, DBreathLock can effectively resist most replay attacks
(crl and cr2) from all devices. Fig. 28(b) shows the DSR of
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Fig. 29: Impact of IAs and hybrid attacks.

DBreathLock in defending against replay attacks from three
different environments (office, lab, and study room). In these
three environments, DBAD can only resist up to 36.25% of
replay attacks (in the study room scenario). Once combined
with LDM, the DSR increases to 96.25% and 93.75% in
the lab and study room scenario, respectively. In the office,
because ambient noise may interfere with the sonar echoes,
the DSR of DBAD+LDM drops to 90%.

2) Impact of Impersonation Attacks: In IAs, attackers
are allowed to wear headphones to listen to the legitimate
user’s deep breaths and launch the attacks to better grasp
the characteristics of the breaths. In such attacks, fake deep
breaths are from real persons, so DBAD and LDM are invalid.
The resistance to such attacks mainly lies in the identity
authentication model. We assess the performance of C-A-
joint movement, deep breath sound, MI sequence, and MSIA
models in resisting IAs. As shown in Fig. 29, DBreathLock
achieves a FPR of 2.17% in defending against IAs. Actually,
it is a challenge for attackers to accurately reproduce the le-
gitimate user’s deep breaths, including both the breath sounds
and the related C-A-joint movements.

3) Impact of Hybrid Attacks: Fig. 29 shows the perfor-
mance of DBreathLock under two kinds of hybrid attacks.
C-A-joint movement model under AHAs achieves a FPR of
25% and is higher than SHAs with a FPR of 13%. The reason
is that AHAs introduce the real-person C-A-joint movements
to amplify the replayed sonar echoes, making it easy to
fool the authentication system that only uses the C-A-joint
movement model. Relying only on the deep breath sound
model also results in high FPRs for both kinds of hybrid
attacks, as these attacks replay the victim’s deep breath sounds.
However, AHAs and SHAs are difficult to fool MI sequence
model. MI sequences have strict synchronization between deep
breath sounds and C-A-joint movements, and it is difficult
for attackers to imitate this synchronization. MSIA model
achieves FPRs of 2% and 4.17% when defending SHAs
and AHAs, respectively. Obviously, the C-A-joint movement
and deep breath sound modalities negatively affect the final
authentication in the MSIA model, but the overall performance
of MSIA model is acceptable, considering the impersonation
attacks.

F. System Overhead on Smartphones

We use PerfDog [62], a mobile platform performance anal-
ysis tool, to evaluate DBreathLock’s performance in runtime,
CPU utilization, and system power consumption of the MI
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TABLE V: System overhead on different smartphones.

Phone type Runtimes (s) | CPU (%) | Power (mAh)
MI 8 SE 1.18 19.70 14.47
Realme GT2 0.49 21.70 18.47
HUAWEI MatePad Pro 0.37 19.10 24.43

8 SE, Realme GT2, and HUAWEI MatePad Pro. Due to the
constant changes in the CPU frequency of mobile devices, we
adopt normalized CPU utilization that takes frequency factors
into account:

_ Texec Z?:l f 7

Ttolal Z?:l fmax,i ’
where Upom represents the normalized CPU usage. Tixe. is the
CPU execution time. Ty, is the total CPU runtime. f; is the
current frequency of the i, CPU core. And fiax,; represents
the maximum frequency of the ¢, CPU core.

The experimental results are shown in TABLE V. The
maximum power consumption of these three devices running
DBreathLock is 24.43 mAh. Since DBreathLock is a one-time
authentication system, the current battery capacity of mobile
devices is sufficient to support daily operations. MI 8 SE has
the longest runtime at 1.18 s, while the HUAWEI MatePad Pro
has the shortest, taking only 0.37 s to complete one authen-
tication. This demonstrates that improving the configuration
of smartphones can significantly reduce runtime and even the
longest runtime is still acceptable from the user’s perspective.
Additionally, the CPU utilization of all three devices remains
around 20%, which is quite reasonable.

Overall, considering power consumption and computational
resource utilization, DBreathLLock can be deployed on smart-
phones and does not affect normal device usage.

Unorm (9)

G. Subjective Evaluation

In addition to the standard metrics evaluation, we also con-
duct a subjective evaluation. We invite 40 users to participate
in the experiment and design a questionnaire to assess the
users’ acceptance of DBreathLock. The questionnaire includes
the following six questions:

Ql: Are you comfortable using DBreathLock in public
places (e.g., offices, labs)?

Q2: Are you comfortable using DBreathLock in quiet
environments (e.g., study rooms)?

Q3: Are you comfortable using DBreathLock in multi-
person environments?

Q4: How do you perceive the level of privacy protection
provided by deep breath authentication compared to other
biometric methods (e.g., fingerprint, face)?

Q5: Would you be willing to use deep breath authentication
in various daily scenarios (e.g., login, payment, unlocking)?

Q6: Did you hear any audible sounds emitted by the device?

The questionnaire is evaluated using a Likert scale, with
scores ranging from 1 (very uncomfortable) to 5 (I can accept
it). A score above 3 indicates that the expected effect has
been achieved. As shown in Fig. 30, the average scores for
all questions are above 3. In particular, the average score
for Q4 reaches as high as 4.8, indicating that most users
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Fig. 30: Subjective evaluation after using DBreathLock.

consider deep breath authentication to offer higher privacy
protection compared to other biometric methods. For Q1, Q2,
and Q3, even in public or multi-person environments, the
average scores remain above 3.5, showing that most users
felt comfortable using deep breath authentication in these
settings. Additionally, all users report not hearing any audible
interference from the device during the process.

VI. DISCUSSION

In this section, we analyze the potential application scenar-
ios and limitations of DBreathLock, compare it with traditional
breath-based authentication systems, and discuss future direc-
tions for improvement.

1) Potential application scenarios: Different from face-
based, fingerprint-based, password-based, and voice-based
authentication methods for smartphones, DBreathLock is a
deep breath-based non-contact authentication system for high-
security scenarios. Its main advantage lies in the difficulty
of recording and impersonating the personal deep breath.
Specifically, DBreathLock is able to be used in online banking
account access and payment services as an alternative or
complementary authentication method to enhance security.
Moreover, DBreathLLock is suitable for scenarios where facial
features are unclear (e.g., in low-light conditions) or fingerprint
is damaged, which may render face-based and fingerprint-
based authentication methods less effective. Furthermore, the
near-silent nature of the deep breath makes DBreathLock
ideal for public facilities requiring quiet environments, such
as hospital wards or labs. Lastly, DBreathLock requires no
hardware modifications to COTS smartphones, achieving a
balance between effectiveness and practical usability.

2) Comparison with traditional breath-based authentica-
tion systems: Traditional breath-based authentication systems
are vulnerable to replay and impersonation attacks. Fur-
thermore, in noisy environments, breath sounds are easily
overwhelmed by ambient noises, affecting the accuracy of
traditional systems. DBreathLock, on the other hand, uses
sonar signals to capture C-A-joint movements for authenti-
cation, significantly increasing the difficulty of replay and
impersonation attacks. In addition, sonar signals are inaudible,
so they can be emitted at maximum volume to improve the
noise robustness. Finally, DBreathLock employs MI to analyze
and quantify the relationship between breath sounds and C-
A-joint movements. By introducing MI, our system is more
adaptive to physiological changes in users (such as hunger and
fatigue).
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3) Limitations and Future Directions: i) Improvement in
continuous authentication. Currently, DBreathLock’s authen-
tication relies on a single deep breath, which is only effective
for access permission scenarios and not suitable for continuous
identity authentication. To address this challenge, we plan
to design an identity retention mechanism based on normal
breath for continuous authentication. Actually, normal breath
is more natural and difficult to observe, and thus we need to
make more effort to deal with the weak signals. ii) Impact
of ambient noise. In Section V-D, we find that once ambient
noise exceeds 60 dB, the system’s authentication performance
decreases significantly. Therefore, in future work, we will
try to employ a robust recursive least squares (RLS) [63]-
based sub-band adaptive filter, which can better suppress
high-frequency components of noise and thus enhance the
robustness of DBreathLock.

VII. CONCLUSION

In this paper, we introduce a deep breath-based identity
authentication system called DBreathLock. This system uti-
lizes acoustic modules embedded in smartphones to capture
the unique biometric features of the user’s deep breath and
verify the legitimacy of users. In this system, a smartphone
emits inaudible FMCW-based sonar signals to detect C-A-
joint movements and simultaneously record breath sounds.
Then, a GRU-based DBAD method is developed to extract
the deep breath fragment accurately. Subsequently, we present
a MSIA model fused with three types of features to com-
plete identity authentication. Additionally, to further improve
the system’s resistance to ARAs, we design a LDM, which
utilizes features from C-A-joint movements and smartphone
vibrations to differentiate between normal authentication and
attacks. Extensive experiments with 40 participants in real-
world environments demonstrate that DBreathLock exhibits
high accuracy, robustness, and security in user authentication.
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