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Abstract—This paper explores a new secure wireless commu-
nication scenario for the data collection in the Internet of Things
(IoT) where the physical layer security technology is applied to
counteract both the detection and eavesdropping attacks, such
that the critical covertness and secrecy properties of the com-
munication are jointly guaranteed. We first provide theoretical
modeling for covertness outage probability (COP), secrecy outage
probability (SOP) and transmission probability (TP) to depict
the covertness, secrecy and transmission performances of the
wireless communication system. To understand the fundamental
security performance under the wireless communication system,
we then define a new metric - covert secrecy rate (CSR),
which characterizes the maximum transmission rate subject
to the constraints of COP, SOP and TP. We further conduct
detailed theoretical analysis to identify the CSR under various
scenarios determined by the detector-eavesdropper relationships
and the secure transmission schemes adopted by transmitters.
Finally, numerical results are provided to illustrate the achievable
performances under the secure wireless communication system.

Index Terms—Internet of Things, wireless communication,
covertness, secrecy, physical layer security.

I. INTRODUCTION

THE fundamental research of wireless communication se-
curity is of great importance for sensitive and confidential

data collection in the Internet of Things (IoT) [1], [2]. It is
notable that in modern secure wireless communication of the
IoT, covertness and secrecy serve as two typical properties
[3], [4]. Covertness concerns with the protection of wireless
communication from detection attacks that attempt to detect
the existence of the communication [5], [6], while secrecy
deals with the protection of wireless communication from
eavesdropping attacks [7], [8] which manage to intercept the
information conveyed by the communication. With the wide
application of the IoT (e.g., e-health, intelligent transportation
systems and wearable devices), how to ensure the covertness
and secrecy of wireless communication in the data collection
process has become an increasingly urgent demand.

Thanks to the rapid progress of information and commu-
nication technologies, physical layer security (PLS) technique
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is now regarded as a highly promising approach to counteract
the detection and eavesdropping attacks and thus to ensure
the covertness and secrecy properties of wireless IoT data
collection. The basic principle behind the PLS technology is
to exploit the inherent physical layer randomness of wireless
channels (e.g., noise and fading) to implement the secure
and covert communications [9]. For example, transmitters can
intentionally inject artificial noise (AN) into their channels to
hide their signals from detectors or to add uncertainty to the
information intercepted by eavesdroppers. In addition, the PLS
technology serves as an effective supplement for the traditional
security technologies (e.g., cryptography and spread spectrum)
to significantly improve the covertness and secrecy of wireless
data collection in the resource-limited wireless networks, such
as sensor networks and IoT networks [6], [10].

By now, extensive research efforts have been devoted to
the study of covertness or secrecy guarantee for wireless
communication based on the PLS technology. In [11]–[16], the
AN technique or cooperative jamming technique was adopted
for covert wireless communication in the typical three-node
scenario with a transmitter, a receiver and a malicious detector.
In these works, the AN may be initiated by the transmitter
[11], [12], by the (full-duplex) receiver [13], [14], or by some
external helper nodes [15], [16] to avoid the communication
signal from being detected by the detector. The works in [12],
[17]–[19] show that the covert wireless communication can
be implemented by exploiting the detector’s uncertainty about
its channel state information, like the statistical characteristics
of the fading channel [12], background noise [17], [18] or
available blocklength for transmission [19]. Such uncertainty
makes it difficult for the detector to determine the received
signal power or the background noise power, and thus unable
to distinguish between the scenarios with or without wireless
communication by examining the power difference in these
scenarios. Some recent works also explored the possibility of
ensuring covertness based on other PLS technologies, such
as multi-antenna technique [20], [21], coding scheme [22],
[23], relay selection [24], [25] and resource (i.e., channel use)
allocation [26].

The PLS technology has also been widely adopted for
achieving secrecy in various wireless communication sce-
narios, such as ad-hoc networks [27], [28], device-to-device
(D2D) communications [29], [30], cellular networks [31], [32]
and the Internet of Things (IoT) [4], [33]. These works mainly
exploited the application of AN technique to create a relatively
better channel to the receiver than that to the eavesdropper
with the aim of achieving a positive secrecy rate. In [34], [35],
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the beamforming technique was explored for secure wireless
communication in multi-antenna scenarios, where the transmit
power of signals was concentrated toward the direction of
intended receiver such that a much better signal quality at the
receiver can be created than that at the eavesdropper. The work
in [36] further combined the beamforming and AN techniques
to achieve a significant signal advantage at the receiver, while
the works in [37], [38] considered the multi-user scenarios
and applied relay selection technique to create a transmitter-
receiver channel advantage over the transmitter-eavesdropper
channel. Some other works in [39]–[41] also studied the secure
wireless communication based on the technique of resource
allocation (e.g., power allocation, time slot allocation, energy
allocation).

The above works help us understand the great potentials
of the PLS technology in ensuring the covertness or secrecy
of wireless communication. In addition, Artificial Intelligence
(AI)/Machine Learning (ML)-based technique has emerged as
a promising solution, which can be exploited for the aided
design of PLS technology (e.g., antenna selection, relay nodes
selection, beamforming and resource allocation) and the ac-
quisition of channel state information (CSI), and thus benefits
covertness or secrecy guarantees of wireless communications
[42]–[44]. It is notable that these works mainly focus on
the traditional secure wireless communication where only one
type of attack may exist, be it detection or eavesdropping,
and concern with either the covertness guarantee or secrecy
guarantee for wireless communications. In practice, however,
both detection and eavesdropping attacks may coexist during
the data collection process of the IoT, especially in some
critical communication scenarios consisting of multiple groups
with common or conflicting interests, like wireless body area
networks (WBANs) [45]–[48]. The WBANs are networks of
intelligent and low-power sensor devices positioned on or
around the human body to collect biomedical data and then
transmit the privacy information to medical servers via open
wireless networks. Due to the inadequate computing resources,
the devices in WBANs prefer to adopt PLS technology to
address the covertness or secrecy issues during data trans-
mission process. Therefore, in this paper we are motivated
to explore the joint guarantees of covertness and secrecy for
wireless communications in the IoT where the PLS technology
is applied to counteract both the detection and eavesdropping
attacks.

Recently, Forouzesh et al. have made some initial attempts
to provide both covertness and secrecy guarantees for wireless
communications. They first considered a three-node model
with a transmitter, a receiver and an attacker, where an AN-
aided security scheme has been adopted to ensure covertness
or secrecy respectively in wireless communication scenarios
[49]. They also make a comparison between the performance
metrics (i.e., covertness rate and secrecy rate) in each scenario,
and propose a guideline for employing covert/secrecy wireless
communication under different parameters (e.g., the noise
around the attacker and the distance from the transmitter to the
attacker). Moreover, Wang et al. also studied the covertness or
secrecy guarantees in a multi-hop network respectively, where
a pair of source and destination nodes with a long distance

under the transmission detection or signal eavesdropping at-
tacks by an unmanned aerial vehicle (UAV) [50]. In order to
counteract the attacks, they employed a multi-hop relaying
strategy to assist the secure transmissions, and maximized
the throughput by optimizing the network parameters under
the covertness and secrecy constraints, respectively. After
discussing the differences between covertness guarantee and
secrecy guarantee in wireless communications, Forouzesh et
al. investigated both covertness and secrecy guarantees in
wireless communications in [51], [52]. They considered a two-
hop transmission system with an untrusted relay and a detector
[51]. To achieve covertness and secrecy, they adopted an AN-
aided security scheme, where the non-transmitting node (i.e.,
the receiver in the first hop or the transmitter in the second
hop) radiates AN to resist against both the eavesdropping of
the untrusted relay and the detection of the detector. They
also explored the optimal secrecy rate in the system under
the covertness constraints in two hops. In their next work,
they focused on a single-input multi-output (SIMO) system
[52], where a transmitter concurrently sends different signals
to two receivers, one of which suffers from the detection
attack while the other suffers from the eavesdropping attack.
Through a proper transmission power allocation in this system,
the signal of one transmission can act as the AN for the
other transmission to counteract the detection or eavesdropping
attack. They further investigated the sum rate optimization
issue of the SIMO system under the covertness and secrecy
constraints.

The above works represent a significant research progress
in the joint guarantees of covertness and secrecy for wireless
communications, and help us to have a basic understanding
on the coexistence of detection and eavesdropping attacks.
Towards this end, there is a strong requirement to jointly
consider covertness and secrecy in wireless communication
systems, which will find extensive usage in numerous IoT
scenarios such as WBANs. Compared to the above works,
the main novelty of this work is that this work represents the
first attempt to explore a general secure wireless communi-
cation model where the communication process is subjected
to the simultaneous detection and eavesdropping attacks. In
particular, to explore the fundamental interplay between these
attacks, we study both the covertness and secrecy guarantees
in this model under two attack relationships of independent
relationship and friend relationship, as well as two classical
secure transmission schemes in [53] which are AN-based one
with friendly jamming and power control (PC)-based one with
power constraint. This new secure wireless communication
model also brings some technical challenges. First, to under-
stand the fundamental security performance under the new
secure wireless communication model, a new performance
metric is needed to define the overall system transmission
rate performance with the considerations of both covertness
and secrecy guarantees. Second, a new theoretical framework
needs to be developed to depict the joint covertness, secrecy
and transmission performances in such secure communication
system. Third, a deep analysis is needed to reveal both the per-
formance optimization and possible performance degradation
arouse from the interplay between detection and eavesdropping
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attacks. The main contributions of this paper are summarized
as follows.
• A new secure wireless communication scenario: In this

new scenario, the PLS technology is applied to counteract
both the detection from a detector and the eavesdropping
from an eavesdroppers, where the detector and eavesdrop-
per can be friends, sharing their signals received from the
target transmitter with the aim of enhancing the attack
performance of both sides, and can also be independent,
conducting their own attack individually without sharing
signals. This is motivated by the fact that the detectors
and eavesdroppers may have common interests as the
members in the same alliance or have unrelated goals in
different organizations. In addition, both PC-based and
AN-based security schemes are adopted to enhance the
covertness and secrecy performances in the scenario.

• Theoretical modeling for the new scenario: To depict
the covertness, secrecy and transmission performances
of the new scenario, for each concerned communication
scenario (i.e., friend-PC, friend-AN, independence-PC,
independence-AN) we provide the corresponding theo-
retical modeling of covertness outage probability (COP)
(i.e., the probability that detectors detect the transmitted
signals), the secrecy outage probability (SOP) (i.e., the
probability that eavesdroppers recover the conveyed in-
formation) and the transmission probability (TP) (i.e., the
probability of conducting transmissions), respectively.

• A novel security metric characterizing the covertness,
secrecy and transmission performances: This paper
defines a novel security metric-covert secrecy rate (CSR),
which characterizes the maximum transmission rate sub-
ject to the constraints of COP, SOP and TP, and thus can
serve as the fundamental security criterion for this new
communication scenario. We further conduct detailed the-
oretical analysis to identify the CSR for each of the four
communication scenarios. Finally, extensive numerical
results are provided to illustrate the CSR performances
under the new secure communication scenario.

The rest of this paper is organized as follows. Section II
presents an example system for the new scenario and the
definition of CSR. Theoretical analyses for the CSR perfor-
mance under the four scenarios are given in Section III and
Section IV, respectively. Section V provides numerical results
to illustrate the CSR performances and Section VI concludes
this paper.

II. SYSTEM MODEL AND SECURITY METRIC

To demonstrate the new secure wireless communication s-
cenario, we consider a system for collecting data in the IoT (as
illustrated in Fig. 1) where a transmitter Alice sends messages
to a receiver Bob in the presence of a detector Willie and
an eavesdropper Eve. Willie attempts to detect the existence
of the signals transmitted from Alice, while Eve targets the
messages contained in the signals. Alice and Bob operate in
the half-duplex mode, while Willie and Eve can operate in
the full-duplex mode. Alice is assumed to be equipped with
one omnidirectional antenna in PC-based scheme and two in

AN-based scheme, while Bob, Eve and Willie are assumed to
be equipped with a single omnidirectional antenna in each
scheme. For notation simplicity, we use a, b, e and w to
represent Alice, Bob, Eve and Willie, respectively, throughout
this paper.

Time is divided into successive slots with the same duration
that is long enough for Alice to transmit multiple symbols. To
characterize the channels, we adopt the quasi-static Rayleigh
fading channel model, where the channel coefficients remain
constant in one slot and change independently from one slot to
another at random. We use hij to denote the coefficient of the
channel from i to j, where i ∈ {a, b, e, w} and j ∈ {a, b, e, w}.
As assumed in [54], the corresponding channel gain |hij |2
follows the exponential distribution with unit mean. We as-
sume that Alice and Bob know the instantaneous channel
coefficient and statistical characteristics of Alice-Bob channel
but only statistical characteristics of other channels including
those to Eve and Willie. We also assume that Eve knows
the instantaneous channel coefficient hae, while Willie knows
only the statistical characteristics of haw and hew. These
assumptions are widely used in previous research related to
PLS and covert communication.

A. Secure Transmission Schemes

Alice employs two transmission schemes based on power
control (PC) and artificial noise (AN), respectively. In the
PC-based scheme, Alice controls her transmit power Pa in
order to hide the message signals into the background noise to
achieve covertness and secrecy. In the AN-based scheme, Alice
intentionally injects AN into the message signals to confuse
Willie and Eve so as to reduce their attack effects. More
specifically, AN can be regarded as a partial cover for message
signals, which can be utilized to increase the uncertainty of
the background noise, and thus is widely used to enhance
the covertness/secrecy performance [36], [55], [56]. Different
from the PC-based scheme, in the AN-based scheme, Alice
uses a constant transmit power (also denoted by Pa) and splits
the power between message and noise transmissions. We use
ρ ∈ (0, 1] to denote the fraction of transmit power used for the
message transmission. In addition to the strategies of transmit
power, Alice also adopts the Wyner encoding scheme [57] to
resist the eavesdropping of Eve. To transmit a message, Alice
chooses a target secrecy rate Rs for this message and another
rate Rt for the whole transmitted symbol. The difference
Rt −Rs represents the rate sacrificed to confuse Eve.

The goal of Alice is to ensure a positive and constant
secrecy rate Rs. Thus, Alice will send messages to Bob only
when the instantaneous capacity Cb of the Alice-Bob channel
can support the secrecy rate Rs (i.e., Cb ≥ Rs). In this
situation, Alice will set Rt arbitrarily close to Cb to cause
as much confusion to Eve as possible, while ensuring reliable
message transmission to Bob. Thus, the probability of Alice
transmitting messages in a certain time slot can be defined as

ptx = P(Cb ≥ Rs). (1)

Note that the transmission probability (TP) ptx can be inter-
preted as a metric to measure the transmission performance.
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Fig. 1. Two relationships between Willie and Eve.

B. Attacking Model

In practice, Willie and Eve can belong to different organi-
zations with unrelated or common goals, resulting in various
relationships between them. In this paper, we consider two
representative relationships, i.e., independence and friend. As
shown in Fig. 1, in the independence relationship, Eve and
Willie care only about their own attack without helping or
hindering the other. In the friend relationship, Willie and Eve
will share their signals received from Alice to help improve
the attack power of the other.

To detect the existence of signals transmitted from Alice in
each slot, Willie adopts the commonly-used likelihood ratio
test [58], in which he first determines a threshold θ and then
measures the average power P̄w of the symbols received from
Alice in this slot. If P̄w ≥ θ, Willie accepts a hypothesis H1

that Alice transmitted messages to Bob in this slot. If P̄w ≤ θ,
Willie accepts a hypothesis H0 that Alice did not transmit
messages. Formally, the likelihood ratio test can be given by

P̄w
H1

≷
H0

θ. (2)

In general, the likelihood test introduces two types of detection
errors. One is called false alarm, which means that Willie
reports a detected transmission whilst the transmission does
not exist in fact. The other is called missed detection, which
means that Willie reports no detected transmission whilst
the transmission exists indeed. We use pFA and pMD to
denote the probabilities of false alarm and missed detection,
respectively. If neither false alarm nor missed detection occurs,
the transmission from Alice to Bob is said to suffer from
covertness outage. Thus, the covertness outage probability
(COP) is given by

pco = 1− (pFA + pMD). (3)

The smaller the COP is, the higher the covertness of the
transmission is. Note that 1 − pco can be interpreted as the
detection error probability of Willie.

Compared with the detection of Willie, the eavesdropping
attack of Eve is relatively simpler. To intercept the transmitted
messages, Eve tries to decode the signals received from Alice.
If Eve is able to recover the messages (i.e., the instantaneous
secrecy capacity Cs [59] of the Alice-Bob channel falls below
the target secrecy rate Rs), the transmission from Alice to Bob
is said to suffer from secrecy outage. Note that secrecy outage
occurs only when Alice actually transmits a message (i.e.,
Cb ≥ Rs). Thus, we can define the secrecy outage probability
(SOP) as the following conditional probability:

pso = P(Cs < Rs | Cb ≥ Rs). (4)

Similarly, the smaller the SOP is, the stronger the secrecy of
the transmission is.

C. Covert Secrecy Rate
To understand the fundamental security performance under

the new scenario, we propose a novel metric, called covert
secrecy rate (CSR), by jointly considering the covertness,
secrecy and transmission performances. The CSR is defined
as the maximum transmission rate under which the constraints
of COP, SOP and TP can be ensured. To obtain the CSR, we
formulate two optimization problems for the PC-based and
AN-based transmission schemes, respectively, which are given
by

P1 (PC-based): Rcs = max
Pa,Rs

Rsptx(Pa, Rs), (5a)

s.t. pco(Pa) ≤ εc, (5b)
pso(Rs) ≤ εs, (5c)
ptx(Pa, Rs) ≥ 1− εt, (5d)

and

P2 (AN-based): Rcs = max
ρ∈[0,1],Rs

Rsptx(ρ,Rs), (6a)

s.t. pco(ρ) ≤ εc, (6b)
pso(ρ,Rs) ≤ εs, (6c)
ptx(ρ,Rs) ≥ 1− εt, (6d)

where Rcs denotes the CSR, εc, εs and εt denote the con-
straints of COP, SOP and TP. Note that Problem P1 optimizes
the transmission rate over the transmit power Pa and the
secrecy rate Rs, while Problem P2 conducts the optimization
over the power allocation parameter ρ and the secrecy rate Rs.

Remark 1. We can see from (5) and (6) that CSR is subjected
to the constraints of COP and SOP, so it is related to both COP
and SOP metrics. Since COP and SOP define respectively
the covertness and secrecy performances, then CSR here
represents the quality of both concealment and confidentiality.

III. CSR ANALYSIS: INDEPENDENCE RELATIONSHIP CASE

In this section, we investigate the CSR performance under
the independence relationship case, for which we focus on the
PC-based and AN-based transmission schemes in Subsections
III-A and III-B, respectively.
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A. PC-Based Transmission Scheme

As mentioned in Section II-A, Alice decides to transmit in
a certain time slot only when the instantaneous capacity Cb of
Alice-Bob channel can support the secrecy rate Rs. To do this,
Alice measures the instantaneous channel coefficient |hab|2
and determines the Alice-Bob channel capacity Cb based on
the well-known Shannon Capacity formula [60], i.e.,

Cb = log

(
1 +

Pa|hab|2

σ2
b

)
, (7)

where log is to the base of 2. Since |hab|2 is exponentially
distributed, the transmission probability ptx of Alice under
the PC-based transmission scheme is

pIPtx (Pa,Rs)=P(Cb ≥ Rs)=exp

(
− (2Rs−1)σ2

b

Pa

)
. (8)

When Alice chooses to transmit, she sends n symbols to
Bob, represented by a complex vector x, where each symbol
x[i] (i = 1, 2, · · · , n) is subject to the unit power constraint,
i.e., E[|x[i]|2] = 1. Thus, the signal vectors received at Bob,
Willie and Eve are given by

yκ =
√
Pahaκx + nκ, (9)

where the subscript κ ∈ {b, w, e} stands for Bob, Willie or
Eve, a represents Alice, and nκ denotes the noise at κ with the
i-th element nκ[i] being the complex additive Gaussian noise
with zero mean and variance σ2

κ, i.e., nκ[i] ∼ CN (0, σ2
κ).

According to the detection scheme in Subsection II-B,
Willie makes a decision on the existence of transmitted signals
based on the average power P̄w of the received symbols yw.
In this case, P̄w is given by

P̄w =

∑n
i=1|yw[i]|2

n
= lim
n→∞

(Pa|haw|2 + σ2
w)χ2

2n/n

= Pa|haw|2 + σ2
w, (10)

where χ2
2n is a chi-squared random variable with 2n degrees

of freedom. By the Strong Law of Large Numbers [61], χ2
2n

n
converges in probability to 1 as n tends to infinity. If P̄w ≤ θ,
Willie accepts the hypothesis H0 that Alice did not transmit
messages, leading to a missed detection. Thus, the probability
of missed detection pMD is given by

pMD = P
(
Pa|haw|2 + σ2

w ≤ θ
)

=

{
1− exp

(
− θ−σ

2
w

Pa

)
, θ > σ2

w,

0, θ ≤ σ2
w.

(11)

The eavesdropping result of Eve depends on the instanta-
neous secrecy capacity Cs of the Alice-Bob channel, which
is non-negative and can be defined as the difference between
the channel capacity of the Alice-Bob channel and that of the
Alice-Eve channel [59]. Thus, Cs is formulated as

Cs = log

(
1 +

Pa|hab|2

σ2
b

)
− log

(
1 +

Pa|hae|2

σ2
e

)
. (12)

Note that |hab|2 and |hae|2 are random variables here. Based
on the definition of the SOP in Subsection II-B, the SOP under

the PC-based scheme can be given by

pIPso(Rs)=
P (Rs < Cb < Ce +Rs)

P (Cb > Rs)
= 1− P (Cs > Rs)

P (Cb > Rs)

=1−e
(2Rs−1)σ2b

Pa P
(
Pa|hab|2

σ2
b

− 2RsPa|hae|2

σ2
e

>2Rs−1

)
=

2Rsσ2
b

2Rsσ2
b + σ2

e

. (13)

When Alice does not transmit, security performance is not a
concern and thus we only focus on the covertness performance.
In this case, Willie receives only noise, i.e., yw = nw and
thus the the average power P̄w of the received symbols yw is
P̄w = σ2

w. If P̄w ≥ θ, Willie accepts the hypothesis H1 that
Alice transmitted messages, leading to a false alarm. Thus, the
probability of false alarm pFA is given by

pFA = P
(
σ2
w ≥ θ

)
=

{
0, θ > σ2

w,

1, θ ≤ σ2
w.

(14)

Combining the pMD in (11) and the pFA in (14), we obtain
the COP under the PC-based scheme as

pIPco (Pa, θ) =

{
exp

(
− θ−σ

2
w

Pa

)
, θ > σ2

w,

0, θ ≤ σ2
w.

(15)

Note that the COP is identical for Alice and Willie, since
they have the same knowledge about |haw|2, i.e., the statistical
|haw|2. To maximize the COP pIPco , Willie will choose the
optimal detection threshold θ, denoted by θ∗IP. We can see
from (15) that pIPco is a decreasing function of θ and is larger
than or equal to 0 for θ > σ2

w. Thus, the optimal θ∗IP exists in
(σ2
w,∞) and is thus given by θ∗IP = υ + σ2

w, where υ > 0 is
an arbitrarily small value.

Under the condition that Willie chooses the optimal detec-
tion threshold θ∗IP, Alice solves the optimization problem in
(5) to obtain the CSR. The main result is summarized in the
following theorem.

Theorem 1. Under the scenario where Willie and Eve are in
the independence relationship and Alice adopts the PC-based
secure transmission scheme, the CSR of the system can be
given by (16), where

RSOP
s,IP = log

(
σ2
eεs

(1− εs)σ2
b

)
, (17)

RTP
s,IP = log

(
1−

P ∗a,IP ln(1− εt)
σ2
b

)
, (18)

R0
s,IP =

1

ln 2
W0

(
P ∗a,IP
σ2
b

)
, (19)

W0(·) is the principal branch of Lambert’s W function, and
P ∗a,IP = − υ

ln εc
is the optimal transmit power.

Proof: As can be seen from (5a), the optimal transmit
power Pa and optimal target secrecy rate Rs are required to
solve the optimization problem P1. We first derive the optimal
Pa. It is easy to see from (8) and (15) that both pIPtx and pIPco
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RIP
cs =



1
ln 2W0

(
− υ
σ2
b ln εc

)
exp

− 1

W0

(
− υ

σ2
b

ln εc

) − σ2
b ln εc
υ

 , R∗s,IP = R0
s,IP ≤ min

{
RSOP
s,IP, R

TP
s,IP

}
,

log
(

σ2
eεs

(1−εs)σ2
b

)
exp

(
(σ2
eεs−(1−εs)σ

2
b) ln εc

(1−εs)υ

)
, R∗s,IP = RSOP

s,IP ≤ min
{
R0
s,IP, R

TP
s,IP

}
,

(1− εt) log
(

1 + υ ln(1−εt)
σ2
b ln εc

)
, R∗s,IP = RTP

s,IP ≤ min
{
R0
s,IP, R

SOP
s,IP

}
,

(16)

monotonically increase as Pa increases. Thus, the covertness
constraint in (5b) results in an upper bound on Pa, which is

Pmax
a,IP = − υ

ln εc
, (20)

and the TP constraint in (5d) leads to a lower bound on Pa,
which is

Pmin
a,IP = − (2Rs − 1)σ2

b

ln(1− εt)
. (21)

Note that the inequality Pmin
a,IP ≤ Pmax

a,IP must hold, which gives
the following condition on Rs:

Rs ≤ log

(
1 +

υ ln(1− εt)
σ2
b ln εc

)
. (22)

Since the objective function in (5a) is an increasing function
of Pa, the optimal Pa is the upper bound, i.e., P ∗a,IP = Pmax

a,IP .
Next, we derive the optimal Rs by analyzing the feasible

region of Rs and the monotonicity of the objective function
with respect to Rs. We can see that as Rs increases, pIPtx in
(8) monotonically decreases while pIPso in (13) monotonical-
ly increases. Thus, based on the constraints (5c) and (5d),
the regions of Rs for ensuring secrecy and transmission
performances are [0, RSOP

s,IP] and [0, RTP
s,IP] with RSOP

s,IP and
RTP
s,IP given by (17) and (18), respectively. Note that RTP

s,IP

is obtained at Pa = P ∗a,IP = − υ
ln εc

and thus the region
[0, RTP

s,IP] is equivalent to (22). Hence, the feasible region of
Rs is [0,min{RSOP

s,IP, R
TP
s,IP}]. Taking the first derivative of the

objective function in (5a) in terms of Rs gives

∂Rcs
∂Rs

=

(
1−Rs2

Rsσ2
b ln 2

Pa

)
exp

(
− (2Rs−1)σ2

b

Pa

)
. (23)

Solving ∂Rcs
∂Rs

= 0, we can obtain the stationary point R0
s,IP

in (19). We can see that the objective function is increasing
over [0, R0

s,IP) and decreasing over [R0
s,IP,∞). This implies

that if R0
s,IP falls inside the feasible region of Rs, i.e.,

R0
s,IP ≤ min{RSOP

s,IP, R
TP
s,IP}, the optimal Rs is R∗s,IP = R0

s,IP.
Otherwise, the optimal Rs is R∗s,IP = min{RSOP

s,IP, R
TP
s,IP}.

Finally, substituting the optimal Pa and Rs into the objective
function in (5a) completes the proof.

B. AN-Based Transmission Scheme

Suppose Alice transmits, in addition to the message symbol-
s, she will also inject AN, represented by a complex vector z,
where each symbol z[i] (i = 1, 2, · · · , n) is subject to the unit
power constraint, i.e., E[|z[i]|2] = 1. Alice will use a fraction
ρ of her transmit power Pa for message transmission and the

remaining power for AN radiation. Thus, the signal vectors
received at Bob will be given by

yb =
√
ρPahabx +

√
(1− ρ)Pahabz + nb. (24)

Based on (24), Alice measures the instantaneous Alice-Bob
channel capacity Cb as

Cb = log

(
1 +

ρPa|hab|2

(1− ρ)Pa|hab|2 + σ2
b

)
, (25)

and decides to transmit when Cb ≥ Rs. Thus, the transmission
probability under the AN-based scheme can be given by

pIAtx (ρ,Rs) = P (Cb ≥ Rs)

= P
(

ρPa|hab|2

(1− ρ)Pa|hab|2 + σ2
b

≥ 2Rs − 1

)
= exp

(
− (2Rs − 1)σ2

b

ρPa − (2Rs − 1)(1− ρ)Pa

)
. (26)

Next, we analyze the secrecy and covertness performances
when Alice transmits messages. In this situation, the signal
vectors received at Willie and Eve have the same form of that
received at Bob, which are given by

yκ =
√
ρPahaκx +

√
(1− ρ)Pahaκz + nκ, (27)

where the subscript κ ∈ {w, e} stands for Willie or Eve. From
(27), we can see that the average power P̄w of the received
symbols yκ at Willie is the same as that given in (10). Thus,
the probability of missed detection pMD under the AN-based
scheme can also be given by (11).

According to (27), the secrecy capacity Cs under the AN-
based scheme can be formulated as

Cs=log

(
1+

ρPa|hab|2

(1−ρ)Pa|hab|2+σ2
b

)
−log

(
1+

ρPa|hae|2

(1−ρ)Pa|hae|2+σ2
e

)
.

(28)
Thus, following the definition of SOP in (4), we derive the
SOP under the AN-based scheme as

pIAso (ρ,Rs)=1− exp

(
(2Rs − 1)σ2

b

ρPa − (2Rs − 1)(1− ρ)Pa

)
(29)

×P
(

ρPa|hab|2

(1−ρ)Pa|hab|2+σ2
b

− 2RsρPa|hae|2

(1−ρ)Pa|hae|2+σ2
e

>2Rs−1

)
=1−exp

(
(2Rs − 1)σ2

b

ρPa−(2Rs−1)(1−ρ)Pa
− (2Rs+ρ−1)σ2

b

(1−2Rs)(1−ρ)Pa

)
∫ φ

0

exp

(2Rs+ρ−1)(1−(1−ρ)2Rs)σ2
bσ

2
e

(1−2Rs )(1−ρ) −(2Rs−1)σ2
bσ

2
e

(1−2Rs)(1−ρ)P 2
a y+(1−(1−ρ)2Rs)Paσ2

e

−y

 dy,

where φ =
(1−2Rs (1−ρ))σ2

e

(2Rs−1)(1−ρ)Pa .
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Finally, we analyze the covertness performance when Alice
does not transmit messages. In this situation, Alice still gen-
erates AN to confuse Willie, which is different from the PC-
based scheme. Thus, the signal vector yw received by Willie
consists of both the AN z and background noise, i.e.,

yw =
√

(1− ρ)Pahawz + nw. (30)

In this case, the average power of the received symbols of
Willie is P̄w = (1−ρ)Pa|haw|2+σ2

w, and thus the probability
of false alarm is given by

pFA = P
(
(1− ρ)Pa|haw|2 + σ2

w ≥ θ
)

=

{
exp

(
− (θ−σ2

w)
(1−ρ)Pa

)
, θ > σ2

w,

1, θ ≤ σ2
w.

(31)

Combining the pFA in (31) and the pMD in (11), we obtain
the COP pIAco under the AN-based scheme as

pIAco (ρ, θ)=

{
exp
(
− (θ−σ2

w)
Pa

)
−exp

(
− (θ−σ2

w)
(1−ρ)Pa

)
, θ>σ2

w,

0, θ≤σ2
w.

(32)

We can see from (32) that the optimal detection threshold
θ∗IA for Willie exists when θ > σ2

w and can be obtained by
solving ∂pIAco

∂θ = 0. Thus, θ∗IA is given by

θ∗IA = σ2
w +

(ρ− 1)Pa
ρ

ln(1− ρ). (33)

By solving the optimization problem in (6) with θ = θ∗IA, we
can obtain the CSR, which is given in the following theorem.

Theorem 2. Under the scenario where Willie and Eve are in
the independence relationship and Alice adopts the AN-based
secure transmission scheme, the CSR of the system is

RIA
cs=R∗s,IA(ρ∗IA)exp

(
− (2R

∗
s,IA(ρ∗IA) − 1)σ2

b

ρ∗IAPa−(2R
∗
s,IA(ρ

∗
IA)−1)(1−ρ∗IA)Pa

)
,

(34)
where ρ∗IA is the optimal power allocation parameter and
R∗s,IA is the optimal secrecy rate. Here, ρ∗IA can be obtained
by solving pIAco (ρ, θ∗IA) = εc with θ∗IA given by (33). R∗s,IA is
given by

R∗s,IA(ρ∗IA)=


R0
s,IA(ρ∗IA), R∗s,IA=R0

s,IA≤min
{
RSOP
s,IA, R

TP
s,IA

}
,

RSOP
s,IA(ρ∗IA), R∗s,IA=RSOP

s,IA≤min
{
R0
s,IA, R

TP
s,IA

}
,

RTP
s,IA(ρ∗IA), R∗s,IA=RTP

s,IA≤min
{
R0
s,IA, R

SOP
s,IA

}
,

(35)

where the stationary point R0
s,IA can be obtained by solving

∂Rcs
∂Rs

= 0, RSOP
s,IA is the solution of pIAso (Rs) = εs and RTP

s,IA is
given by

RTP
s,IA(ρ∗IA) = log

(
Pa ln(1− εt)− σ2

b

(1− ρ∗IA)Pa ln(1− εt)− σ2
b

)
. (36)

Proof: The proof follows the same idea as the one for
Theorem 1. The only difference is to derive the optimal power
allocation parameter ρ instead of optimal transmit power Pa.
Here, we focus on the derivation of the optimal ρ and omit
the analysis of the optimal Rs. We can see that the objective
function in (6a) is an increasing function of ρ, implying that

the upper bound on ρ is needed. Substituting θ = θ∗IA into
(32) yields

pIAco = ρ(1− ρ)
1−ρ
ρ . (37)

Taking the first derivative of (37) in terms of ρ, we have

∂pIAco
∂ρ

=
− ln(1− ρ)

ρ
(1− ρ)

1−ρ
ρ > 0, (38)

which shows that pIAco is an increasing function of ρ. We can
see from (26) and (29) that pIAtx is also an increasing function
of ρ, while ρSOP

IA is a decreasing function. Thus, only the
covertness constraint (6b) gives an upper bound ρmax

IA on ρ,
while the TP and SOP constraints in (6d) and (6c) give two
lower bounds ρTP

IA and ρSOP
IA respectively. Hence, the optimal ρ

is ρ∗IA = ρmax
IA . Note that ρmax

IA ≥ max
{
ρTP
IA, ρ

SOP
IA

}
must hold,

which imposes a constraint (or region) on Rs. However, this
region is equivalent to the one obtained from the TP and SOP
constraints in (6d) and (6c), and thus can be neglected in the
analysis of optimal Rs.

IV. CSR ANALYSIS: FRIEND RELATIONSHIP CASE

The CSR performance of the friend relationship case is
investigated in this section, for which the CSR analyses for the
PC-based and AN-based transmission schemes are provided in
Subsections IV-A and IV-B, respectively. To depict the friend
relationship, we interpret Willie and Eve as two antennas of a
super attacker. This model is widely used to characterize the
collusion among eavesdroppers [62].

A. PC-Based Transmission Scheme

Alice follows the same decision process as introduced in
Section III-A to decide whether to transmit messages or
not. Note that the instantaneous Alice-Bob channel capacity
Cb in this case is identical to that in (7), which means
that the transmission probability is also the same. Thus, the
transmission probability pFPtx in the friend relationship scenario
under the PC-based scheme is given by (8).

Next, we analyze the covertness and secrecy performances
when Alice transmits messages. When Alice chooses to trans-
mit a signal vector x, Willie and Eve receive the same signal
vectors yw and ye as that given in (9). Since Willie and Eve
share their received signals in this case, the signal vectors
received at Willie and Eve contain the one from the other
side. Thus, based on the signal vector yκ in (9), the average
power of the received symbols at Willie can be given by
P̄w =

∑
κ∈{w,e} |yκ|2 = Pa|haw|2 + Pa|hae|2 + σ2

e + σ2
w.

Note that |haw|2 and |hae|2 are random variables for Willie.
Thus, the probability of missed detection pMD is given by

pMD = P
(
Pa|haw|2 + Pa|hae|2 + σ2

e + σ2
w ≤ θ

)
(39)

=

{
1− Pa+θ−σ2

e−σ
2
w

Pa
exp
(
− θ−σ

2
e−σ

2
w

Pa

)
, θ > σ2

e+σ2
w,

0, θ ≤ σ2
e+σ2

w.

According to [4], the signal sharing results in an im-
proved Signal-to-Noise Ratio (SNR) for Eve, which is
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Pa|hae|2+Pa|haw|2
σ2
e+σ

2
w

. Thus, the secrecy capacity Cs is

Cs=log

(
1+

Pa|hab|2

σ2
b

)
−log

(
1+

Pa|hae|2 + Pa|haw|2

σ2
e + σ2

w

)
.

(40)
Since |hab|2, |hae|2 and |haw|2 are independent, the SOP under
the PC-based scheme is given by

pFPso (Rs) = 1− exp

(
(2Rs − 1)σ2

b

Pa

)
× P

(
Pa|hab|2

σ2
b

−2Rs
Pa|haw|2+Pa|hae|2

σ2
w+σ2

e

>2Rs−1

)
=

2Rsσ2
b (2Rsσ2

b + 2σ2
w + 2σ2

e)

(2Rsσ2
b + σ2

w + σ2
e)2

. (41)

Finally, we focus on the covertness performance when Alice
suspends her transmission. Since the decision of suspending
transmission is unknown to Willie and Eve, they still share
their signals, which contain only background noises. Thus,
the received signal at Willie is given by yw = ne + nw and
the average received power is P̄w = σ2

e + σ2
w. Hence, the

probability of false alarm pFA can be given by

pFA = P
(
σ2
e + σ2

w ≥ θ
)

=

{
0, θ > σ2

e + σ2
w,

1, θ ≤ σ2
e + σ2

w.
(42)

Combining the pFA in (42) and the pMD in (39), we obtain
the COP as

pFPco (Pa,θ)=

{
Pa+θ−σ2

e−σ
2
w

Pa
exp
(
− θ−σ

2
e−σ

2
w

Pa

)
, θ > σ2

e + σ2
w,

0, θ ≤ σ2
e + σ2

w.
(43)

Taking the derivative of the pFPco in (43) gives

∂pFPco
∂θ

= −θ − σ
2
e − σ2

w

P 2
a

exp

(
−θ − σ

2
e − σ2

w

Pa

)
. (44)

This shows that pFPco is a decreasing function of θ when θ >
σ2
e + σ2

w. Thus, the optimal detection threshold is

θ∗FP = υ + σ2
e + σ2

w, (45)

where υ > 0 is an arbitrarily small value.
Given the θ∗FP, the ptx in (8), the SOP in (41) and the COP

in (43), the problem in (5) can now be solved to obtain the
CSR. The result is given in the following theorem.

Theorem 3. Under the scenario where Willie and Eve are in
the friend relationship and Alice adopts the PC-based secure
transmission scheme, the CSR of the system is given in (46).
Here,

RSOP
s,FP = log

(
(1−

√
1− εs)(σ2

w + σ2
e)

σ2
b

√
1− εs

)
, (47)

RTP
s,FP and R0

s,FP are the same as those given in (18) and (19),
respectively, with the optimal transmit power P ∗a,FP given by

P ∗a,FP = − υ

1 + W−1(− εce )
. (48)

W0(·) and W−1(·) are the principal branch and the non-
principle branch of Lambert’s W function, respectively, and e
is Euler’s number.

Proof: Please refer to Appendix A.

B. AN-Based Transmission Scheme

We first derive the transmission probability to characterize
the transmission performance of the transmission. Suppose
Alice transmits under the AN-based scheme, Bob will receive
the same signal as that given in (27), yielding the same
instantaneous Alice-Bob channel capacity Cb as that given in
(25). This means that the transmission probability pFAtx under
the AN-based scheme in the friend relationship scenario is
identical to that in the independence scenario, which is given
in (26).

We proceed to analyze the miss detection probability and
SOP when Alice transmits messages. When Alice transmits
a signal vector x, the signal vectors at Willie and Eve are
the same as that given in (27). After receiving the shared
signals from Eve, the average power P̄w of the received
symbols at Willie is given by P̄w =

∑
κ∈{w,e} |yκ|2 =

Pa|hae|2 + Pa|haw|2 + σ2
e + σ2

w, which is identical to (10),
i.e., the average power in the independence case. Thus, the
probability of missed detection pMD can be given by (39).

After Eve receives the signals from Willie, the Signal-to-
Noise-plus-Interference Ratio (SINR) is

ρPa|hae|2+ρPa|haw|2

(1−ρ)Pa|hae|2+(1−ρ)Pa|haw|2+σ2
e+σ2

w

. (49)

Thus, the secrecy capacity Cs under the AN-based scheme is

Cs=log

(
1 +

ρPa|hab|2

(1− ρ)Pa|hab|2 + σ2
b

)
(50)

− log

(
1+

ρPa|hae|2+ρPa|haw|2

(1−ρ)Pa|hae|2+(1−ρ)Pa|haw|2+σ2
e+σ2

w

)
,

According to the definition in (4), the SOP is given by (51).
When Alice does not transmit messages, we consider only

the covertness of the transmission by analyzing the probability
of false alarm. In this case, Alice still sends AN to confuse
Willie. Thus, based on (30), the signal vector yw contains both
the signals (i.e., AN and background noise) shared by Eve, AN
and background noise. In this case, the average power of the
received symbols at Willie is P̄w = (1 − ρ)Pa|haw|2 + (1 −
ρ)Pa|hae|2 + σ2

e + σ2
w. Thus, the probability of false alarm

pFA is given by

pFA=P
(
(1−ρ)Pa|haw|2+(1−ρ)Pa|hae|2+σ2

e+σ2
w≥θ

)
(52)

=

{(
1+

θ−σ2
e−σ

2
w

(1−ρ)Pa

)
exp
(
− θ−σ

2
e−σ

2
w

(1−ρ)Pa

)
, θ > σ2

e + σ2
w,

1, θ ≤ σ2
e + σ2

w.

Combining the pFA in (52) and the pMD in (39), the COP
can be given by

pFAco (ρ,θ)=


(

1+
θ−σ2

e−σ
2
w

Pa

)
exp
(
− θ−σ

2
e−σ

2
w

Pa

)
−
(
1+

θ−σ2
e−σ

2
w

(1−ρ)Pa

)
exp
(
− θ−σ

2
e−σ

2
w

(1−ρ)Pa

)
, θ>σ2

e+σ2
w,

0, θ≤σ2
e+σ2

w.
(53)

We can see from (53) that the optimal detection threshold
θ∗FA can be obtained by solving ∂pFAco

∂θ = 0, which is

θ∗FA = σ2
e + σ2

w +
2(ρ− 1)Pa

ρ
ln(1− ρ). (54)
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RFP
cs =



1
ln 2W0

(
− υ

(1+W−1(− εce ))σ2
b

)
exp

− 1

W0

(
− υ

(1+W−1(−
εc
e

))σ2b

)− (1+W−1(− εce ))σ2
b

υ

, R∗s,FP =R0
s,FP≤min

{
RSOP
s,FP, R

TP
s,FP

}
,

log
(

(1−
√
1−εs)(σ2

w+σ
2
e)

σ2
b

√
1−εs

)
exp

(
((1−

√
1−εs)(σ2

w+σ
2
e)−
√
1−εsσ2

b)(1+W−1(− εce ))
υ
√
1−εs

)
, R∗s,FP =RSOP

s,FP≤min
{
R0
s,FP, R

TP
s,FP

}
,

(1− εt) log

(
1 + υ ln(1−εt)

σ2
b(1+W−1(− εce ))

)
, R∗s,FP =RTP

s,FP≤min
{
R0
s,FP, R

SOP
s,FP

}
.

(46)

pFAso (ρ,Rs)=1− exp

(
(2Rs − 1)σ2

b

ρPa−(2Rs−1)(1−ρ)Pa

)
P
(

ρPa|hab|2

(1−ρ)Pa|hab|2+σ2
b

− 2Rs(ρPa|hae|2+ρPa|haw|2)

(1−ρ)Pa|hae|2+(1−ρ)Pa|haw|2+σ2
e+σ2

w

>2Rs−1

)

=1− exp

(
(2Rs − 1)σ2

b

ρPa − (2Rs − 1)(1− ρ)Pa
− (2Rs + ρ− 1)σ2

b

(1− 2Rs)(1− ρ)Pa

)
×
∫ (1−2Rs (1−ρ))(σ2w+σ2e)

(2Rs−1)(1−ρ)Pa

0

∫ (1−2Rs (1−ρ))(σ2w+σ2e)

(2Rs−1)(1−ρ)Pa
−z

0

× exp

−y − (2Rs − 1)σ2
b (σ2

w + σ2
e)− (2Rs+ρ−1)(1−(1−ρ)2Rs )σ2

b (σ
2
w+σ2

e)
(1−2Rs )(1−ρ)

(1− 2Rs)(1− ρ)P 2
a (y + z) + (1− (1− ρ)2Rs)Pa(σ2

w + σ2
e)
− z

 dy dz. (51)

Given the θ∗FA in (54), we solve the optimization problem in
(6) to obtain the CSR, which is given in the following theorem.

Theorem 4. Under the scenario where Willie and Eve are in
the friend relationship and Alice adopts the AN-based secure
transmission scheme, the CSR of the system is

RFA
cs =R∗s,FA(ρ∗FA) exp

(
− (2R

∗
s,FA(ρ∗FA) − 1)σ2

b

ρ∗FAPa−(2R
∗
s,FA(ρ

∗
FA)−1)(1−ρ∗FA)Pa

)
.

(55)
Here, the optimal power allocation parameter ρ∗FA solves
pFAco (ρ, θ∗FA) = εc with θ∗FA given by (54). The optimal secrecy
rate R∗s,FA is given in (35), where R0

s,FA can be obtained by
solving ∂Rcs

∂Rs
= 0, RSOP

s,FA is the solution of pFAso (Rs) = εs and
RTP
s,FA is given in (36).

Proof: Please refer to Appendix B.

V. NUMERICAL RESULTS

In this section, we provide extensive numerical results to
illustrate the CSR performances of the wireless data collection
process of the IoT in the four representative scenarios under
the new secure communication scenario. We also show the
impacts of various system parameters (e.g., COP constraint
εc, SOP constraint εs, TP constraint εt and transmit power
Pa) on the CSR performance. Unless otherwise stated, we set
the parameter υ to υ = 0.01 and the noise powers at Bob,
Willie and Eve to σ2

b = −20 dB and σ2
w = σ2

e = 0 dB.

A. Performance Analysis of CSR

To explore the impact of the COP constraint εc on the CSR
performance for collecting data in the IoT, we show in Fig. 2
Rcs vs. εc in the independence relationship case under the PC-
based and AN-based transmission schemes, respectively. The
results for the friend relationship case under both transmission
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Fig. 2. CSR Rcs vs. COP constraint εc (PC-based transmission scheme).

schemes are presented in Fig. 3. We set the transmit power
of Alice to Pa = −20 dB in Fig. 3. In each subfigure
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Fig. 3. CSR Rcs vs. COP constraint εc (AN-based transmission scheme).

of Fig. 2 and Fig. 3, we also plot the CSR curves under
different settings of SOP constraint εs and TP constraint εt.
In addition, to prove the feasibility of the theoretical results
of CSR, we conduct simulations of CSR for each concerned
communication scenario under a given setting of εs and εt (i.e.,
εs = 0.03 and εt = 0.5 for the independence-PC scenario,
εs = 0.03 and εt = 0.53 for the friend-PC scenario, as
well as εs = 0.022 and εt = 0.5 for both the independence-
AN and friend-AN scenarios), and plot in Fig. 2 and Fig. 3
the corresponding simulation and theoretical results of CSR.
We can see from Fig. 2 and Fig. 3 the theoretical results of
CSR match nicely with the corresponding theoretical ones,
indicating that our theoretical models can efficiently capture
the overall behaviors of CSR. We can see from Fig. 2 and
Fig. 3 that the CSRs achieved under different SOP and TP
constraints always increase as εc increases. This is because
a looser COP constraint results in a larger optimal transmit
power in the PC-based scheme (resp. a larger optimal power
allocation parameter in the AN-based scheme) and thus a
larger CSR during the wireless data collection process in the
IoT.

We can also observe from Fig. 2 and Fig. 3 that the shape
of the CSR curve varies as the values of the SOP constraint
εs and TP constraint εt change. For example, the CSR curve
under the setting of εs = 0.03 and εt = 0.5 (dashed line)
in Fig. 2 exhibits an exponential growth and that under the
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Fig. 4. CSR Rcs vs. SOP constraint εs (PC-based transmission scheme).

setting of εs = 0.02 and εt = 0.1 (dotted line) grows in a
piecewise fashion. This is because different values of εs, εt
and the COP constraint εc result in different RSOP

s,IP, RTP
s,IP and

R0
s,IP in (17-19) (resp. RSOP

s,FP, RTP
s,FP, R0

s,FP in (47,18,19),
RSOP
s,IA, RTP

s,IA, R0
s,IA in (35) and RSOP

s,FA, RTP
s,FA, R0

s,FA in (35)),
which further lead to different optimal target secrecy rates (as
labeled in Fig. 2 and Fig. 3) and thus different CSR curves.

Next, we investigate the impact of the SOP constraint εs on
the CSR performance of the wireless data collection process
of the IoT, for which we show Rcs vs. εs in the independence
and friend relationship cases under the PC-based transmission
scheme in Fig. 4 and those under the AN-based transmission
scheme in Fig. 5. We set the noise power at Bob to σ2

b =
−30 dB in Fig. 4 and that to σ2

b = −31 dB in Fig. 5. We
set the transmit power of Alice to Pa = −20 dB in Fig. 5.
For both figures, we consider three different settings of COP
constraint εc and TP constraint εt, respectively. We can see
from Fig. 4 and Fig. 5 that, in the case when both εc and εt are
relatively small (e.g., εc = 0.01 and εt = 0.01 in Fig. 4(a)),
the CSR keeps constant as the SOP constraint εs increases.
This is because that in such case, CSR is only determined
by the optimal target secrecy rate R∗s,IP = RTP

s,IP shown in
(18) (as labeled in Fig. 4(a)), so CSR is independent of εs.
On the other hand, in the case when either εc or εt is large
(e.g., εc = 0.01 and εt = 0.49 in Fig. 4(a)), as εs increases,
CSR first increases sharply and then remains constant. This is
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Fig. 5. CSR Rcs vs. SOP constraint εs (AN-based transmission scheme).

because that in this case, when εs is small, CSR is determined
by the optimal target secrecy R∗s,IP = RSOP

s,IP shown in (17),
so CSR increases as εs increases. However, when εs increases
beyond a threshold, CSR will be determined by the optimal
target secrecy rate R∗s,IP = R0

s,IP shown in (19), then CSR
becomes independent of εs and thus keeps constant regardless
the variation of εs. Such phenomenon indicates that, when
either εc or εt is large, the CSR is sensitive to the change of
the SOP constraint εs in an extremely small region, e.g., from
0 to about 0.00115 in Fig. 4(a). Similar phenomena can be
observed from Fig. 4(b), Fig. 5(a) and Fig. 5(b).

Finally, we show the impact of the TP constraint εt on the
CSR performance of the wireless data collection process of
the IoT in Fig. 6 and Fig. 7, where we plot Rcs vs. εt for
the two relationship cases under the PC-based and AN-based
transmission schemes, respectively. Three different settings of
COP constraint εc and SOP constraint εs are adopted for each
subfigure in Fig. 6 and Fig. 7. We set the transmit power of
Alice to Pa = −20 dB in Fig. 7. We can see from Fig. 6(a)
that in the case that the COP constraint εc is much larger than
the SOP constraint εs (e.g., εc = 0.95, εs = 0.01 here), CSR
keeps constant as εt increases. This is because that in such
case, CSR is determined by the optimal target secrecy rate
R∗s,IP = RSOP

s,IP shown in (17), so CSR is independent of εt
but only dependent on the SOP constraint εs. Otherwise, in
the case when the COP constraint εc is comparable with the
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Fig. 6. CSR Rcs vs. TP constraint εt (PC-based transmission scheme).

SOP constraint εs (e.g., εc = 0.05, εs = 0.05 here), as εt
increases, CSR first increases and then keeps constant. This is
because that in this case, when εt is small, CSR is determined
by the optimal target secrecy R∗s,IP = RTP

s,IP shown in (18),
so CSR increases as εt increases. However, when εt increases
beyond a threshold, CSR will be determined by the optimal
target secrecy rate R∗s,IP = R0

s,IP shown in (19), then CSR
becomes independent of εt and thus keeps constant regardless
the variation of εt. We can observe similar phenomena from
Fig. 6(b), Fig. 7(a).

B. Comparisons of CSR in Two Relationship Scenarios

We proceed to compare the CSR performance of the
wireless data collection process of the IoT achieved in the
independence relationship scenario and that achieved in the
friend relationship scenario, for which we show Rcs vs. εc for
both relationship scenarios under the PC-based transmission
scheme in Fig. 8(a) and those under the AN-based trans-
mission scheme in Fig. 8(b), respectively. We set the SOP
constraint and TP constraint to εs = εt = 0.1 in both figures.
In addition, we set the parameter υ to υ = 0.01 and 0.001 in
Fig. 8(a) and the transmit power of Alice Pa to Pa = −5 dB
and −20 dB in Fig. 8(b). We can observe from both subfigures
that the CSRs in the independence relationship case are always
larger than those in the friend relationship case under all
the parameter settings and both transmission schemes. This
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Fig. 7. CSR Rcs vs. TP constraint εt (AN-based transmission scheme).

is intuitive since in the friend relationship case, Willie and
Eve can share their received signals to improve their attack
capability, which will result in a larger SOP/COP and thus a
smaller CSR than that in the independence relationship case.
The above observations indicate that being friends is the better
choice than being independent for the eavesdropper group and
detector group.

C. Comparisons of CSR in Two Transmission Schemes

We compare the PC-based transmission scheme and the AN-
based transmission scheme in terms of the CSR performance
for collecting data in the IoT. To do so, we show Rcs vs. εc
in Fig. 9 (resp. Rcs vs. εs in Fig. 10 and Rcs vs. εt in Fig.
11) under both transmission schemes in the independence and
friend relationship scenarios, respectively. We set εs = εt =
0.1 in Fig. 9, εc = εt = 0.1 in Fig. 10 and εc = εs = 0.1 in
Fig. 11. For each figure, we consider two different settings of
the transmit power of Alice Pa for the AN-based scheme. We
can observe from Fig. 9 that, in both relationship scenarios, the
PC-based scheme achieves better CSR performance than the
AN-based scheme, when a small transmit power (e.g., Pa =
−20 dB) is adopted in the AN-based scheme. However, when
the transmit power of AN-based scheme is relatively larger
(e.g., Pa = −15 dB), the PC-based scheme achieves better
CSR performance than the AN-based scheme under stringent
COP constraints (e.g., less than about 0.055 in Fig. 9(a)), while
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Fig. 8. Comparisons of the CSR performances in two relationship cases.

the AN-based scheme achieves better CSR performance than
the PC-based scheme under less strict COP constraints. This
is because, when the constant total transmit power at Alice Pa
is larger in the AN-based scheme, the looser COP constraint
leads to a larger power allocation parameter ρ, and thus a
larger CSR than that in the PC-based scheme.

Similar results can be obtained from Fig. 10, which shows
that the PC-based scheme outperforms the AN-based scheme
if either the transmit power of the AN-based scheme or the
SOP constraint is small. Otherwise, the AN-based scheme
outperforms the PC-based scheme. This is because, a larger
total transmit power at Alice and a looser SOP constraint in
the AN-based scheme leads to a larger optimal target secrecy
rate, and thus a larger CSR than that in the PC-based scheme.
However, the results obtained from Fig. 11 are different. We
can see from Fig. 11 that the AN-based scheme outperforms
the PC-based scheme when adopting a large transmit power
(i.e., Pa = −15 dB), while it achieves worse CSR performance
than the PC-based scheme when adopting a small transmit
power (i.e., Pa = −20 dB). This is because, in this case, the
constant total transmit power at Alice Pa in the AN-based
scheme is the only one that affects the optimal target secrecy
rate, and thus a larger Pa in the AN-based scheme results in
a larger CSR than that in the PC-based scheme.

According to the above observations from Fig. 9, Fig.
10 and Fig. 11, we can conclude that when the transmit
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Fig. 9. Comparisons of the CSR performances in the PC-based and AN-based
transmission schemes (Rcs vs. εc).

power is not a big concern in the wireless data collection
process of IoT, transmitters may prefer to adopt the AN-based
transmission scheme to achieve a better CSR performance,
especially when a less strict constraint is imposed on the
covertness, secrecy and transmission performances. On the
other hand, when the transmit power is constrained (e.g.,
in IoT and sensor networks), the PC-based scheme is more
preferable for transmitters.

D. Performance Comparisons with Existing Schemes

We also compare the secure communication performance
between this work in the Independence-AN scenario with the
work in [63] with only covertness guarantee and the work
in [64] with only secrecy guarantee, and show in Fig. 12
the corresponding results of CSR/covert rate/secrecy rate vs.
Alice’s transmit power Pa. Here, we set the COP constraint,
SOP constraint and TP constraint as εc = εs = εt = 0.1 and
set the noise power at Bob σ2

b = 0 dB. We can observe from
Fig. 12 that the CSR obtained from this work is always smaller
than the covert rate given in [63] and the secrecy rate given
in [64]. This is intuitive because the CSR concerned in this
work is subjected to the stricter constraints of both covertness
and secrecy guarantees, while the covert rate in [63] concerns
with only the covertness guarantee and the secrecy rate in [64]
concerns with only the secrecy guarantee.
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Fig. 10. Comparisons of the CSR performances in the PC-based and AN-
based transmission schemes (Rcs vs. εs).

VI. CONCLUSION

This paper explores a new secure wireless communication
scenario for the data collection in the Internet of Things (IoT),
where the physical layer security technology is applied to
ensure both the covertness and secrecy of the communication.
We define a novel metric of covert secrecy rate (CSR) to
depict the security performance of the new scenario, and
also provide solid theoretical analysis on CSR under two
transmission schemes (i.e., artificial noise (AN)-based one and
power control (PC)-based one) and two detector-eavesdropper
relationships (i.e., independence and friend). The results in this
paper indicate that in general the CSR performance of the data
collection in the IoT can be improved when the constraints
on covertness, secrecy and transmission performance become
less strict. In particular, the PC-based transmission scheme
outperforms the AN-based transmission scheme in terms of
the CSR performance for collecting data in the IoT when
strict constraints are applied to the covertness, secrecy and
transmission performance. On the other hand, when these
constraints become less strict, the AN-based scheme may
achieve better CSR performance than the PC-based one by
properly adjusting the message transmit power. We expect
that this work can shed light on the future studies of both
covertness and secrecy guarantees in wireless communication.

Most related works including ours mainly focus on artificial
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Fig. 11. Comparisons of the CSR performances in the PC-based and AN-
based transmission schemes (Rcs vs. εt).
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Fig. 12. Comparisons of the secure communication performance between
this work and the related works in [63], [64].

noise and cooperative jamming technologies to resist both
detection and eavesdropping attacks in single-hop wireless
communication, while some PLS technology (e.g., beamform-
ing and resource allocation) can benefit covertness and secrecy
guarantees in large complex networks. Thus, a possible future
research is to consider other PLS technology for covertness
and secrecy guarantees in multi-antenna/multi-hop wireless
communication. In addition, notice that this paper considers
a simple scenario (i.e., one sender, one receiver, one detector

and one eavesdropper), so another interesting future work is to
explore the interplay between detection and eavesdropping at-
tacks in more general secure wireless communication scenario
with multiple users (or eavesdroppers).

APPENDIX A
PROOF OF THEOREM 3

The proof follows the same idea as the Theorem 1, and thus
the optimization problem in (5) is required to be solved. We
first derive the optimal transmit power Pa. We can see that
pFPtx as given by (8) monotonically increases as Pa increases.
Substituting the optimal threshold θ∗FP in (45) into COP
in (43), and then taking the derivative of the optimal pFPco
regarding Pa, we have

∂pFPco
∂Pa

=
υ2

P 3
a

exp

(
− υ

Pa

)
, (56)

which implies that pFPco is an increasing function of Pa. Thus,
under the covertness constraint in (5b), the optimal Pa can be
derived as P ∗a,FP in (48). Next, we derive the optimal target
secrecy rate Rs. Taking the derivative of SOP in (41) in terms
of Rs gives

∂pFPso
∂Rs

=
2(σ2

w + σ2
e)2

(2Rsσ2
b + σ2

w + σ2
e)3

, (57)

which indicates that pFPso monotonically increases as Rs in-
creases. We can also see that as Rs increases, pFPtx in (8)
monotonically decreases. Thus, according to the SOP con-
straint in (5c), TP constraint in (5d) and the feasible region of
objective function in (5a), the optimal Rs can be obtained as
R∗s,FP = R0

s,FP when R0
s,FP ≤ min{RSOP

s,FP, R
TP
s,FP}, otherwise

R∗s,FP = min{RSOP
s,FP, R

TP
s,FP}. The RTP

s,FP and R0
s,FP are the

same as those given in (18) and (19), respectively, and RSOP
s,FP

is derived in (47).

APPENDIX B
PROOF OF THEOREM 4

This proof follows the same idea as the Theorem 2 and
therefore requires solving the optimization problem in (6). The
analysis of the optimal Rs is similar to that in Theorem 3
and thus omitted here. The difference is to derive the optimal
power allocation parameter ρ instead of optimal transmit
power Pa. We can obviously see that the objective function
in (6a) increases as ρ increases, which implies that the upper
bound on ρ is the optimal value. Substituting θ = θ∗FA as in
(54) into (53), the optimal pFAco can be given by

pFAco = [ρ(2− ρ)− 2(1− ρ) ln(1− ρ)] (1− ρ)
2(1−ρ)
ρ . (58)

Next, taking the derivative of the COP in (58) regarding ρ, we
have

∂pFAco
∂ρ

=

(
2 ln(1− ρ)

ρ

)2

(1− ρ)
2−ρ
ρ , (59)

which demonstrates that pFAco is an increasing function of
ρ. In addition, we can see from (26) and (51) that, as ρ
increases, pFAtx increases, while pFAso decreases. According to
the constraints (6d) and (6c), the lower bounds ρTP

FA and
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ρSOP
FA can be obtained, respectively. Therefore, the covertness

constraint (6b) gives an upper bound of ρ which is the optimal
power allocation parameter as

ρ∗FA = arg
0≤ρ≤1

pFAco (ρ) = εc, (60)

when the conditions must hold as ρ∗FA ≥ max
{
ρTP
FA, ρ

SOP
FA

}
.
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