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Abstract—This paper investigates the covertness and secrecy of
wireless communications in an untrusted relay-assisted device-to-
device (D2D) network consisting of a full-duplex base station BS,
a user equipment UE, an untrusted relay R. For the covertness,
we attempt to prevent Willie from detecting the very existence
of communications via D2D link from UE to R and cellular
link from R to BS, while for the secrecy, we aim to prevent the
untrusted relay from eavesdropping the UE message. To explore
the fundamental covertness and secrecy in such a network, we
first provide theoretical modelings for the average minimum
detection error rate of Willie, and the average covert/secrecy
rate from UE to BS under the underlay and overlay modes,
respectively. Based on these models, we further explore the
optimal power control at UE, R and BS to achieve the average
covert rate maximization (MCR) for UE with the constraints of
covertness and security requirements under the underlay mode.
We also identify the optimal transmit powers and the optimal
spectrum partition factor for MCR under the overlay mode.
Finally, the exhaust searching method is adopted to solve the
MCR problems, and extensive numerical and simulation results
are presented to validate our theoretical analysis and to illustrate
the average covert rate and secrecy rate of UE under various
scenarios.

Index Terms—Device-to-device (D2D), covertness, secrecy, per-
formance model and optimization.

I. INTRODUCTION

Device-to-device (D2D) networks, which enable nearby
devices to communicate directly with each other bypassing
base station (BS) over the licensed cellular spectrum, have
been recognized as one of the key technology components in
the fifth generation (5G) and beyond wireless communication
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systems [1]. Such networks have appealing and exciting fea-
tures via exploiting direct communications, such as improving
spectrum utilization, reducing latency, enlarging cellular cov-
erage, increasing data rate, conserving energy consumption,
etc. Therefore, the D2D networks bring many benefits for
wide range of applications [2], like local services, emergency
communications, and Internet of things (IoT) enhancement.
Because of inherent broadcast and open characteristics of
wireless channels [3], the D2D networks face serious security
and privacy challenges, especially for the transmissions of
financial, e-health and other sensitive information in various
IoT applications.

The existing cryptographic technologies at upper layers
of the protocol stack usually rely on complex mathematical
computations to prevent information transmission from be-
ing leaked. However, these techniques also encounter sig-
nificant challenges in some IoT scenarios, such as smart
cities, with millions of low-power devices, which have very
limited computing capabilities. In addition, the distribution
and management of secret keys are also difficult in highly
dynamic IoT scenarios. As an efficient supplement, physical
layer security (PHY) technology has the potential to address
these issues, which aims at exploiting the inherent randomness
nature (e.g., noise, fading) of wireless channels to provide
transmission security at the physical layer even to low-power
and highly mobile devices. It has been regarded as a promising
technology for achieving covertness and security of wireless
communications [4]-[7]. For the covertness, its goal is to
hide the existing of wireless communications from a warden,
i.e., covert communications, which can provide enhanced pri-
vacy protection for supporting some critical applications, like
unauthorized positioning and tracking in vehicular/military
networks [8]-[11]. As for the security, it aims to protect the
communication content (e.g., private financial and health data)
from eavesdropping, i.e., secure communications [12], [13].

Although many recent works have focused on the
covert/secrecy communications in D2D networks [7], [14]-
[32] (Please see Related Works of Section II for detail),
these works address the issues of covertness and security
separately. For supporting various IoT applications with both
covertness and security requirements, the joint requirements
need to be addressed simultaneously in the upcoming sixth-
generation (6G) networks [33], [34]. Some initial works have
been devoted to the study of the joint covertness and security
in wireless systems [35], [36]. In [35], the authors investi-
gate the average rate maximization with the constraints of
covertness and security requirements in a single-input multi-
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output (SIMO) system consisting of a source, two destinations,
an eavesdropper and a warden, where these two destinations
require covert and secure communications, respectively. The
authors in [36] further explore the secrecy rate maximization
subject to the covertness requirement in an untrusted relaying
system, where one/multiple wardens attempt to detect the
presence of communications via the source-relay-destination
link, while the untrusted relay also serves as an eavesdropper
aiming to wiretap the source information. In addition, for
the untrusted relaying networks, the works in [37], [38] are
devoted to the studies of secure communications in such net-
works. The authors in [37] propose a light-weight jamming re-
sistant scheme for achieving the secure communications in the
networks, where a destination sends jamming signal to prevent
an untrusted relay from intercepting message transmitted by a
source, and an adversary jammer also emits noise to interfere
with the destination. The authors in [38] further propose a joint
relay selection and power allocation method for optimizing the
security performance in the untrusted millimeter wave relay
networks, where a destination and a source can also send
jamming signal to prevent the reception of untrusted relays
and eavesdroppers.

Note that these results in [35]-[38] cannot be applied to the
D2D networks due to the following two reasons. On one hand,
thanks to the intrinsic features (e.g., spectrum sharing) of such
networks, each user equipment (UE) can work over either the
underlay mode reusing the spectrum resource of a cellular link
or the overlay mode using the dedicated spectrum resource
orthogonal to that of the cellular link. Moreover, under the
overlay mode, how to allocate system spectrum resources to
each D2D link and cellular link also significantly affects the
covertness and security of such networks. The interference
management is another critical issue in D2D networks, which
needs to be carefully considered in D2D networks. On the
other hand, the works in [37], [38] focus on the secure commu-
nications. Different from these works, this paper investigates
the joint covert and secure communications in D2D networks
under the underlay and overlay modes, respectively. The
interference management and spectrum partition are carefully
addressed by identifying optimal power control and spectrum
partition factor. In this paper, our objective is to hide the
transmission of a UE from being detected by a warden and to
prevent the transmitted message from being intercepted by an
untrusted relay simultaneously.

It is notable that there are fundamental differences between
this paper and the work of [36] in terms of communication
mode of relay R, spectrum allocation, and cooperative jam-
ming scheme. For this paper, R works over full-duplex com-
munication mode, the spectrum allocation is carefully explored
between the D2D and cellular links under the underlay and
overly modes, and BS can serve as a friendly jammer. For the
work [36], R works over half-duplex communication mode,
the spectrum allocation is neglected, and a source and its
destination can serve as friendly jammers.

The main contributions of this paper are summarized as
follows.

o We consider a D2D network consisting of a full-duplex

base station BS, a warden Willie, a relay R and a user
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equipment UE. The relay R is untrusted such that it
also tries to intercept message from UE in the process
of forwarding message to BS. To achieve covertness
and security, the full-duplex BS emits jamming signal
to confuse both R and Willie. In the network, we derive
some basic results in terms of optimal detection threshold,
minimum detection error rate and its average value under
the underlay and overlay modes.

e Under the underlay mode, we provide theoretical mod-
elings for the average covert/secrecy rate from UE to
BS. Based on these models, we further explore the
optimal power control at UE, R and BS to achieve the
average covert rate maximization (MCR) for UE with the
constraints of covertness and secure requirements.

e Under the overlay mode, we also model the average
covert/secrecy rate. We further jointly optimize transmit
powers and spectrum partition factor to achieve MCR
with the constraint of covertness and security require-
ments.

o Extensive numerical/simulation results are presented to
validate our theoretical analysis and also to illustrate
the impacts of some system parameters on the average
covert/secrecy rate under the underlay and overlay modes.

The remaining of this paper is organized as follows. The

related works is present in the Section II. Section III intro-
duces the system model. Section IV presents the detection
performance at Willie. Section V and Section VI provide the
theoretical modeling and optimization of system performances
under the underlay mode and the overlay mode, respectively.
The extensive numerical results are illustrated in Section VII.
Finally, Section VIII concludes this paper.

II. RELATED WORKS

Available works mainly conduct the studies of either covert
communications or secure communications in D2D networks.

A. Covert Communications in D2D Networks

Previous works on covert communications mainly focus
on a special type of D2D networks [25]-[32], where there
is no networking infrastructure (e.g., BS) and also covert
communications operate over unlicensed spectrum bands (e.g.,
2.4 GHz). Recently, some research efforts have been devoted to
the investigation of covert communications in D2D networks
sharing with the support of BS, where covert communications
utilize the spectrum bands for cellular networks [20]-[24]. The
work in [20] proposes a power control scheme to guarantee
the covert communications of a D2D pair, and evaluates the
covert rate performance. In [21], the joint design of spectrum
allocation and power control is proposed for maximizing the
covert rate of a D2D pair, while the work in [22] investi-
gates the user trust degree evaluation and spectrum allocation
for achieving covert rate maximization. The authors in [23]
propose two artificial noise injection schemes to confuse the
detection of wardens and the maximum covert rate is further
explored under each scheme. The work in [24] explores the
covert rate maximization in the scenario with a safety area,
where the D2D transmitters are distributed such that wardens
cannot detect the existence of D2D transmissions.
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B. Secure Communications in D2D Networks

By now, there have been many studies about secure com-
munications in D2D networks [7], [14]-[19], [39]-[42]. The
work in [7] proposes a joint guard zone and threshold-based
access control scheme for D2D users aiming to maximize the
secrecy rate of cellular link. In [16], a closed-form expression
is derived for the probability of achieving non-zero secrecy
rate of the cellular link under the power power control of
D2D transmitters. The authors in [14] derive the probabilities
of secrecy outage and non-zero secrecy rate of cellular link as
well as the outage probability of D2D link. In [15], stochastic
geometry is used to model the D2D networks, where the
connection probability and secrecy probability are studied,
while the work in [17] first uses Poisson cluster processes
(PCPs) and Poisson point process (PPP) to model the locations
of all nodes, and then derives coverage outage probability and
secrecy outage probability. The work in [18] adopts recon-
figurable intelligent surfaces to improve the data transmission
rate of D2D link and the secrecy rate of cellular link. The
authors in [19] further propose a mode selection scheme
allowing D2D pairs to select one between the underlay and
overlay modes, and a spectrum partition scheme partitioning
spectrum between cellular and D2D links. The secrecy rate
and secrecy outage probability are further explored under these
two schemes. The work in [39] proposes a lightweight secure
and resilient transmission scheme for D2D communications
in the presence of a hostile jammer. Under this scheme, the
randomness of the wireless channel is utilized to generate
frequency hopping sequences for enhancing secrecy of D2D
communications against the active jamming.

Considering the secure communications between unmanned
aerial vehicles (UAV) and ground user equipments (GUs),
the work in [40] jointly optimizes the communication re-
sources, computation resources, and UAV trajectories to max-
imize the minimum secure computing capacity for the dual
UAV-assisted mobile edge computing (MEC) systems against
ground eavesdroppers. To against a flying eavesdropper, the
work in [41] maximizes the minimum secure calculation
capacity maximization by a joint optimization on the resources
and trajectory of UAV. Based on [41], the work in [42]
proposes a secure communication scheme aiming to maximize
the average security computation capacity and also guarantee
the minimum secure computation requirement for each GU.

Different from all above works, our paper investigates the
covertness and secrecy of wireless communications, which are
two typical PHY technologies. Thus, the active jamming can
also confuse the detection of the warden and the interception
of the untrusted relay for achieving covert and secure commu-
nications, through a flexible control of the transmit powers at
UE and BS. This indicates that our proposed method is also
robust against active jamming in D2D communications.

III. SYSTEM MODEL
A. System Model and Spectrum Sharing

As illustrated in Fig. 1, we consider a D2D-enabled uplink
cellular network consisting of a base station BS, a user
equipment UE, an untrusted relay R and a warden Willie. We
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Fig. 1: System Model.

assume that the direct link from UE to BS is unavailable. UE
desires to send confidential message covertly to BS through the
relay R, and R receives and forwards the message simultane-
ously using the amplify-and-forward protocol and full-duplex
(FD) mode. However, R is untrusted such that it also attempts
to intercept the message. We consider an intelligent Willie
such that it knows the signal is relayed by R. Willie utilizes
its received signal from both UE and R to detect the existence
of the transmission from UE to BS. BS also works over the FD
mode receiving signal from R and emitting jamming signal to
confuse the detection of Willie simultaneously. R is equipped
with a pair of transmission and reception antennas, and each
of UE and Willie has a single antenna.

We consider two types of spectrum resource sharing modes,
namely underlay and overlay modes. Under the underlay
mode, the D2D link from UE to R reuses the spectrum
resource of cellular link from R to BS, while under the
overlay mode, the system spectrum resource is partitioned into
two orthogonal parts: a fraction S of the spectrum resource
allocated to the D2D link and the remaining fraction 1 — 3
allocated to the cellular link.

B. Channel Model

We consider a time-slotted quasi-static Rayleigh fading
channel model in our network, where each channel remains
constant for one slot while changes randomly and inde-
pendently from one slot to another. The channel coefficient
from node ¢ to node j is denoted as h;;, which is modeled
as a complex zero mean Gaussian random variable with
variance \;;. Thus, the corresponding channel gain |h;;|?
is an exponentially distribution random variable with mean
Aij, and the probability density function (pdf) of |h;;|? is
given by fp, 12(z) = A%lijexp(—/\%). Here, i € {s,r,b}
and j € {r,b,w} where s,r,b,w denote UE, R, BS and
Willie, respectively. Consider channel reciprocity, we assume
the channel gain from BS to R is the same as that from R
to BS, i.e., |hpr|> = |hsp|?. To estimate the channel, UE and
R send pilot signals to relay and BS, respectively. Thus, the
channel coefficient hy, is known to UE by using the feedback
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from BS. Simultaneously, Willie can also receive the pilot
signals from UE and R, and thus Willie can perfectly estimate
its channels from UE, R and BS, i.e., Willie knows the channel
coefficients hgy, Ay and hy,, perfectly. Since Willie does not
give any feedback, and thus we assume that UE can only know
the statistical channel state information (CSI) of hg,,, h and
hpw by long-term observations. Since R and BS work over the
FD mode, Fig. 1 also illustrates the self-interference at BS and
R under the underlay and overlay modes.

This paper considers a centralized network scenario, where
BS can allocate a total power to different devices (i.e. UE
and R), and flexibly control the transmit power of each device
for achieving covertness. Only through allocating power to R,
it is willing to help UE forward data. The total power for
transmitting confidential message is P which is divided into
two parts: a fraction p of total power allocated to UE and the
remaining fraction allocated to R, the total power constraint
on two different devices is also explore in previous woks, like
[36], [43], [44]. To confuse the detection of Willie, BS emits
jamming signal with power P; following a continuous uniform
distribution random variable over the interval [0, Pj***], where
P is no more than an upper bound 2. The probability
density function (PDF) of P; is given by

1 P

P, 0 <P < PRex

fry(@) =137 S ()
! 0, otherwise.

We consider that Willie knows the distribution of P; by long-
term observations of received signals. However, it does not
know the realizations of P; in each time slot. In addition,
the additive white Gaussian noises at R, BS, and Willie are
denoted by n,, n, and n,, with variance o2, variance o7 and
o2, respectively. We assume that the total available bandwidth
of system spectrum resource is W MHz. Without loss of
generality, W is set to one throughout this paper.

C. Detection at Willie

From the perspective of Willie, he has to make a decision
on whether the transmission between UE and BS occurs or
not according to his observations. Therefore, Willie conducts a
binary hypothesis testing on his observations. The null hypoth-
esis Hy denotes that UE doesn’t transmit covert message to
BS and the alternative hypothesis H; denotes that UE performs
the covert transmission. Under the assumption, we use ¥, ()
to denote the i-th received signal at Willie, and then we have

N P]‘]’L w.ﬁj(i) +’I’Lw(i), Hyp.
yu (1) —{ Z/:\;Ehwaj(i)mw(i), H, @

where A = thwxs(i) + v (1 _p)Phrwxr(i)’ xs(i)7
x,(i) and x;(i) denote the i-th signal transmitted by UE, R
and BS, respectively, and E[|z,(7)|?] = 1, E[|z,.(i)]*] = 1
and E[|z;(:)|?] = 1, where E[] is the expectation operator.
1=1,2,...,nis the index of the received signals at Willie in
a time slot and n is assumed to be infinity, i.e., n — oc.
To conduct the detection, Willie adopts an optimal power
detector [45], which is given by

D
Y = 7, 3)
Do
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where Yy is the average received power at each time slot at
n
Willie and Yy = L 3 |y, (i)|?. 7 is the detection threshold

for the power deteét_olr adopted at Willie. If the average
received power at Willie is lower than 7, Willie decides that
UE does not transmit covert signal. Otherwise, it decides that
UE transmits covert signal. Dy and D; denote the decisions in
favor of Hy and H;, respectively. Consider the infinity number
of received signals at Willie, we have

|

Willie has to decide whether the transmission between UE
and BS occurs, we define two types of errors: false alarm
and missed detection. The former one is the event that Willie
makes a decision D; in favor of H; while Hy is true. The
probability of the event occurring Pr 4 is Pra = P{D;|Hp}.
The latter is defined as the event that Willie makes a decision
Dy in favor of Hy while H; is true. It occurring probability
Pyip is Pyp = P{Dp|H; }. We use ¢ to denote the detection
error rate at Willie and then formulate ¢ = Pp 4+ Pysp. From
the perspective of UE, UE does not know the value of 7, and
thus we consider the worst case that Willie has the minimum
detection error rate £. Once if the minimum detection error
rate ¢ can satisfy the covertness requirement, the process of
covert communications cannot be detected by Willie.

Pj|hbw|2 +0-72u7 Ho.
pP|hsw|2+(1_p)P|h7“w|2+Pj|hbw|2+072u7 H;.
“4)

D. Instantaneous covert and security rates

We now model the instantaneous covert rate from UE to BS
as well as the instantaneous security rate.

1) Underlay Mode: As illustrated in Fig. 1(a), under the
underlay mode, the D2D link from UE to R reuses the
spectrum resource of the cellular link from R to BS, and thus
the D2D and cellular links will interfere with each other, while
the transmission from UE cannot interfere with the cellular
link due to the fact that the direct link from UE to BS is
unavailable. We use y,-(¢) and ¥, (%) to denote the i-th received
signals at R and BS, respectively. Then,

Yr(i) = /pPharas(i) + /Pihupa; (i) + 25 () 4 1, (i),
(5)

(1) = /(1= p)Phowr (i) + 20 () + mp (i), (6)

where m(;) () and xgi’) () are the self-interference at R and
BS. Using self-interference cancellation technology, the self-
interference at R and BS can be reduced to a level close to the
noise, which can be modeled as a complex Gaussian random
variable, i.e., 27 ~ CN(0,002), 2 ~ CN(0, ¢02), where
@ and ¢ are the residual self-interference ratio at R and
BS [23], and o2 and o} are variances of the additive white
Gaussian noise at R and BS. ¢ = 0 and ¢ = 0 indicate that
the self-interference can be fully canceled. Since R adopts
the amplify-and-forward protocol, z,(i) = Gy, (i), and G is
the amplify factor given by G = L

\/pP‘hsr‘Q"l‘Pj‘hb7"2+(§9+1)0% '
Note that the jamming signal is also amplified by R and then
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transmitted to BS, and thus the received signal at BS can be
rewritten as

(1) = /(1 = p)PhoyG/pPhrs (i) + (i) + ny(4)
+ VA= ) Phoy G} (i) + n(3)). (7)

The instantaneous signal-to-interference-plus-noise ratio
(SINR) SINR, and SINR; at R and BS are given by

pP|hs:|?
SINR, = , 8
Byl 2 + (o + 1)o? ®)
and
Plhg, 2(1 - p)P h,. 2
SINR, PPl 2(1 — p)Plhyy) o

(pPlhsr|? + Pjlhur[*) (¢ + 1)op + alp + 1)

where a = 02((1—p) P|hsb|* 4+ (¢+1)o?). The instantaneous
covert rate R¢, from UE to BS under the underlay mode is
given by

RY = logy(1 + SINR,). (10)

The untrusted R also tries to eavesdrop the transmission
content when it receives the message from UE, the instanta-
neous secrecy rate Ry of UE can be determined as

RY = [log,(1 + SINRy) — log, (1 + SINR,.)] T, (11)

where [z]7 = max{x,0}. According to [46], we know that if
the relay adopts the decode-and-forward protocol, the SINR,
is equal to the minimum one between the SINR of the first
hop and that of the second hop. Note that in this paper, we
consider the relay adopts the amplify-and-forward protocol to
amplify and retransmit the signal from UE. This means that
the SINR; can be greater than the SINR,. in the first hop, and
thus the secrecy rate defined in (11) can be a positive number,
which has been verified in previous works [36]-[38].

2) Overlay Mode: As shown in Fig. 1(b), there is no self-
interference at R under the overlay mode. To ensure covert and
secure transmission, BS emits jamming signal with power P;
over the total system spectrum. Thus, the received signals at
R and BS are given by

Yr(i) = \/pPhsras(i) + /Pihora; (i) + n.(i),  (12)

and
(1) = /(1= p)Phuy, (i) + 2 (1) + my (0)
= V(1= p)PhyG /pPhers(i) + 2 (i) + ny (i)
+/(1 = p)PhyG (i),

where G is the amplify factor of R under the overlay mode
given by G = . Thus, the SINRs at R

13)

\/pp\hwupj|hb,,,|2+az
and BS can be determined as

2
SINR, — _PPlhsr

= P Wer] 14
Byl ? + 02 (1

and

(1 _p)P‘hrb|2pP|hsr‘2

SINR;, = :
"7 (pPlhsr 2 + Pyilher2)(6 + 1)o2 +
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Under the overlay mode, the instantaneous covert rate Rg
from UE to BS is expressed as

¢ = (1= B)logy(1 + SINR). (16)

The instantaneous secrecy rate Rg from UE to BS can be
modeled as

R = [(1 — ) logy(1 + SINR,) — Blog,(1 + SINR,)]*.
(17)

Similar to the secrecy rate defined in (11), we know that
the secrecy rate defined in (17) can also be a positive number.
Regarding the spectrum partition factor (3, it could lead to a
secrecy rate of zero. Thus, this paper optimizes the setting of
[ to maximize the average covert rate subject to the constraint
of a positive secrecy rate in the optimization problem of (46).
As shown in Fig. 10, the simulation result illustrates that the
positive secrecy rate is achievable.

E. Performance Metric

We define average covert rate and average security rate as
two performance metrics in our study.

We use ﬁlc to denote the average covert rate, which is
defined as the desirable covert rate without the transmission
outage subject to the constraint of covertness requirement.
Then, ﬁzc can be expressed as

R, =r.(1— PL), (18)

where i € {u, 0}, u and o represent the underlay mode and
overlay mode, respectively, 7. is the predetermined covert rate
from UE to BS, and P!, denotes the transmission outage
probability under the mode <.

The average secrecy rate ﬁ; is defined as the expected value
of the instantaneous secrecy rate, which is written as

R} = E[RY]. (19)

IV. DETECTION PERFORMANCE

This section investigates the detection performance at Willie
in terms of optimal detection threshold, minimum detection
error rate and its average value.

We use 7% and £* to denote the optimal detection threshold
and the corresponding minimal detection error rate, which are
given in the following theorem.

Theorem 1. The optimal detection threshold at Willie is

determined as
* [51: 52]7
S
T { [527 51])

and the corresponding minimum detection error rate is given
by

01 < 02

(51 > (52 (20)

‘ 0, 01 < 67

* = Plhsw|24+(1—p) Plhvo|? (21)
1-— L Pjgnax‘hbi‘z 3 61 > 52

where 61 = ijax|hbw|2 + 02, 62 = pPlhe* + (1 —

P)P|hrw|2 + Uzzw

plore. Restrictions apply.
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Proof. We first determine detection error rate . According to
the definitions of Pr4 and P,;p in Section III-C, we have

Pra = ’P{Yw > T|H0}
= P{Pj|hbw|2 + U?U > T}

2

T — O,

=P{P; > —%

{ J |hbw|2
1, T <02

(a) —o2

= 1-%, O'IQUST<61 (22)

0, 7'251

We further determine the probability of missed detection,
which is given by

Pyp = P{YW < T|H1}

It is notable that the detection error rate at Willie under the
underlay and overlay modes has the same expression. This
means that there is no effect of the selection between these
two modes on the detection performance of Willie.

A. Average Minimum Detection Error Rate

We use E* to denote the average minimum detection error
rate at Willie, which is the expected value of £* with respect
0 |hpw|?s |heo|? and |hgy|?. E* is given in the following
theorem.

. . . =k
Theorem 2. The average minimum detection error rate £ at

= P{pPlhsw|® + (1 = p)P|hrw|® + Pj|hbw|2 + 02 < 7} Willie is determined as

— 02 — pP|hgw|? — (1 — p)P|hyul?
_pip, < T2 0k Plheol ~ (1= pPlhl?
|hbw|
07 TS52
(:) P]’“Z%;EW’ 02 <7< ijax|hbw|2+52
17 T > P]max|hbw|2 + 62

(23)

where (a) and (b) are obtained since P; follows the uniform
distribution given in (1).

Then, we can obtain the detection error rate £ according to
the basic results of Pr4 and P,;p under the following two
cases: 01 < d9 and d; > 0o.

When 6; < 62, £ can be determined as

&=Pra+ Pup

1, . T <ol
1-— %, va <T<
=4 0 01 <7 <0 (24)
ﬁ G2 < T < PM¥|hyy|? + 6
1, T > PRy | + 02

We can observe from (24) that the minimum detection error
rate £ = 0 where the optimal detection threshold 7* €
[01, 2]

When 6; > 6, £ is given by

§=Pra+ Pyp

1, T <ol
2
T % 2
1 P;naxlhbw|27 (209 <7< 62
. §o—0?
= 1-— ‘P;naxlh:ulz, (52 <7< (S]_
T—0 2
Whiw\r"’ 01 <7< ijax|hbw| + 4§
J

1, T > PP¥{Ry, | + 6
(25)

Following (25), we have %5 < 0 when 02 < 7 < 4y,

or w
which indicates that ¢ decreases as 7 increases. When 7 €

[01, P |hpw|* + d2), we have % > 0 which means that

& increases with the increase of 7. Therefore, the minimum

. Plhsw|*+(1—p) Plhrw|?
detection error rate £* =1 — 2 I I‘Jmt,((‘hbp)‘Q‘ | , and the
i w

optimal detection threshold 7* € [d2, 01]. O
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(ijaxAbw)Q
T (PPN + (1= p)PAra) (PP Nyw + pPAsw)
« [1 _ PPAsw + (1= p)PArw B Apw + (1= p)PArw
Prax,, (T = p)PArw
(1 = p)PArw
PPo Ny, + (1 — p)PArw
. PP Xy pP Aoy
(PP Xow + (1= P)PAra) (P Ao + pPAcw)
P°PAswAsw PAsw (P Npw + (1 — p)PAm)}

n
PR (PAsw = (1= p)Arw) (1= p)Arw (PP Xpw + pPAsw)
(26)

<

|

+

+

Proof. Based on (21), we know that £* is a function with
respect to random variables |y, |2, | |? and | A, |2, each of
which follows exponential distribution. The averagg*minimum
detection error rate is the expected value of £*,i.e., & = E[£*].
Therefore, we have

& =E[¢]
= P{51 S 62}E[0‘(51 § (52}
pP‘hsw‘z + (1 - p)P|hrw‘2
) 6o YE[1 — 1) )
+P{ 1> 2} [ ijax‘hbw|2 | 1> 2]
/’p|hsw|2 + (1 - p)P‘her
=Pl 0o ME[1 — ) 1)
P{61 > 62 }E| P;nax'hbw|2 |01 > 2]
(27)

Since

2 - 2
P{o1 > 6} =P {Ihwa o PPlhsul +P(iax p) PR }

o j
- ﬁ%$ﬁmfmu®ﬁmw@)
X fih,w? (2)dzdydz

(P Npp)?

_ , (28
(PP% Ny + (L — p)PAra) (PP Ay + pPAgu) (8)

plore. Restrictions apply.
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and
pP|hsw|2 + (1 - p)P‘her
E[1 — ) 1)
b 0>
pP|hsw|2 +(1 - p)Plher
=1-FE 1) )
[ ijax|hbw|2 ‘ ! ~ 2]

A pPy+ (1 —p)Pz
= [ [ P @
pes J

Sihow2 W) fihy 2 (2)dedydz
_ pPAsw + (1 = p)PAry .
PR Ny
(1= p)PArw
PPNy + (1= p) PArw
ijax/\bw:op)\sw
PPNy + (L= p)PAr) (PP Aoy + pPAsw)
n P*PAsusw
PRy (PAsw — (1= p)Arar)
PAsw (PP Ny 4 (1 = p) PAray)
(1= p) A (PP Ny + pPAguy)

Substituting (28) and (29) into (27), (26) follows. ]

X

P]max)\bw + (1 - p)P)\rw

=1
(1= p)PArw

_|_

T

x In

(29)

V. COVERT AND SECRECY PERFORMANCE UNDER THE
UNDERLAY MODE

In this section, we first model the average covert rate and
the average secrecy rate under the underlay mode, and then
explore the maximum average covert rate by optimizing the
transmission powers at UE and BS.

A. Average Covert Rate Modeling

According to the definition of average covert rate in Sec-
tion III-E, the average covert rate under the underlay mode is
given by

Re =7.(1—P%). (30)

To determine Eé, we first need to derive the transmission
outage probability P¥ from UE to BS. It is defined as the
probability that the instantaneous covert rate of UE falls below
the predetermined covert rate r., and then we have

P! =P{R¢ < 1.} 31

We give the expression of the transmission outage proba-
bility P¥ in the following theorem.

Theorem 3. Under the underlay mode, if (1 — p)P|h.y|* —
0(¢p+1)of <0, PY =1, i.e. occurring outage for the cellular
communication from R to BS. Otherwise, P is determined as

pu _q_ _exp(bualp+1))
co max 2 2
OuPP> b |2(6 + 1) 7
x [1 = exp(—OuP} ™| hye|* (¢ + 1)o7)],

(32)

e (SR j— 1
where 6 = 27 1, and p = PP3 o [(A=p) Plha P=0(6 1)o7
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Proof. According to the definition of P in (31), we have
PY = P{log,(1 + SINR;) < r.}
= P{SINR; < 6}
= P{pPlher|*((1 = p) Plhys|* = 0(6 + 1)o7
< O(Pjlhr (6 + 1oy + alp + 1))}, (33)

if (1—p)Plhmp|? —0(¢p+1)0? <0, PY = 1. Otherwise, (33)
can be rewritten as

P =P {hsr|2 < O(Pjlher*(¢ + 1)o? + alp + 1)) }

pP((1 = p)Plhp|? — 0(¢p + 1)o?)

0(Pj|hpy|2(6+1) o2 +a(p+1))

P pP((1=p)Plhyy2—0(¢+1)07)
- / b Y Fin 2 (@), () dady,
0 0
(34)
where fp, (y) is the PDF of P; given in (1). Solving (34), (32)
follows. O

By substituting (32) into (30), we can obtain the expression
of average covert rate under the underlay mode.

B. Average Secrecy Rate Modeling

We use ﬁg to denote the average secrecy rate from UE to
BS. According to its definition, we have

Ry = E[RY]. (35)
We obtain Ry in the following theorem.

Theoig.m 4. Under the underlay mode, the average secrecy
rate Rg from UE to BS can be determined as

RY = Aor o E M (6 + Db + (o + D)
57 Prox|hy2(6+ 1)o7 In2 aXsr
g et Dal] (P |her[*(¢ + 1)oi + (¢ + D))
()| @+ b)) (@t D)her
(p+ Do :| PP |y, [*(¢ + 1)oiy }
- O(——r bln(1
Gaton,)| T+ =— e )
__ pPAs (Lot 1)03) N cp(lDf“""‘lhbrl2 + (g + 1)03)
Pmex|hy |2 In 2 PP Asr PP Asr
P]max|hbT|2
+1In(1 + 0T 1oz s (36)
where ®(x) = exp(z)Ei(—x), Ei(—z) = — [~ e "t~ 1dL,

a=pP(¢+1)o2, and b= p(1 — p)P?|h.p|*
Proof. According to (35), we have

Ry = E[log,(1 + SINR;) — log, (1 + SINR, )]
= Eflogy (1 + SINR; )] — E[log, (1 + SINR,.)]

max

= / / log, (1 + SINRb)f\hSTP (I)fpj (P])dl‘dpj
0 0

max

_ / i / logy (1 + SINR,.) fi,.. 2 (2) fp, (P;)dzdP;,
0 0
(37)

where fj;, 2(x) and fp, (P;) are the PDFs of |hg.|* and
P; given in Section III-B, respectively. Solving (37), we can
obtain (36). O

plore. Restrictions apply.
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C. Covert Performance Optimization

Our objective is to maximize the average covert rate from
UE to BS. This can be formulated as the following optimiza-
tion problem.

pfrlg?ggx R, (38a)
st. £ >1—¢, (38b)
Rg >, (38¢c)
0<p<1, (38d)

0< P <Q, (38¢)

where the constraint (38b) represents the covertness require-
ment, the constraint (38c) ensures the average secrecy rate
is not less than a given threshold rg, the constraint (38d)
represents the range of the power allocation fraction at UE,
and the constraint (38e) represents the range of the maximum
transmit power of jamming signal. Based on the complex
expressions of ﬁé and ﬁg, it is generally difficult to obtain
the closed-form solutions of the optimization problem. Thus,
a two-dimensional search over (p, Pi"*¥) is used to find the
optimal p and P;"**.

VI. COVERT AND SECRECY PERFORMANCE UNDER THE
OVERLAY MODE

In this section, we first model the average covert rate and
the average secrecy rate under the overlay mode,and then
explore the maximum average covert rate by optimizing the
transmission powers at UE and BS.

A. Average Covert Rate Modeling
Under the overlay mode, the average covert rate can be
formulated as

RG =7re(1—P2). (39)

To obtain the exact expression of ﬁoc, we first need to
determine the covert transmission outage probability P2 under
the overlay mode, which is given in the following theorem.

Theorem 5. Under the overlay mode, the covert transmission
outage P? from UE to BS can be determined as

B exp(—wda)
WS PP |y, 2§ + 1)
x [1 — exp (—wd P | by * (¢ + 1)o7 )],

P =1
(40)

if (1—p)Plhyp|?—6(¢p+1)02 > 0. Otherwise, P2, = 1. Here,
§=217-7 -1, and w = L

pPXor[(1—=p)Plhry2—6(o+1)07]"

Proof. Under the overlay mode, P2, is formulated as

Py, =P{Rg <rc}
= P{(1 — B)logy(1 + SINRp) < 7.}
= P{SINR; < 4}
= P{pPlhsr (1 = p) P|hss|* = 3(6 + 1)o7

< 8(Pjlher)*(¢ + Dop + a)}, (41)

we can see from (41) that if (1—p)P|h|*> —5(¢+1)o? <0,
P?, = 1. Otherwise, (41) is further rewritten as

§(Pj|hoe 2 (¢ + 1)op + )
pP((1 — p)P|hyp|? — (¢ + 1)o?)

max 5(Pjlhpr2 (04 1) o2 +a)

’ P((1=p)Plhyp|2=6(s+1)02)
- / /p o " fihon2 (@) fp, (Pj)dxdP;.
0 0
(42)

Pcoo = ,P{|hsr‘2 <

}

Solving (42), (40) follows. O]

Substituting (40) in (39), we obtain the average covert rate
R under the overlay mode.

B. Average Secrecy Rate Modeling

We use ﬁos to denote the average secrecy rate under the
overlay mode. According to the definition of the average
secrecy rate, we have

RS = E[RY], (43)

which is given in the following theorem.

Theorem 6. The average secrecy rate from UE to BS under
the overlay mode is determined as

DO (1 - ﬂ))\sr ijax|hb7"‘2(¢ + 1)0-13 + o
RS = Pmax h 2 2 a ©( )
£ ‘ b'r| (¢+ l)O'b In2 aAsr
o P |hy [*(¢ + Dajy + o
3] - 0+ o T
@ PP hy,|*(6 + Do
—(—— In(1 J
()| +oma+ . )
CBPhe [ ot g Pl 4ol
P;“ax|hbr [2In2 PP Asr PP Asr

+In(1 + (44)

o7

ijax|hbr|2 ):|

where a, b and ®(x) are given in the Theorem 4.

Proof. According to the definition of average secrecy rate
given in (43), we have

RS = E[(1 — 3)log,(1 + SINR,) — Blog, (1 + SINR,.)]
E[(1 — ) logy(1 4 SINR,)] — E[3log,(1 + SINR,.)]
(1 — B)E[logy(1 + SINR})] — SE[log, (1 + SINR,.)]

max

:(1_5)/0J /0 1og, (1 + SINRy) fin.. 2 (z) fp, (P;)dzdP;

PlRex oo
— /3/ / logy (1 + SINR,) fi., 2 () fp, (P;)dxdP;.
0 0
(45)

Solving (45), we can obtain the result in (44). O
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C. Covert Performance Optimization

Our objective is to maximize the average covert rate, which
can be formulated as the following optimization problem.

N é{ll%)r?ax Ry, (46a)
st £ >1—¢, (46b)

RS > rs, (46¢)
0<p<, (46d)
0<pB<1, (46¢)

0< P <Q (46f)

where the constraint (46b) represents the covertness require-
ment, the constraint (46¢) represents the average secrecy rate
under the overlay mode is not less than a given threshold
rs, and the constraints (46d), (46e) and (46f) represent the
ranges of power allocation fraction, spectrum sharing fraction
and the maximum transmit power of jamming signal, respec-
tively. Because of the complex expressions of ﬁoc and ﬁg,
it is usually difficult to obtain the closed-form solutions of
the optimization problem. Thus, we use a multi-dimensional
search over (p, 8, Pj**¥) to solve it.

Note that the optimization problems of (38) and (46) in-
volve the following performance metrics: average covert rates,
average minimum detection error rate and average secrecy
rates. The expressions of these metrics are very complex such
that it is difficult to obtain the closed-form solutions of the
optimization problems. However, there are only two variables
and three variables in (38) and (46), respectively. This leads to
a small solution space for each optimization problem. Thus,
we can also rapidly find a better solution in the small solution
space through multi-dimensional searching.

VII. NUMERICAL RESULTS

In this section, we present the extensive numerical results
to explore the impacts of some key system parameters on
the covert and secrecy performances under the underlay mode
and the overlay mode. To validate our theoretical covert and
secrecy models, we also conduct comparisons between the
simulation and theory results. We set the following parameters
as r. = 0.5 Mbits/s, rs = 0.1 Mbits/s, 7 = 0.8, |hp|? = 1,
=10, 0 =10% Ay = 1, dso = 1, Mo = 1, Ny = 1,
02 =107* W, 6} = 107* W, and ¢2 = 10=* W, unless
otherwise specified.

A. Average Covert Rate and Average Secrecy Rate under the
Underlay Mode

We investigate the impacts of power allocation fraction p
on the average covert rate ié and the average secrecy rate
ﬁg under the underlay mode for the settings of P;"** = 30
W, e =0.1, and P = {0.3,0.7} W. We summarize in Figs. 2
and 3 how R and Ryg vary with p, respectively. As shown
in these two figures, the theory results well match with the
simulation ones, which indicates that our theoretical models
can accurately predict R, and Rg.

We can see from Fig. 2 that as p increases, the average
covert rate Eg first increases and then decreases. This is due
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Fig. 2: The impact of p on ﬁé under the underlay mode.
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Fig. 3: The impact of p on ﬁg under the underlay mode.

to the following reasons. Note that Ri from UE to BS is
mainly determined by the minimum one between the covert
rate from UE to R and that from R to BS. Increasing p leads
to the increase of the transmit power at UE and the decrease
of the transmit power at R, which corresponds to the increase
of covert rate from UE to R and the decrease of that from R
to BS. When p is relatively small, the covert rate from UE to
R dominates ﬁé, and thus Eé increases with the increase of
p- When p continues to increase, the covert rate from R to BS
dominates Rg,, and thus R, decreases with the increase of p.
Another observation from Fig. 2 indicates that ﬁg increases
with the increase of the total transmit power P. This is because
increasing P leads to the increase of both the transmit powers
at UE and R, which corresponds to the covert rate from UE
to R and that from R to BS.

Regarding the impact of p on the average secrecy rate
ﬁ;, we can see from Fig. 3 that ﬁ; first increases and then
decreases with the increase of p. The reasons behind the

plore. Restrictions apply.
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mode. . . Su .
Fig. 4 that as ijax increases, R first remains at zero, then
reaches a maximum value and decreases. This is because as
. . . =%
120 : : T : : : P is relatively small, the covertness requirement § > 1—¢
N - cannot hold, and thus R, remains at zero. As P continues
1.05 H R . i
; i y to increase, the covertness requirement holds, and thus Rc
090 | : 1 reaches a maximum value. Meanwhile, increasing P;"** can
2z h . . .. . =u
£ ! also interfere with legitimate link from R to BS, and thus R,
20Pr decreases with the increase of PJ"a~.
Z 060 - : We now proceed to explore the impact of P** on RS, as
g H shown in Flg 5. We can see from Fig. 5 that as Pj"** in-
3 .
g 0BT ; creases, Ry first keeps at zero, then reaches a maximum value
g ;
2 030l : and decreases. This can be explained as follows. A relatively
< :
i O P=03 W, Simulation small P"#* cannot guarantee covert communication, and thus
015 H —e—P=03W.Theary 1 UE does not transmit information. As a result, Rg = 0. As
4 <& P=0.5W, Simulation Pmax
0.00 4 e P05 W, Theory | continues to increase, the covert requirement constraint
1 1 1 1 1 n 1
s 10 15 20 25 30 35 40 5 5o holds and thus RS reaches a maximum value. However, the
increase of P;"** can also interfere with legitimate link, which

Maximum transmit power of jamming signal, P{"™ (W)
leads to the decrease of Ry.

Fig. 5: The impacts of P;"** on ﬁg under the underlay
B. Average Covert Rate and Average Secrecy Rate under the

mode.

phenomena can be explained as follows. When p is relatively
small, the SINR at BS is mainly determined by the transmit
power at UE. As p increases, the SINR at BS increases, and
thus ﬁg increases. When p becomes larger, the SINR at BS is
mainly determined by the transmit power at R. As p further
increases, the SINR at BS decreases, and thus ﬁ; decreases.
We can also observe that for a fixed p, a larger P leads to
a larger ﬁg. This is because an increase of P can lead to an
increase of the SINR at BS.

To illustrate the impact of the maximum transmit power of
the jamming signal P;"** on Rc and RS under the underlay
mode, we summarize in Figs. 4 and 5 how RC and Rs
vary with P"®* for a setting of ¢ 0.1, p 0.5 and
P = {0.3,0.5} W. Based on these two figures, we can see
that our theoretical models can well predict R, and Rg.

Regarding the impact of P;*** on ﬁg, it can be seen from

Overlay Mode
As shown in Figs. 6 and 7, we explore the impacts of power

allocation fraction p on the average covert rate ROC and the
average secrecy rate ﬁos under the overlay mode for a setting
of P"** =30 W, e=0.1,8=0.8and P = {0.3,0.7} W. We
can observe from these two figures that our theoretical models
can well capture Ry, and Ry through the comparison between
simulation and theory results.

Regarding the impact of p on the RC, we can see from
Fig. 6 that as p increases, RC first increases, then achieves a
maximum value and decreases. This means that by a proper
setting of p, we can obtain a maximum RC As for the impact
of p on the RS, we can see from Fig. 7 that RS has the same
trend as R(.. Another observation from Figs. 6 and 7 indicates
that for each fixed p, a larger P leads to a larger §OC as well
as ﬁg The reasons behind these observations are similar to
these under the underlay mode illustrated in Figs. 2 and 3.
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030 Fm—————— T T T T We now examine the impact of P™** on R and Rg under
c s
O P=0.3 W, Simulation @ . J
' —e—P=03 W, Theory \"*@ the overlay mode for a setting of ¢ = 0.1, 8 = 0.8, p =
025 1 < P=0.7 W, Simulation e 4 0.5 and P = {0.3,0.7} W. The corresponding simulation and
--®- P=0.7 W, Theory AR . . . . .
@, theory results are summarized in Figs. 8 and 9, which illustrate
4 that the theory results well match with the simulation ones.

For the impact of P;"** on ﬁoc, it can be seen from Fig. 8
that as P]’»”“a”X increases, ﬁoc first keeps at zero, then reaches a
maximum value and decreases. Regarding the impact of P;"**
on R, we can observe from Fig. 9 that R has the same trend
as ﬁoc. Figs. 8 and 9 also illustrate that for each fixed P;na", a
larger P leads to a larger ﬁoc as well as ﬁg. The reasons behind
these phenomena are similar to these under the underlay mode

illustrated in Figs. 4 and 5.
Finally, we investigate the impact of spectrum sharing factor

o
o

Average covert rate (Mbits/s)
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Iy
T

e
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Maximum transmit power of jamming signal, P"** (W) B on Ry, and R% under the overlay mode for a setting of
P=05W,p=0.5 P =30W and ¢ = 0.1, as shown in
Fig. 8: The impact P> on ﬁoc under the overlay mode. Fig. 10. We can see from Fig. 10 that the theory results can
well match with the simulation results, and as [ increases,
both R and R§ first increase and then decrease. This is

because increasing § has a two-fold effect on covert/secrecy
rates from UE to R and these from R to BS. On one hand,
.. | ~more system spectrum resources are allocated to the D2D
"4 link from UE to R, leading to the increase of covert/secrecy
rates from UE to R. On the other hand, less system spectrum
resources are allocated to the cellular link from R to BS,
leading to the decrease of covert/secrecy rates from R to UE.
As [ is relatively small, the former dominates the average
covert/secrecy rates, and thus the increase of [ can lead to
the increase of ﬁoc and E‘;. As 3 becomes larger, the latter
dominates the average covert/secrecy rates, and thus it can
lead to the decrease of Ry, and Rg. A careful observation
from Fig. 10 indicates that when § = 0 and 5 = 1, both ﬁoc
and ﬁos equals to zero. This is because all system spectrum
resources are allocated to either the D2D link from UE to
R or the cellular link from R to BS, which can cause the
transmission from UE to BS to be unreachable.
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Fig. 9: The impact of P;"** on Rg under the overlay mode.
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Fig. 11: The impacts of €2 on the maximum average covert

rate under the underlay and overlay modes.

C. Maximum Average Covert Rate under the Underlay Mode
and the Overlay Mode

We now explore the impact of the upper bound 2 of P>
on the maximum average covert rate under the underlay and
overlay modes for a setting of ¢ = 0.1, p = 0.5, P = 0.3
W and S = 0.8. We summarize the theory and simulation
results in Fig. 11, which illustrates the theory results well
match with the simulation ones. This verifies the validity of our
solutions to the optimization problems under these two modes.
We can see from Fig. 11 that under each mode, the maximum
average covert rate first keeps at zero, then increases up to a
constant and keeps unchanged, as () increases. The reasons
behind the phenomena can be explained as follows. Under
these two modes, as €2 is small, the covertness requirement
constraint can not hold, and thus the maximum average covert
rate equals to zero. As €) continues to increase, the covertness
requirement constraint holds via increasing P;"***, and thus the
maximum average covert rate increases. However, as (2 further
increases, the optimal P;"** maximizing average covert rate
keeps unchanged due to the fact that increasing P}"** can also
interfere with the legitimate link from UE to BS, which leads
to the decrease of the maximum average covert rate. Thus, the
maximum average covert rate achieves a maximum value and
keeps unchanged.

To illustrate the impact of the covertness requirement &
on the maximum average covert rate under the underlay and
overlay modes, we conduct the theory and simulation studies
illustrated in Fig. 12 with a setting of P = 0.5 W and 2 = 30
W. Based on the observation from Fig. 12, we verify the
validity of our solutions to the optimization problems under
these two modes. We can observe from Fig. 12 that as ¢
increases, the maximum average covert rate increases under
each mode. Specially, when ¢ = 0, the maximum average
covert rate is also zero. This is due to the following reasons.
When ¢ = 0, the covert requirement constraint E* >1—¢
cannot hold, and thus the maximum average covert rate equals
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Fig. 12: The impacts of £ on the maximum average covert
rate under the underlay and overlay modes.

to zero. As ¢ increases, a small jamming power P;"®* can
ensure that the covert requirement constraint holds, and thus
the maximum average covert rate increases.

VIII. CONCLUSION

This paper investigated the joint covert and secure commu-
nications in the D2D networks. We first derived the average
minimum detection error rate of Willie, and the average
covert/secrecy rate under the underlay and overlay modes,
respectively. Based on these results, we further explored the
optimal power control to achieve MCR with the covertness
and security constraints under the underlay mode. We also
optimized the transmit powers and the spectrum partition
factor to achieve MCR under the overlay mode. The numerical
results indicate that the maximum average rate can be im-
proved by optimizing the power allocation between UE and
R, transmit power of jamming signal at BS, and spectrum
partition factor, while guaranteeing the secure communications
under the underlay and overlay modes.
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