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Abstract—Device-to-device (D2D) communications in cellular
systems improve spectral efficiency and reduce latency but also
create security challenges, as suspicious D2D links can bypass
base station monitoring and evade detection. This paper proposes
a theoretical framework for covert surveillance of such links.
A full-duplex Warden legitimately monitors a suspicious D2D
pair via eavesdropping in the presence of a base station and
a cellular user (Alice), covertly injecting artificial noise to aid
eavesdropping. We derive the average minimum detection error
probability at the D2D receiver and its optimal threshold for both
underlay (spectrum reuse) and overlay (orthogonal spectrum)
modes. To evaluate performance, we present an eavesdropping
non-outage probability metric, capturing the reliability of the
legitimate eavesdropping link while ensuring quality-of-service
(QoS) for cellular and D2D communications. To maximize this
metric, the transmit powers and the spectrum partition factor
are optimized under both modes, considering a fixed-power
adversary and an adaptive one that adjusts power to maintain
QoS. We solve the resulting non-concave problems by a unified
concave-convex procedure. Additionally, a flexible mode selection
scheme is proposed to reduce selection overhead while meeting a
minimum surveillance requirement. Extensive numerical results
demonstrate the effectiveness of the proposed framework in
enhancing covert surveillance.
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I. INTRODUCTION

Device-to-Device (D2D) communication has emerged as a
key technology enabling direct information exchange between
user devices without routing through a base station, offering
high spectral efficiency, low latency, and large throughput.
These advantages have led to its widespread adoption in di-
verse applications, including the Internet of Things (IoT) [1]-
[3], vehicle-to-everything (V2X) communication [4], emer-
gency communication [5], [6], edge computing [7], and un-
manned aerial vehicle (UAV)-assisted systems [8], [9]. How-
ever, D2D links can bypass base station monitoring, making
them vulnerable to misuse by malicious users for sensitive
information exchange or illicit activities. Such circumvention
of core network oversight renders traditional monitoring inef-
fective, highlighting the urgent need for active eavesdropping
mechanisms that enable authorized nodes to efficiently inter-
cept data from suspicious D2D communications.

To address emerging security challenges, active eavesdrop-
ping for suspicious link surveillance has been extensively
studied in wireless systems, with research efforts primarily
devoted to spoofing relay [10] and active jamming strategies
[11]-[20] (See Related work of Section II for details). In the
former, the monitoring node is disguised as a relay to transmit
spoofed signals, thereby inducing the suspicious source to
adjust its transmission rate in favor of eavesdropping. In the
latter, jamming signals are injected to deliberately degrade
the suspicious receiver’s channel quality, with techniques such
as beamforming [21], antenna selection [22], and coopera-
tive jamming schemes [16], [17] employed to mitigate self-
interference. These strategies have been further extended to
scenarios involving multi-node cooperation, and recent studies
have introduced deep learning methods to enable adaptive
selection of surveillance modes [13]. Overall, these approaches
share the common objective of enhancing eavesdropping per-
formance through optimal system parameter design.

Although significant progress has been made in jamming-
assisted active eavesdropping, existing studies have not fully
addressed three issues: the covert jamming strategy, the adver-
sary’s adaptive countermeasure, and flexible mode selection
under dynamic spectrum management. First, most assume the
injected jamming signal is overt [13], [14], [18], overlooking
that suspicious users may detect it, interrupt communication,
or alter their transmission strategy, causing the surveillance
to fail. Second, most assume the suspicious transmitter uses



fixed power [18]-[20], ignoring that a more capable adver-
sary in a realistic setting may adjust its transmit power to
maintain quality of service (QoS) and evade eavesdropping
when jamming degrades its link quality. Third, most works
consider only underlay (spectrum reuse) or overlay (orthogonal
spectrum) modes [16]-[20], neglecting how dynamic spectrum
partitioning and flexible mode selection can minimize manage-
ment overhead while meeting a basic surveillance requirement.
These gaps both compromise surveillance covertness and
fail to exploit the complex spectrum environment of D2D
communication systems.

To address these gaps, this paper is the first to investigate
covert active eavesdropping for suspicious D2D link surveil-
lance through a joint design of a covert jamming strategy
and spectrum sharing modes. In underlay mode, spectrum
reuse improves efficiency but introduces mutual interference,
so we exploit the cellular signal as additional interference
to strengthen surveillance while controlling transmit power
to limit its impact on the eavesdropping link. In overlay
mode, orthogonal spectrum reduces interference at the cost of
efficiency, so we optimize spectrum allocation to balance the
QoS of cellular and D2D communications while sustaining
the Warden’s monitoring performance. For both modes, we
further consider two types of suspicious adversaries, one with
fixed transmit power and one with adaptive power that adjusts
itself to maintain QoS under jamming. We jointly optimize
the transmit power and spectrum resource allocation to max-
imize surveillance performance while preserving covertness.
We also design a flexible mode selection mechanism over a
long horizon of multiple blocks, which weighs the surveil-
lance performance of the underlay and overlay modes against
their selection overhead to minimize this overhead while
meeting a minimum surveillance requirement. The studied
problem is also grounded in practical systems. Within the
Third Generation Partnership Project (3GPP) framework, D2D
communication is supported through Proximity Services and
sidelink operation [23]. A D2D link carries data directly
between the two devices without traversing the base station,
so monitoring a suspicious D2D pair is a real and valuable
task for public safety and legitimate surveillance. The studied
scenario thus has clear deployment relevance across a wide
range of practical settings.

The main contributions of this paper are summarized as
follows:

1) We develop a theoretical framework for covert active
eavesdropping in a D2D system comprising a base sta-
tion (BS), a cellular user (Alice), a suspicious D2D pair,
and a full-duplex legitimate Warden. The Warden injects
artificial noise (AN) to aid eavesdropping while staying
undetected by the suspicious receiver Dy. Under channel
uncertainty, we derive the average minimum detection
error probability of D, for the jamming signal in both
underlay and overlay modes, which gives quantitative
constraints for covert monitoring.

2) We model and optimize the eavesdropping non-outage
probability under both spectrum sharing modes. In un-
derlay mode, the model jointly captures the eavesdrop-
ping link and the QoS of cellular and D2D communica-

tions, and we maximize this probability under covertness
constraints by jointly optimizing the transmit powers
of the Warden and Alice. In overlay mode, the spec-
trum partition factor becomes an additional optimization
variable. For each mode, we consider a fixed-power
adversary in Case 1 and an adaptive-power one in Case 2
that adjusts power to maintain QoS under jamming.
Since these problems are non-concave, we propose a
unified concave-convex procedure (CCCP) that solves
both modes and both cases, with a convergence guaran-
tee and complexity analysis.

3) We propose a flexible mode selection scheme over a
long horizon of multiple blocks. We model the mode
selection overhead, a practical cost often overlooked in
real systems, and minimize it while meeting a minimum
surveillance requirement. Rather than staying in a single
mode, the legitimate surveillance system selects between
underlay and overlay modes according to the required
surveillance performance, which improves adaptability.

4) Extensive numerical results show how power control,
spectrum partition, and mode selection affect the eaves-
dropping non-outage probability in both modes. They
reveal the dual role of channel uncertainty: excessive
uncertainty on the suspicious link degrades D2D quality
and causes eavesdropping failure, whereas moderate
uncertainty on the jamming link can improve covertness
and effectiveness depending on the suspicious transmit-
ter’s power. Alice’s transmit power aids eavesdropping
within a certain range but becomes detrimental when
too high in underlay mode, while it consistently raises
the non-outage probability in overlay mode. The scheme
stays effective under both the fixed-power and adaptive-
power cases.

The rest of this paper is organized as follows. Section
IT reviews related work. Section III introduces the covert
eavesdropping system model. Section IV analyzes the de-
tection performance of covert AN transmission. Sections V
and VI model and optimize the eavesdropping performance
for the underlay and overlay modes and present a unified
CCCP-based solver. Section VII presents a flexible mode
selection mechanism. Section VIII provides numerical results,
and Section IX concludes the paper.

II. RELATED WORK
A. Active Eavesdropping

Active eavesdropping has been extensively studied to
improve legitimate surveillance in wireless systems. The tech-
niques like beamforming [21] and antenna selection [22]
enable efficient monitoring with low system complexity, while
optimization schemes for delay-sensitive and delay-tolerant
scenarios further enhance reliability and accuracy [11]. In
cooperative and multi-node systems, monitors can transmit
interference to assist others [12] or dynamically select between
surveillance and interference modes using deep learning [13],
and in relay-assisted or two-hop communications, adaptive
mode selection maximizes interception performance [14], [15].
To mitigate self-interference, alternating [16] and rotational



[17] interference strategies have been proposed, allowing
monitors to cancel their own interference while degrading
the suspicious link, and closed-form solutions for optimal
interference power further improve multi-antenna monitoring
[18]. Building on these approaches, covert transmission tech-
niques have been introduced to jointly optimize monitoring
effectiveness and stealth [19]. This work provides an important
benchmark for covert jamming-assisted surveillance. However,
it considers a basic suspicious transmitter-receiver-monitor
model with fixed suspicious transmit power, and does not
account for D2D-enabled cellular coexistence, cellular/D2D
outage constraints, or underlay/overlay spectrum sharing. In
D2D-oriented surveillance, underlay schemes leveraging up-
link signals and beamforming can enable simultaneous moni-
toring and communication [20], but the injected interference is
not modeled as covert AN detectable by the suspicious D2D
receiver, and overlay spectrum allocation and overhead-aware
mode selection are not considered. Therefore, the covertness-
performance tradeoff of covert jamming-assisted surveillance
in D2D-enabled cellular networks remains insufficiently ex-
plored, especially under adaptive suspicious transmit power
and practical mode-selection overhead.

B. Covert Transmission

Covert transmission aims to enable undetectable commu-
nication by exploiting uncertainties in power [24], distance
[25], phase [26], or time [27], making signals statistically dif-
ficult to distinguish from noise. Compared to noise uncertainty
[28], [29], which is difficult to control, channel uncertainty
[30], [31] is more designable and often arises from channel
estimation errors. Channel uncertainty has been shown to
significantly degrade monitor detection, can be jointly opti-
mized with interference uncertainty [30], and may dominate
noise uncertainty under high signal-to-interference-plus-noise
ratio (SINR) [31]. In D2D-enabled cellular systems, spectrum
sharing can follow underlay or overlay modes: underlay im-
proves spectral efficiency but introduces interference, whereas
overlay reduces inter-link interference and provides better rate
guarantees; in both cases, interference can serve as cover to
enhance covert performance. Covert-transmission models have
been developed to jointly optimize mode selection, spectrum
allocation, and transmit powers under both underlay and
overlay [32], [33]. However, these approaches have rarely been
integrated with active eavesdropping research, which seldom
considers D2D scenarios or jointly analyzes eavesdropping
strategies with underlay and overlay mode selection, leaving
a significant research gap.

III. SYSTEM MODEL
A. System Model

As illustrated in Fig. 1, we design a covert surveillance
system that consists of a base station (BS), a cellular user
(Alice), a suspicious D2D pair (D¢; Dy), and a legitimate
full-duplex monitor (Warden). The system operates in two
spectrum sharing modes: underlay and overlay.

In the underlay mode, all nodes share the same spectrum.
Alice transmits uplink data to the BS using a single antenna,

while D¢ communicates with D, over a single-antenna D2D
link. The Warden employs two antennas' to simultaneously
eavesdrop on D¢ and covertly transmit AN to jam Dy, intro-
ducing self-interference. Spectrum sharing causes additional
interference: the Warden’s AN and Dy’s signal affect the BS,
and Alice’s uplink signal interferes with both the Warden’s
reception and D;. Under this mode, there exist five link
types as shown in Fig. 1(a): communication, eavesdropping,
jamming, interference, and self-interference.

In the overlay mode, the spectrum is divided into two
orthogonal portions: a fraction  for Alice-BS uplink and
1 for the D2D pair and the Warden. Within this band, D¢
transmits to Dy, while the Warden simultaneously eavesdrops
and covertly jams Dy. Orthogonal allocation eliminates cross-
interference between the cellular and D2D transmissions. Un-
der this mode, four link types exist as shown in Fig. 1(b): com-
munication, eavesdropping, jamming, and self-interference.

The single cellular user and single D2D-pair model is
a basic resource-block-level coexistence model. It represents
one scheduled cellular uplink and one suspicious D2D link that
share the same resource block in the underlay mode or split
the spectrum in the overlay mode. This is an in-coverage D2D
surveillance setting, where the suspicious pair uses a direct link
that may bypass data-plane monitoring at the BS. Such models
are widely adopted in D2D-enabled cellular networks, since
they capture the core interaction among spectrum sharing, co-
channel interference, and QoS requirements [32], [33], [35].
The framework extends to dense multi-user scenarios. When
multiple cellular users or D2D pairs reuse the same resource
block, the system must handle user scheduling, resource block
assignment, per-user power control, aggregated interference,
and multiple QoS constraints, which complicates the analysis
and yields a high-dimensional optimization problem. This
paper therefore focuses on the single cellular user and single
D2D-pair model as an analytically tractable baseline. It reveals
the key tradeoff among covert jamming, Warden detection,
eavesdropping reliability, cellular user QoS, and D2D QoS.
We leave the full multi-user extension to future work.

B. Channel Model

We consider that all wireless channels in the system
undergo quasi-static Rayleigh block fading?, meaning that the
channel coefficients remain constant within each transmission

The two antennas at the Warden denote one transmit/receive pair assigned
to the surveillance task, not a limit on its total physical antennas. This corre-
sponds to the minimum separated full-duplex configuration for simultaneous
eavesdropping and AN/jamming, widely adopted in proactive eavesdropping
studies [19], [34]. A multi-antenna Warden then reduces to the special case
of selecting one receive and one transmit antenna from the available sets. We
leave the extension to multi-antenna beamforming or antenna-pair selection
for future work.

2This assumption suits the considered urban/indoor D2D scenario with
rich scattering and mainly non-line-of-sight propagation. Without a dominant
line-of-sight component, the received baseband channel is the sum of many
random-phase multipath components, so each coefficient follows a zero-mean
complex Gaussian distribution gi:j ~ CA'(0; i;j), where i:j = E{|gi:j|?}
is the average channel power gain. This Rayleigh fading model is a widely
adopted baseline in D2D-enabled cellular networks [32], [36]-[38].



TABLE I
SUMMARY OF NOTATIONS

Cellular user
Alice)

<

spx1Y; spx1° The eavesdropping non-outage probability of the Warden at D¢

S[X]g”; S[X]g” The system non-out: ity for the network
Pé’;out; P(:O;Out The transmission outage probability of the cellular link

The transmission outage probability of the D2D link

u .poO
F'd;out’ Pd;out

The predetermined threshold for the covertness requirement

The spectrum allocation ratio of cellular user Alice under the overlay mode

$U H 50 The normalized management overhead coefficient under two modes
Y H i The surveillance utility under the underlay and overlay modes
Umin The required minimum long-term average surveillance utility
Peff The long-term time-sharing fraction of the underlay mode
Np The total number of transmission blocks

block but vary independently across blocks®. Let g j denote
the channel coefficient from transmitter i 2 FA; D¢; WQ to
receiver j 2 fB; D; Wg, where A, B, and W represent Alice,
the BS, and the Warden, respectively. Under this model, the
channel gain jgi:jj? follows an exponential distribution with
mean j;j, whose probability density function (PDF) is given
by fjgi;jj2 (X) = % exp -
are denoted as follows: the communication links by ga.g and
Op,:D,» the eavesdropping link by gp,:w, the jamming link
by gw:p,, the interference links by ga:.p,. 9a:w. Ub,:B, and
gw:e, and the self-interference at the Warden by gw:w.

The suspicious transmitter D¢ transmits with power Pp,,
where 0 Pp, P,gf“. Alice transmits with power Pa,

X The channel coefficients

3The adopted quasi-static block-fading model captures block-level varia-
tions rather than continuous intra-block aging. Each coefficient gj:j remains
fixed within a transmission block and varies independently across blocks,
so over a long horizon the channel changes from block to block and the
statistical analysis averages over these fading realizations. This differs from
the time-varying channel-aging model in [39], where the channel matrix
evolves across successive time indices within one sounding round under a
first-order autoregressive process, and outdated CSI degrades the SINR and
data rate. Extending the proposed covert surveillance framework to temporally
correlated intra-block aging remains future work.

9i:j The channel coefficient between i and j, where i 2 FA; D¢; Wag; Interference link e _ _
j 2 fB; Dr; Wg nterference linl ;E ate monitor
<1} i The perfectly known part of di;j A - oA
. | —— Communication link
Yij The uncertain part of di;j . L
> > H — -+ =% Eavesdropping link
i;j The channel state information (CSI) uncertainty coefficient of channel gj s " e ing signals from the Warden
. . 2 link "
ij The mean of the channel gain jgj;jJ - — — - Interference links from , Alice,
J-z The noise variance at node j and the Warden
u. o The detection threshold at Dy Self-interference at the Warden
u ° The optimal detection threshold at Dy
PE The detection error probability at Dy
PE The minimum detection error probability at Dy (a) Underlay mode /
PE The average minimum detection error probability at Dy | | S-S ---
PDt _ The transmission power of D¢
PO POy The maximum and power of Dy L Allee R
PB;( The prescribed fixed transmission power of D+ in Case 1 ;5
Qg The target QoS reliability of the suspicious D2D link \ H ,-’ T
Pa The transmission power of Alice éi ," : — Communication link
Base station - . -
Pj The transmission power of the Warden ,', | Eavesdropping > Eavesdropping link
-’ . link _ PR I’
P}J:Overt The transmission power at the Warden satisfying covertness constraint 2" Jamming | * Jamming signal from the Warden
5 . 5 Rd link : Self-interference at the Warden
The maximum transmission power of Alice R4 i
.
The maximum transmission power of the Warden &' Susplcious
The normalized residual self-interference coefficient at the Warden Suspicious link
SINR"E')r; SINRI%r The i signal-to-i ence-plus-noise ratio at Dy
SINRyy; SINRYy The instantaneous signal-to-interference-plus-noise ratio at the Warden (b) Overlay mode
SINR%: SINR% The instantaneous signal-to-interference-plus-noise ratio at the BS
c4 H ce The instantaneous channel capacity at D . .
Dr’ Dy capactty at Pr Fig. 1: A covert surveillance system model under two modes.
C\L,'v: C\OIV The instantaneous channel capacity at the Warden
Cg; C% The instantaneous channel capacity at the BS
Rp. Rp The minimum required transmission rates of the cellular and D2D links . . . .
x The indicator uncion for the ventof successul savesdropping at the Warden where 0 Pa » while satisfying the uplink QoS

requirement at the BS. The Warden simultaneously injects AN
with power Pj, where 0 P, . Here Pg‘tax, , and
denote the respective maximum transmit powers.

Under the underlay mode, we denote the signals received
at the BS, Warden, and D, during the i-th symbol interval
by yglil, ywlil, and yg [i], respectively. These signals are
expressed as follows:

yalil = "Pagaesalil + Po, goue o, i1+ Pr gwea jwlil + nalil; (1)
yéulil = PPR 0w salil + o, 9o, solil+ © 3 gwew iwlil + nlil; (2)
and
3, li1= PPa gao, salil + * Poq ano, so,li] + PPy gwio, Jwlil + o, il (3)
Similarly, under the overlay mode, let y3[i], yo,[i] and
yp, [i] represent the received signals at the BS, Warden and
Dy, respectively. They are formulated as follows:

yglil = pagA;B sali] + nglil; “)

P S <N :
ywlil = Pp, 9w Sp.[i] + P Py gw;w Jwl(i] + nwli]; (5)
and
. P p N
yo,[il1 =" Ppb, 9o:;p, o [il + Pagw;p, jwli] + np,[i]: (6)

In this paper, we consider an infinite number of chan-
nel uses, ie, N ¥ A, Let i 2 f1;2;:::;ng denote the
index of each transmitted symbol. The random variables
Salil, sp.[il, and Jwli] represent the signals transmitted
by Alice, D¢, and the Warden, respectively. They satisfy
the following conditions: E jsalili? = 1; E jsp,[iliZ =
1; and E jjwlilj?> = 1. Here, E[] denotes the expectation
operator. As N becomes arbitrarily large, the average power of
each transmitted symbol converges to its expected value. The



parameter  denotes the normalized residual self-interference
coefficient at the Warden, with 2 [0; 1]*. In the considered
system, additive white Gaussian noise is assumed at the BS
and Dy. Specifically, the noise at the BS, denoted by ngli], is
the Gaussian random variable with zero mean and variance

2 (ie., ngli] CN(0; 3)). Similarly, the noise at the
Warden, denoted by nwl[i], has variance 3, (i.e., nwli]
CN(0; &))- The noise at Dy, represented by np,[i], is char-
acterized by a variance of ,%r (ie., np il CN(O; %r)).
The total bandwidth of the system spectrum is Wy, MHz.
Without loss of generality, we assume Wpy,, = 10 throughout
this paper [47].

D¢ employs a minimum mean square error (MMSE)
estimator to obtain the time-varying CSI [48]. Since imperfect
channel estimation is common, the D2D channel between D¢
and Dy inevitably suffers from estimation errors. Specifically,
the actual channel coefficient gp,.p, is modeled as

Op¢;Dr = DD, + GDe:D,s @)

where 0p,:p, denotes the estimation of channel coefficient
and &p,;p, represents the corresponding estimation error. Both
oD, and gp,.p, are assumed to be zero-mean complex
Gaussian random variables, with variances (1  p,:p,) D;:D,
and p,:D, DD, respectively. The parameter p,.p, 2 [0;1]
denotes the correlation coefficient between the actual channel
gain and its estimation error [49], [50].

The interfering link varies over time because of Doppler
shifts and multipath propagation, which introduces CSI un-
certainty. For covert jamming and eavesdropping, the Warden
can also transmit from a concealed position, so its signal
to Dy undergoes richer multipath. D, therefore struggles to
obtain perfect instantaneous CSI, and its channel estimation
accuracy is inherently limited. We thus model the interference
channel as the sum of a known component and an uncertainty
component, i.e.,

gw:p, = Ow:p, + Sw:D;,; (8)

where Qw:p, and gw;p, are independent zero-mean complex
Gaussian random variables with variances 1 WD, W:D;,
and w:p, w:D,, respectively. The parameter w:.p, 2 [0;1]
denotes the correlation coefficient between gw:p, and gw:p, -

C. Hypothesis Testing

D, must decide whether the Warden transmits AN to jam
it based on the received signal. This can be formulated as a
binary hypothesis test: Hp denotes no AN transmission, and
H1 denotes AN transmission. We first consider the underlay
mode.

4Here, is an effective normalized residual self-interference coefficient.
In practical full-duplex transceivers, self-interference arises from transmit-
to-receive leakage due to antenna coupling, circulator leakage, and power
amplifier nonlinearity. It is suppressed in stages, combining antenna-domain
passive isolation, radio-frequency analog cancellation, and digital baseband
cancellation [40]-[43]. In our model, gw;w captures the residual loop channel
after passive suppression, and € [0; 1] abstracts the remaining normalized
residual power ratio after analog and digital cancellation. This scalar model
follows common practice in full-duplex covert communication and proactive
eavesdropping studies and keeps the closed-form detection error probability
and outage probability derivations tractable [18], [32], [44]-[46].

1) Underlay Mode: Under the two hypotheses, the signal
received at D, can be expressed as:

Gp__ P . . .
Vo [i] = ppigA;DrSA[l]+ EQD‘;DrSD([l]’*nL{']v Ho; 9)
or Pagap,Salil +° Pp.gp,;p,So.lil + Pagw:p dwlil + np,[il; Hi;
. y . u — U f4)e === u
since Dy’s received vector yp = Yyp (1);:::;yp, (n) con-

sists of independent and identically distributed (i.i.d.) compo-
nents, each symbol yp [i] is a zero-mean complex Gaussian
random variable. Consequently, the entire vector is composed
of i.i.d. zero-mean complex Gaussian random variables.
Since the i.i.d. property of the received signal at D, each
symbol follows the distribution:
C

- CN 0;Pajga:n.j? + Pojgoen.i® + B, ; Ho
yo,[il

o T - (10)
CN 0;Pajga:n,j? + Po,jgpen,i? + Pajgwip,i* + 3, 5 Ha
where CN (0; 2) denotes a circularly symmetric complex
Gaussian distribution pgth zero mean and variance 2. The
total received power ?:1 yp, (1)~ is used as a sufficient
statistic for the hypothesis test performed at D;. In particular,
we define the normalized received power as

vy = 1 X

Dr —

n i=1

2
yp, () 1D
which serves as a sufficient statistic [51].

We consider an infinite number of received signals at Dy
in each transmission block, i.e., N ¥ 1, and then the average
received power Y5 at Dy under the underlay mode is given
by

u _ Paigap,j? +Po,joep it + B, Ho;
Yp, = ; 2 ; 2 ; 24 2. - (12)
Pajda:p,J° + PpJdp.:p,J” + Pajdw;p,J” + 5, Hu:

Based on the orthogonality principle of MMSE estimation,
the uncertainty in the suspect and interference links implies
that the mean square value of the channel gain from Dy to
Dy can be decomposed as E jgp,:p,j2 = E j0p.:p,j°> +
E j¥p.:D,J% , and similarly, the mean square value of the
channel gain from W to D, satisfies E jogw.p,j° =
E jOw:.p,j> +E jsw:p,j? [49], [50]. This indicates that the
mean square value of the actual channel gain is determined
by both the estimated channel and the estimation error.

Therefore, the average received power at D, under the
underlay mode can be expressed as

C . : . : . .
yu = Pajga:n.J” + Po.dp.n.i” + Podigoend” + 3, Ho;
PAjga:D,i® + Pp8o.:0,i* + Po.J8o.n,i* + Paidw:p, % + Pajgw:o 2 + 3,; Hu:
(13)

Based on the above discussion, D, performs threshold
test following the decision rule [52]: if Y5 is greater than the
predefined threshold Y, the decision D; is made (accepting
H1). Otherwise, if Yé‘r is less than the predefined threshold

Y, the decision Dg is made (accepting Hg). Accordingly,
based on the threshold test and the average received power
Yp,, the error probabilities are defined as Pg, = Prfyg >

“j Hog and Py, = PrfYy < “jH;g, where Pg, and
Pyp denote the false alarm and missed detection probabilities,
respectively.

Then, the detection error probability (DEP) is defined as
the sum of these two error probabilities, i.e.,

Pg = Pga + Pyp; (14)



where P denotes the DEP under the underlay mode. PZ =0
indicates perfect detection of AN, while P¢ = 1 corresponds
to complete detection failure.

The objective of D, is to accurately detect AN by
determining the optimal threshold “ that minimizes the DEP
P¢ ., based on the CSI of the suspicious and jamming links.
Since the Warden cannot know D,’s detection threshold Y,
a conservative worst-case analysis assumes that D, adopts the
optimal threshold minimizing its DEP.

2) Overlay Mode:

Under the overlay mode, D, performs a hypothesis test
using the average received power YE‘)’r as the test statistic
to detect the presence of a jamming signal. Leveraging the
orthogonality of channel uncertainties in the suspicious and
jamming links, the average received power at D, can be
expressed as

(PD(jQDt:Drjz +Po, g’ + B, Ho;
Y8 = (15)
' Pb.i8bep,J% + Po,j8pyin,J% + Pajdw:p,J? + Pajew:n,j2 + 3. Ha:
Similar to the underlay mode, based on the threshold
test and the average received power YS under the overlay
mode, the error probabilities are defined as Pgy = Prfygs >
©j Hog and Pyp = PrfYS < ©j H;g, where P8, and
Pyp denote the false alarm and missed detection probabilities,
respectively.
Thus, the DEP is given by

Pg = Pga + Pyp: (16)

This metric quantifies the detection performance of D, and
is closely related to the threshold ©°. In the overlay mode,
we consider a worst-case scenario in which D, operates with
optimal detection capability for AN. Under this assumption,
the DEP is minimized to evaluate the covert injection perfor-
mance. The analysis of hidden AN injection under both modes
is presented in Section IV.

D. Channel Capacity

1) Underlay Mode:

Consider the uplink transmission from Alice to BS under
the underlay mode. Let SINRg, SINRp,_ and SINRyy denote
the instantaneous SINR at the BS, D, and the Warden, respec-
tively. Since the D2D pair shares the same spectrum with Alice
and the BS, D, experiences interference from both the Warden
and Alice, while the Warden suffers from interference from
Alice as well as self-interference. Following prior work [49],
[50], we model the channel uncertainty as additive noise. Then,
the SINRs at the BS, Dy, and the Warden are given by

Pajga:j?

SINRY = - - - - ; (17)
Po, i90.::8i° + Pajow:ei? + 3
u Pbi0Dy;Dr i
SINRD, = 5. foo o Z+Paioao, Z+Poiowor e+ 5. (18
and
P, j9b wi’
SINRY, = D EDuW, (19)

Pajgawi’ + Pajowwi’+ &
Therefore, the instantaneous channel capacity Cg, Cp_ and
Cyy at the BS, D and the Warden are given by

Cg = Wpwlog, (1 + SINR%); (20)

Cp, =Wpwlog, 1+ SINR“Dr , 20
and

Cl = Whw log, (1 + SINRy,). (22)

2) Overlay Mode: Let SINRg, SINRD, and SINRy, denote
the SINR at the BS, D, and the Warden, respectively, under
the overlay mode. Then,

i i2

SINRG = PAloasl”, o)
B

Pb.idp.;D.J?
SINRp, = 5 Sl ; 24
T Podtouo 2+ Polgwio P+ B

and

; 2

SINRY, = —oJdoew] 05)

Pyjgwwi’ + 3
Due to spectrum allocation, the D2D link and the cellular link
are orthogonal in frequency. Thus, the instantaneous channel
capacities C3, c,gr and Cy, at the BS, Dy and Warden under
the overlay mode can be expressed as

Cg = Wy log, (1 +SINRR); (26)
C3, =@ )Wpwlog, 1+SINRE ; 27

and
CO,=( )Wowlog, (1+SINRS): (28)

IV. DETECTION PERFORMANCE

This section investigates the detection performance of
the suspicious receiver under channel uncertainties, where
D¢ ceases transmission once D, detects jamming from the
Warden. Specifically, we characterize the false alarm and
missed detection probabilities, derive the optimal detection
thresholds and corresponding DEPs, and obtain the average
minimum DEP for both underlay and overlay modes.

A. Probabilities of False Alarm and Missed Detection

We denote by PE, and Py the false alarm and missed
detection probabilities under underlay mode, and by P2, and
Pup their counterparts under overlay mode. The correspond-
ing detection thresholds are Y and ©. We obtain these two
types of probabilities in the following theorem.

Theorem 1. The probabilities of false alarm and missed
detection under the underlay and overlay modes are given
by

8 . u .
El, 0s

PEa = (29
Fexp n Lovs g

DD PD: DDy



where o = Pp, i8p.:0,i° +Paigan,’+ 3 andTy = Y
0. We further determine the probability of missed detection
as

T2
DD, PD, DD,

b0 Po: DeDr wip,P3 wip, (30)

T2
W;D,PJ W;Dr

8, )
% DeDPD. DD, 1 €Xp

w:p,Ps wpp, 1 exp
u .
> 1

D:;D,PD: DeD: w;p,.P3 w;p,

where 1 = Pp, j8.:0,J° + P3i0w:p.J” + Paigap,i’ + 2
and T, = ¢ 1. The expression in (30) is derlved
for the general non-degenerate case p,.p,Pp, p.D, &
w:p,Ps w.p,. When p.p,Pp, DD, w:p,Ps w:p,,
the corresponding special case can be obtained by tak-
ing the limit of (30), which yields Pyp = 1 exp
T2=( py;p,Poe D) 1+T2=( bip,Po. DD,) for
1.
Proof. We provide the derivations of PZ, and Py, in Ap-
pendix A. Similarly, under the overlay mode, the derivation
of P2, and P follows the same procedure as that of PZ,
and Py, and is therefore omitted here for brevity.

u>

B. Optimal Detection Thresholds and Minimum Detection
Error Probabilities

We denote the optimal detection thresholds at Dy under
the underlay and overlay modes as Y and © , respectively.
The optimal thresholds and the corresponding minimum DEPs
are given in the following theorem.

Theorem 2. The optimal detection thresholds at Dy under the
underlay and overlay modes are expressed as

U =Pp, i0pu0.0° + PaiOwip, i’ + Paigan,i’ + + 2, 3D

and

° =Pp,j0p.p,i* + Paidw.p i’ + + B, (32)

Given these optimal thresholds, the minimum DEPs under
these two modes are identical and denoted by Pg. Then,

!

Pyibwo.i +
Pe=PY =P =1+exp 2Mwind *
0D, PD, DD,

w:p.P3 w;p, exp
+

DD PDe DD, EXP

b0 P DD, wip,Ps wip, .

o6 Poe Depr wipPa wip, 0D PD, DD, Wi, PJ W(E§3)

where = _ PubPpe pepe win,Ps wip,
w;p,P3 wip,  buD.Pbe DD,
P P.iOw:n, i2
n 1 1 WDr 3 WD o J]Q\NDJ
Dr. Dt D¢;Dr

Proof. The detailed proof 1s pr0V1ded in Appendlx

According to Theorem 2, the minimum DEP at Dy is
identical for both underlay and overlay modes. This follows
from the worst-case scenario for the Warden, where D, is
assumed to have optimal detection capability.

We assume D, knows the instantaneous channel gain
j9a:D,J? exactly, so Alice’s signal does not affect D;’s detec-
tion of Pj. Unlike the suspicious D2D pair and the concealed
Warden, Alice is a legitimate cellular user scheduled by the

10 T T T T T T T T T
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Fig. 2: The average minimum DEP ﬁ versus Pj under various
and W;Dy-

Dt;Dr

BS, so its channel is accurately estimated from uplink pilots.
This gives Dy the strongest detection capability and thus the
worst case for the Warden. If P stays covert under this optimal
detection, it stays covert under weaker conditions. When the
Alice-Dy link is also imperfect, the extra uncertainty weakens
D,’s detection and eases covert injection, as Section IV-C
verifies. Covert communication studies commonly adopt this
worst-case setting [19], [28], [32], [44], [50], which serves as
a stress test for the proposed scheme.

Theorem 3. The average minimum DEP PiE at Dy is expressed
as

(x) (x)

DD PDe DD, EXP w;pPs wip, €xp

ouoPoe DD w:p,P3 wip,
pebPo. DD wipPa wip, puDPoe DD WiD P wiD,
! exp X dx:
T w)Ps wp, @ wp)Ps wp, (34)

Proof. In (33), the minimum DEP P is a function of the
random variable P3jOw:p,j? and denoted by o i0w:0,2(X)-
Then,

1 X
exp

Tesiowoni () = (7 : (35)

w:p,)P3 w:p, (1  wpJ)Ps wp,

The average minimum DEP, denoted by PTE Therefore,

the average minimum DEP is calculated as

Zq

Pe = Pe(X) Tpjow.n,j2(X) dX: (36)

By substituting (33) and (35) into (36), we obtain (34).
To ensure covert AN transmission, the Warden must
satisfy the covertness constraint P~ 1 " fora given" 0.
Fig. 2 shows that the average minimum DEP P de-
creases with increasing jamming power Pj, as higher P,
improves D,’s detection of the jamming signal, reducing the
chance of successful covert transmission. The figure also
illustrates the effects of the CSI uncertainty coefficients. Over
the considered range of Py, Pg rises with both p,.p, and
Ww:D,» SO larger uncertainty on either link makes the jamming

harder to detect at D, and promotes covert transmission.
Under the same jamming power Py, alarger p,;p, yields
a higher Pg. When p,.p, = 1 (fully uncertain suspicious



link), Pg is much higher than those forp,.p, = 0:3 or

0:6, showing that the suspicious link uncertainty weakeyis D
detection. A larger w.p , raisesP in the same direction and
also enhances covert transmission, but its effect is weaker than
that of DD, -

Analysis of the average minimum DEPs shows that uncer-
tainty in the suspicious link affects 3 detection more than
that in the jamming link. As channel uncertainty impactssD
ability to detect B, which in turn shapes the Warden's transmit

strategy, covert surveillance performance can be controlled by
adjusting B. Fig. 3: Impact of imperfect Alice—p CSI on the average minimum
detection error probability.

(a) P versus ap .. (b) PY versus B.

C. Robustness Discussion on Imperfectly Known Alige-D o . .
CSl Remark 1. This interpretation extends to a multi-cellular-

We now test the robustn fthe pr d schem Wuser underlay scenario with K co-channel cellular users
€ nowlest In€ robusiness ot the proposed scheme WHEn. ¢, 1,71, Ak g. With perfech( -D; CsI, Dy knows

D; knows the Alice—D channel imperfectly. All quantities in K
the aggregate cellular user power,_, PAk j9a. D, J and
this case carry the superscript y. We model the coef cient & UK
dapts |ts d ectlon threshold to" = Pp,j0p,D,]
O0ap, =0aD, t 8aD,, With estimate g5, and error gp, t PP
X ' ’ HQWD j + k 1 Pa,j9a, D, j + + . Under imperfect

Both are independent zero-mean complex Gaussian rand
§SI the unknown terms form an aggregate uncertairftyt)

variables with variances (1 a; o, and p Dy
(L ap.) ao, A k1 Pajfaco, j?, which appears under both hypotheses

where ap, 2 [0; 1] is the CSI uncertainty coef cient. Setting
ab. =0 recovers the perfect-CSI case above and adds only background uncertainty at, Bveakening its
Y ' AN detection.

Following Up = Pp,j8p,.p,j? and Uy = Pjjgwp %
we dene Us = Pajgap,j?. It is independent of Y
and Uy and follows an exponential distribution with mean
aD,Pa ap,. Thus U appears under both hypotheses and
acts as background uncertainty, not useful detection informa- In this section, we develop a theoretical model for War-
tion. Appendix C gives the received statistic with the falsden's surveillance performance based on the system eaves-

V. SURVEILLANCE PERFORMANCE UNDER THE
UNDERLAY MODE

alarm and missed detection probabilities. dropping non-outage probability, which accounts for Warden's
Let YW be the detection threshold, and de ng” = eavesdropping and the communication non-outage probabili-
Paj0ap,i2+Pp,j0p.0,j%+ 3, and ¥ = Y+P;jdwp,j2. ties of both the cellular and D2D links. We then formulate an

The DEP equals one for % ¥ and decreases beyond itoptimization problem to maximize this metric by optimizing
so the minimum lies in W > uy . With X = P ,j0w.o ,j2 and the transmit powers of Warden and Alice.
y=w ¥ 0, the DEP |n this region is Y ( Y;x) =
1 Fussup(Y+X)+F usup+uy (Y), where Ry, wu, () A. System Eavesdropping Non-Outage Probability Modeling
and Fu, +u,+u, () are the cumulative distribution functions 1o evaluate system security, we de ne the system eaves-
of Ua +Up and Uh +Up +Uyw derived in Appendix C.  dropping non-outage probability S[%], as the product of
The optimal threshold is ¥ = ¥ + Y, where warden's eavesdropping non-outage probability and the non-
¥ minimizes the DEP. An interior optimum satis esoutage probabilities of the cellular and suspicious D2D links.
fussuo+uw (V) = fuswuo (Y +x). Unlike the perfect- This metric can be expressed as
CSiI case, this optimum is implicit and admits no closed form.
The minimum DEP is S[X]all = S[X] “1Pg c;out 1P ;:out ; (38)
. (37) where S[X} denotes the eavesdropping non-outage probabil-
ity of Warden at [, with X representing the event that Warden

ince x is random, the average minimum DEPAY = successfully performs eavesdropping, which can be expressed

¢ PY (f pyjgwo 2 dX. FOr ap, =0,Us =0and 25

u —_
Pl (0=1F yasup, Y *+X +Fusupsuy

(
1; ifCW C Ds

the model reduces to the perfect-CSlI case. Ras, > 0, Up X = _ (39)
adds background uncertainty that weakenss Dletection of 0; otherwise;
P;. where X = 1 denotes the eavesdropping non-outage event

Fig. 3 shows this effect on the average minimum DEP. I which Warden successfully decodes the message, whereas
Fig. 3(a),Pg” grows with AD s since a larger uncertainty X = 0 corresponds to the outage event where decoding fails
strengthens W = P ajgap,j? and makes the Warden's AN[11]. Then, S[X} can be expressed as
harder to detect. Fig. 3(b) shows that the perfectly known casg[x]u ZPrCY CUY =Pr SINRY SINR : (40)
yields the lowesP.” , whereas imperfect CSI raises it. This w br ™ w Dr -
con rms that perfect Alice-[p CSl is a conservative worst- The outage probability is the probability that the instanta-
case benchmark for the covertness of the proposed schemmeous channel capacity falls below a threshold of transmission




rate, resulting in a decoding failure. We usgy Cand Gz The full extension thus requires joint power control, aggregate
to represent the instantaneous channel capacities of DRiferference management, and multiple QoS constraints, which
link and cellular links, respectively. )R and Rs are the raises the optimization dimension.

corresponding thresholds of transmission rates for these two

links. Thus, the outage probabilities of cellular and D2D linkg system Eavesdropping Non-Outage Probability Maximiza-
under the underlay mode arel!R, = PrfC g < Rgg and tion

— < -
Paiout PriC 5 RDg’ with non- outage probabilities Under the underlay mode, we maximize the system
@ P Out) and (1 P dout )» respectively. We further obtain . -
u : eavesdropping non-outage probability SfK]over the War-
and R}, in Theorem 4.
den's covert jamming power fand Alice's transmit power

their expressions of S[X] Pélout » Hou
Theorem 4. Under the underlay mode, the eavesdropping n BA, subject to the covertness requirement. The power of the

outage probability S[XJ, the transmission outage probability

Pgout Of the cellular link and B, of the D2D link are given

suspicious transmitter{Dde nes two cases: xed (Case 1) and
adaptive (Case 2).

by . Case 1 (xed B,).
1 2
u— D, X .
SIXIP= - Lexp g e max S[Xan; (44a)
(T op,)Po. piD, 5 "
(I  b,p)Pp, byp, * DD, Pp, DD X s.L I:’E 1 (44b)
(I  bp)Po. bip, 0 Pa ; (44c)
(1 b.0.)Pp, DD, *Pa AD X 0P, : (44d)
(@ o.0)Po, b, ]
(1 b.0.)Pp, DD, *PJ wp, X where (44a) follows (38). Constraint (44b) keeps the average
Py waw exp by (41) minimum DEP P no less than 1 " for the covertness
: For oo requirement ". Constraints (44c) and (44d) boungd &d P
Po, pow 1+ §;‘l Al‘jvtv\: 1+ EDJ‘ Vé‘ﬁwx by and .
Pa aw €Xp st We rst analyze the optimal structure, starting with.P
* - Lo Prawx 2 14 Pouws Let Pfo¢" = f(") denote the covert jamming power that
D Diw Por bow o Poc ouw solvesPz =1 ". When f(") ,any P ;> f(") violates
exp X ' the covertness constraint (44b) and forcegs © suspend
+ dx; .. . "
Po, pow 1+ SAswX gy Poowwx transmission, giving S[X], = 0. When (") > , every
o . P; 2 [0; ] stays covert and only the budget binds. The
, Asexp —* feasible range is thus 0 B min(;P §over).
Peou =1 ¢ ns * P we)( as * Po o) (42) Case 2 (adaptive f,). Here Db drops the xed power.
It presets a target reliability Qand transmits at the minimum
and in i
power RS that meets @ under the current interference.
Pllout =1 (I__owo) oo, Although D cannot separate the covert jamming from the
(2 oup) beoc * Pooc oupe oo, background noise, the D2D pair senses the raised interference
(I bep,) bep, and adapts B, accordingly. Stronger interference forces D
(T bep) pep, * P A ap, (43) to raise power to hold the target, whereas a smallgtdvers
(1  b.p,) DD, both the required power and the surveillance exposure at the
1 b,0,) bio, +P 3 owp, cost of D2D reliability. In practice @ stays above a minimum
2 service reliability, typically no less than 0:9 [53]. The Warden
exp 5 ; and the BS do not set Qbut anticipate and exploit this
(I bup) b, ) S
I R oW behavior when designing j;Pand By. Case 2 thus captures
where = 2re o ] and = 2re= w1 the surveillance performance under dynamic power control.

Pa Pp, ' With Pp, adaptive, the xed B, in both the objective and
Proof. The main derivations of S[X] Pcoy , and o @ré  the average minimum DEP; becomes B, while the P
provided in Appendix D. and Py constraints stay unchanged.

Remark 2. The underlay eavesdropping non-outage formu-

lation extends to multiple cellular users by replacing the max SIXIg Pa;PB" Py ;

i;mgle user interference with thS: aggregate terrﬁ%l = st P Py; Pmln 1" (45)
<1 PaJgacwi® and o = iCy Pa,ja,p,j° in the (44c); (44d);

SINR expressions, which gives the eavesdropping non-outage ’ '

probability S[X}*K = PrfSINR \  SINR 5 g. Since where - .

the aggregate interference affects both the Warden and D Po." (Pa:Ps), 0<Pm'tnp x Po.; (46)

its impact is not monotonic and depends on the relative u ] ) )
strengths of the A~W and A—D, links. Under the D2D 1 Pgou (PaiPo,iPs) Q o

and K cellular QoS constraints, the syftem -level probabiliﬂﬁ (46), Q4 is the target QoS reliability, that is, the minimum
becomes S[){;], =S[X]YK 1 P dout e (L P D2D non-outage probability 1 R and RS is the

S.t.

out k ) d;out
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. R R
maximum transmit power of D Since B)" is the smallest 2T 1 20W e 1

power meeting @, Pp, becomes a function of Pand p. Where = Px and = , with Rg and
If even P fails to meet Q, the link is infeasible and Rp denoting the desired rates of the cellular and D2D links,
S[X]y, =0. respectively.

From (18), (19), and (40), the objective is highly nonProof. The proof of Theorem 5 is similar to that of Theorem
concave in B and Pa. Self—interference makes S[XJnon- 4. Thus, we omit the proof process here.
monotonic in B, while Pg,,, and Ry, both rise with B.
This trades eavesdroppmg gain against system outage and rBle?System Eavesdropping Non-Outage Probability Maximiza-
out jamming at full power. A larger P lowers R, but tion
raises R, , a further trade-off. Case 2 shares this structure,
with P,g‘t‘” replacing the xed B, , so the objective stays non-
concave. Closed-form optima,Pand P, are thus intractable
in both cases, and we develop a uni ed low-complexity solver
based on the CCCP in Section VI-C.

In the overlay mode, we jointly optimize the spectrum
partition factor and the transmit powers Pand P to
maximize the system eavesdropping non-outage probability,
while accounting for the outage probabilities of the D2D and

cellular links. As in the underlay mode, the power of D
VI. SURVEILLANCE PERFORMANCE UNDER THE OVERLAY denes a xed case (Case 1) and an adaptive case (Case 2),
MODE now with the extra variable .

In this section, we formulate an optimization problem Case 1 (xed B,).

to maximize the system eavesdropping non-outage probability max  S[X] (52a)

S[X]3,, by optimizing the transmit powers of Warden and PPy

Alice and the spectrum partition factor. st. O 1; (52b)
(44b); (44c); (44d); (52c¢)

A. System Eavesdropping Non-Outage Probability Modeling
We denote the system eavesdropping non-outage prop&ere S[X}, follows (47), (52b) bounds , and the remaining
bility by S[X]Y,, which is de ned as constraints repeat those of the underlay mode.
0 _ o o ) Case 2 (adaptive f,). Case 2 follows the same design
SXJar =SIX]° 1 P & cout 1 P gou : (47) as underlay mode. Dtransmits at the minimum power,gl:-"1
where S[XP denotes the eavesdropping non-outage probabiieeting its preset @ and the Warden and the BS exploit this
ity of Warden at Q, and R2,,; and R}, are the transmission when optimizing , Pa, and R. The difference is that the
outage probabilities of the cellular link and the D2D linkoverlay D2D outage probability f2,, depends on rather
respectively, under the overlay mode. From (39), than B., so the adaptive power become%“t'P( Pj. It
_ _ o o . replaces the xed B, in the objective and in the average
SIX]P=Pr Cy Cp, =Pr SINRy SINR G - (48) \inimum DEPPg, leaving the constraints unchanged.
Under the overlay mode, the cellular and D2D out- -

age probabilities are given by, = Prf W p, log,(1 + .max, S[Xlai ;P APy Py ;

SINRE) < Rgg and Rout = Prf(l )W pylogy(1 + st. Pz Py; pm'n 1" (53)

SINRR ) < R pg, with non-outage probabilities (1 )

and (1 P 2o ) respectively. The expressions of SEX] (52b); (44c); (44d);

Plout » @and Ry, are provided in Theorem 5. where .

Theorem 5. Under the overlay mode, the eavesdropping non- PO (5P 3), min  Pp,;

outage probability S[XJ, the transmission outage probability 0<Po P oy (54)

P&out Of the cellular link and B, of the D2D link are given st. 1 Pgou(iPoiiPs) Q

by - ] Here Qi, P, and F{}‘ti” keep their underlay de nitions.
SKP=  1ew m If even P fails to meet Q, the link is infeasible and

@ 0.0)Po oor S[X]g, = 0. The objective stays non-concave in ,sR and
@ ?ll‘DJPD« ';;D* o0 Poc oo, X (49) P;, so no closed-form optimum exists and both cases use the

CCCP of Section VI-C.

(1 p:o)Po pip, Py wp X

2
X
exp W

Py wwPo, oow* & (Po, oow + P 3 ww X

oo - ——— o C. CCCP-Based Solution for the Underlay and Overlay
PO =1 ex : (50) Modes
ciout P B Both problem (44a) and problem (52a) are non-concave,
and and a direct grid search over their feasible boxes scales poorly
po. =1 (. ouol) oo, with the variable dimension. We therefore solve them with a
@ ow) oo+ Poo oipe pios uni ed CCCP [54], which maximizes a sequence of concave
7 D(}D ; o;;o{;) JrotlfrJ — (51) surrogates and treats the underlay and overlay modes together
R o with Case 1 and Case 2 under one procedure. CCCP is an

Dy

ex P ] S
P (1 obupe) oep:

effective solver for non-convex resource allocation in wireless
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Algorithm 1 Uni ed CCCP for Underlay and Overlay Mode
Optimization

1:

Input: mode m, case index, feasible box,V case-speci c
parameters (B for Case 1, or Q and Rj'® for Case 2),
regularization p, min » Smoothing constant > 0, and
tolerances ;p >0.

2: Initialize: vﬁ?’ 2V, and © 0.
3: repeat )
. . “+1 . PR .
(a) Underlay. (b) Overlay. 4: Obtain from (55) by interior-point, with
_ _ _ m (V) = log(EvALOBJ(V) + ).
Fig. 4: Convergence analysis of the unied CCCP under the underlay and 5 N

overlay modes.

6: until S[X]T,

m

(Vi) SIX] Bk ) <

7. Output: v, =v &) and SIX[T = S[X] T (V).

networks, such as energy-ef cient D2D mode switching [55]
and joint communication-caching-computing allocation in mo-g:
bile edge networks [56]. 9:
We let m 2 fu; og index the underlay and overlay modesio:
and stack each mode's variables intg wwith vy, = [P o; P3]T 11
and v, =[;P a;P;]", giving dimensionsg=2andd, =3. 12:
The feasible box ¥ follows each problem's constraints. The
two cases differ only in how [, enters the objective. Case 113:
xes it at Pp . Case 2 replaces it by the minimum feasible.4:
power RS\ (vim ), recovered at each objective evaluation by as:
one-dimensional bisection of tolerange that meets the D2D 16:
QoS target. Since J; decreases monotonically withpP,  17:
this power is uniquely determined whenever the targgti€) 1s:

function EVALOBJ(V)
if Case 1 then

Seth, =Py .
else
Solve (46) or (54) for R‘" (v) by bisection on
0; P51

return O if the target Q is unreachable.
Set b, = P,’D“tin (v).
end if
return O if Pc(P;;Pp,) <1 "
return S[X]J; (v) evaluated at this B, .
end function

reachable. On the positive feasible interior, where the solution
stays off the power boundary, it can be treated as an induced
response of y in the objective evaluation.
Because log() is increasing, maximizing S[¥]
is equivalent to maximizing the log-smoothed objectiveettings of Case 1 and the three QoS targets of Case 2. Across
m(Vm) = log(S[X] T (vm) + ), where > 0 keeps all settings the objective rises monotonically and saturates
m bounded. On the feasible interior,, is non-concave within about 15 iterations, where the per-iteration change
but twice continuously differentiable with bounded Hessiadlrops below = 10% . Carrying one extra variable, the
Following the difference-of-convex (D.C.) principle [54], weoverlay mode makes each iteration slightly costlier, while its
split  m(vm) = Gm(Vm) H m(vm), with G, (vim) =  outer-iteration count stays close to the underlay mode.
m(Vm)+ 2kvnk? and Hy (Vi) = kv k2. Choosing
the regularization m._, where ™. upper-bounds the

_ _ Complexity. The cost of Algorithm 1 comes from its two
min min . . . .
spectral norm of 2 1, over the explored region, makes,G r?ested loops, that |s,'the total number of objective evaluations
convex and the split a valid D.C. form. In practice we sgt times the pe_r-eva_lluatlon cost. For_ mod_e m, the outer loop runs
from a conservative nite-difference estimate of this bound.Lm CCCP iterations, and each iteration solves one concave

At iteration *, we linearize H, at v} and maximize the Surrogate overy W|t_h N obj_ect|ve evaluations on average,
resulting concave surrogate, so the total_ evaluation count |sn4.l\le[_‘3,a|. Let n denote the
h 2i per-evaluation cost under the considered mode and adversary
; (55) case, dominated by the single one-dimensional integration
in the eavesdropping factor S[X] since the cellular and
solved by an interior-point routine over the low-dimensionah2pD outage factors are closed form. The CCCP cost is then
box V. O(LmNZ, m). In Case 1, n covers this integration and
Because n min » the surrogate in (55) is concavethe closed-form feasibility check. In Case 2, each evaluation
and is a lower bound of , that is tight at \}n) . The objective further recovers 5"“"‘ by a monotone bisection with tolerance
S[X]q, is therefore non-decreasing across the accepted feg; which adds O(log(1=p)) closed-form evaluations and
sible iterates, which converge to a stationary point under theakes ., larger than in Case 1. A grid search instead samples
standard CCCP conditions [54], [55]. This claim is restricteMl; points along each of the,d axes of \,, giving Mgm
to the positive feasible interior, where, is smooth; infeasible evaluations each with cost,,, and hence the complexity
points return a zero objective from EvALOBJ and are excludegi(M gm m). Thus grid search grows exponentially in, d
from this interior, so they do not affect the convergence on itthereas CCCP skips exhaustive enumeration and needs far
Convergence. Fig. 4(a) and 4(b) plot S[K{v () ) against fewer evaluations for comparable accuracy in both modes and
the outer-iteration index " at " = 0:3 for the three xed-powerboth cases.

oy ) \
Vi sagmax  mv) v
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VIl. SURVEILLANCE UTILITY UNDER FLEXIBLE MODE sop =1forUyn U Y and the problem is infeasible
SELECTION otherwise.

We develop an overhead-aware surveillance utility model ~ The interior regime U< U min <U° gives p 2 (0;1),
under exible mode selection. The aim is to minimize thavhere the system runs the underlay mode in part of the blocks
long-term average normalized management overhead wiied the overlay mode in the rest. The achieved overhead is
guaranteeing a minimum long-term average surveillance UBfP ¢ ) = $° p . (3° $ %) < $ ° so exible mode
ity. Over a horizon of \ blocks, the channel is time-varyingsSelection meets the utility requirement at a lower overhead
across blocks. The per-mode statistics derived earlier, sUBgn running the single mode with the higher utility, so it is
as S[X[, and the related outage probabilities, are alreadfore ef cient.
averaged over the block fading, so they serve directly as the
per-block performance in this long-term model. VIIl. NUMERICAL RESULTS

A. Overhead-Aware Utility Modeling In this section, numerical S|muIa"t|ons examine how key
_ . parameters such asy,.p,, , , and " affect the system
Operating each mode incurs a management overh&aflert eavesdropping performance under the underlay mode,
[57], [58] from the control signaling, power control, andpe gyerlay mode, and the mode selection mechanism. Unless

resource con guration that the BS computes and delivers gheryise speci ed, the main parameters are as follows. The
each block. Let " 2 (0;1) denote the fraction of system suspicious transmitter power satises 0 & P 1 with
t

resources consumed by the management of mode m 2 fu;ogmax = 9o W, .. =1, 5. = 05, wp. = 05
The overlay mode additionally computes and broadcasts th,%‘: 0:02 W, Rg :"0:1 Mbit/s "RI'D =01 Mbit)sr" =03
partition factor and coordinates the orthogonal scheduling;— 02 W _ 0:2 W. and _ 0:1. The transm,it power,

so we model it with a larger overhead than the underlay mogg, ngs follow 3GPP speci cations, where 0:2 W corresponds

u o

$i<s o<1 - to 23 dBm, the power class 3 limit for user equipment in
The surveillance utility of mode m scales the per-modgspp TS 38.101-1 [47]. The thresholds Rand Ry are

performance by the residual resource fraction, low-rate QoS requirements for the cellular and suspicious
U"=@1 $ ™SIX]T; m2fu;og: (56) D2D links. The channel means; and the noise power?

_ S ) . are normalized baseline values that reveal the fundamental
This multiplicative discounting follows the resource-overheag,jeoffs. The value = 0:1 is a representative operating
tradeoff convention [59]. Letp 2 [0;1] be the long-term ygint under imperfect self-interference cancellation, not a
time-sharing fraction of the underlay mode, with 1 ep for  hargware-speci ¢ constant. Fig. 5 further evaluates the full
the overlay mode. The long-term average utility and averaggnge 2 [0; 1], from ideal cancellation at = 0 to no active

normalized overhead are cancellation at =1, so the main conclusions do not depend
Upe )=pe UY+(1 p ¢ )U°; (57) on this single_default value. N _
We consider both a xed suspicious transmitter and an
$Pe)=pe $"+(1 p e ) (58) adaptive one. In the xed case,pP is a constant. In the
adaptive case, Dtransmits at the minimum power that meets
B. Overhead-Aware Mode Selection Optimization a target reliability Q. We propose a jointly optimized active

Given the optimized per-mode values of SfKJobtained eavesdropping scheme (JAS) and compare it with two bench-
in Sections V and VI, the remaining decision variable is theaarks [11], [18], [19]. The passive eavesdropping scheme
long-term underlay fractiongd. The mode-selection problem(PES) sets P = 0. The constant-power active eavesdropping
minimizes the average overhead subject to a utility oor, scheme (CAS) sets;P=min(;P "), that is, the largest

jamming power meeting the covertness constraint within the

r,?eiﬁn S ) (59) budget. JAS jointly optimizes all the remaining variables to
st. UPe ) U min: (59b) maximize the system eavesdropping non-outage probability.
0O pe 1 (59¢)
where Uy is the required minimum average utility. A. Surveillance Performance under the Underlay Mode
Because$(pe ) decreases ingd, the optimum takes the Fig. 5 shows the effect of the normalized residual self-
largest g that meets the utility oor. When &> UY, the interference coefcient on S[X}, for Pp, = 0:1 W,
optimal fraction is "=0:3, =02W and = 0:2 W. PES stays constant
8 1 Uo U U because P= 0 removes any self-interference. CAS decreases
E ’ min ’ monotonically with and eventually falls below PES, since
_ - U% U nmin . W< U <Uo (60) its xed jamming power leaves residual self-interference at the
Pe = E Uo yu’ min ' Warden. JAS matches CAS at small , where active jamming
o U = o still helps the Warden. As grows, JAS rst decreases and
1 min — )

then saturates. The joint optimization of Rnd B, trades
and the problem is infeasible forl) > U° When Y U Y, self-interference at the Warden against interference ;atAb
the underlay mode gives no smaller utility at a lower overheadrge , the optimum stops jamming, so JAS reduces to PES.
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We examine how the suspicious transmit powes, P
affects S[X}, for wp, 2 f0;1g, setting p,;p, = 15,
pow = 125, ww = 3:2, and the other gains to 1.
Fig. 6 shows that S[X] grows with R, , since a larger
Pp, strengthens the eavesdropping link SIjjRand raises
the covert jamming power P¥e. At small Ry, , P§over
stays limited, so JAS and CAS coincide and sit slightly above
passive eavesdropping. A Pgrows, P rises and JAS
keeps the best performance. CAS degrades in the mid-to-
high range and drops below passive eavesdropping, because
jamming at the maximum covert power injects excessive
interference into the BS andDand raises both £, and
Pon .
. Fig. 6 also shows that at smalpP, the unknown jamming Fig. 5: The effect of the normalized residual self-interference coef cient
link case w;p, = 1 outperforms the known casey,p, =0  on S[X]Y, under the underlay mode.
and passive eavesdropping. Although SfXhas no explicit
dependence onwp,, this parameter affects the detection
level at Db and thus Boe" . At small Py, , the larger Fovert
under w.p, = 1 strengthens surveillance. AspP increases,
the eavesdropping link becomes strong, so JAS lowgrerP
turns passive, and its tway.p , curves merge. CAS still jams
at P§ovet - where the larger value undefy.p, = 1 causes
excessive jamming and makes CAS the worst at large. P
Increasing the jamming link uncertainty thus enhances covert
surveillance only at small &, and it should be coordinated
with the transmit power for optimal eavesdropping perfor-
mance.
Fig. 7 shows how Alice's transmit power 5P affects
S[X]y - The xed case sets f = 0:1 W with " 2
f0:1;0:2;0:3g. The adaptive case useg Q0:90, 0:95, and
0:97. Inthe xed case, S[X] rises sharply and then decreasesig. 6: The effect of B, on S[X]y, under the underlay mode.
gradually as R grows, so an interior optimum P exists.
A moderate R aids eavesdropping, while an excessivg P
causes strong interference to the Warden ap@m degrades
performance. For a givenaR a looser covertness constraint,
e.g., " = 0:3 rather than 0:1, lets the Warden transmit at higher
power and eavesdrop more effectively. In the adaptive case,
S[X]y, rises sharply and then stays at. AsxPgrows, D
raises B, to hold 1 P §,, at Q4. The D2D non-outage
thus stays xed, and the higherpP offsets the interference
from P, so the curve saturates rather than falling. A higher
Qg gives a higher saturation level.
We study the effect of the Warden AN power Bn
S[X]y, for xed Pp, 20:05;0:10;0:18g W and the adaptive
Qg 0:90, 0:95, and 0:97. In Fig. 8, each curve holds nearly
constant as Pgrows and then falls sharply to zero. This drop
marks the covert feasibility boundaryf®e . Beyond it, the Fig. 7: The effect of R on S[X];, under the underlay mode.
covertness constraif. 1 " fails, D, detects the jamming,
and b stops transmitting, giving S[X] = 0. The boundary
shifts right as B, grows or () tightens. A stricter Q raises performance improves. Asp, ;p, grows further, the SINB
the D transmit power needed for its QoS, and a larggr P decline dominates and raises;§; , lowering S[X], . At
lifts P¢, both widening the feasible ;Prange under the same p,.p, = 1, the D2D link fails with SINR;, = 0 and
Plow =

Next, we examine the effect ofp,.p, on S[XJy,, with small b,:0,, the optimal jamming power equals{®e" . At

1, and the three xed schemes drop to zero. At

xed JAS, CAS, and PES at & = 0:1 W and adaptive large p,p,, the Warden stays silent and JAS reduces to PES,

JAS at @ 0:90, 0:95, and 0:97. As shown in Fig. 9, since the jamming gain on S[X]no longer offsets the rise it
the xed case rst rises and then falls withp, ;p,. At small causes in B, and Rj, . CAS still jams at §°*", and the
p.p.» S[X]" grows faster than SINR declines, so the excessive jamming makes it fall slightly below PES.
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Fig. 8: The effect of B on S[X]Y, under the underlay mode. Fig. 10: The effect of Q on S[X]Y, under the underlay mode.

maintain reliability, and the higherd? strengthens the eaves-
dropping link. A looser target such as 0:90 lets ttansmit at
lower power, so S[X}, reaches its lowest value. Unlike the
xed-power suspicious transmitter assumed in most studies
[15]-[20], Case 2 models a more challenging adversary that
adjusts B, to meet its own D2D QoS. The proposed power-
control design stays effective acrosg €@rgets, con rming its
robustness against the adaptive adversary.

B. Surveillance Performance under the Overlay Mode

Since the effect of some parameters (e.g., p,Pand
p.:D,) On the eavesdropping performance under the overlay
Fig. 9: The effect of p,p, on S[X]Y, under the underlay mode. mode is similar to that under the underlay mode, we omit
their analysis here for brevity. We focus on Alice's transmit
power By, the spectrum allocation factor , and the QoS target

In the adaptive case, S[X] rises with p,.p, and then Qg. Unless otherwise statedp,,p, = 0.5, wp, = 0:5,
drops abruptly to zero once,, .p, exceeds a critical level. As =0:2W, =0:2W, and =0:1.
the channel degrades, Daises B, to hold 1 P g, atthe Fig. 11 shows how the spectrum partition factor affects

target Q. Beyond the critical level, even the maximum powe8[X]3,. The xed JAS, CAS, and PES use;P=0:1 W, and
cannot meet @. A looser QoS tolerates more degradation, sihe adaptive JAS usesqQ 0:90, 0:95, and 0:97. In the xed
a smaller Q shifts the drop to a largerp,.p,. The channel case, S[X], vanishes at =0 and =1. At =0, Alice
uncertainty thus plays a dual role. Moderate uncertainty aigsts too little spectrum to meet the cellular QoS, §g,P = 1.
the covert surveillance, while excessive uncertainty breaks =1, the D2D pair gets too little to meet the D2D QoS,
the D2D link, forces [ to stop transmission, and fails theso FY,, =1. A larger lowers P2, but raises B, . An
surveillance. We compare this with [19], where the suspiciousterior optimum  thus maximizes (1 Py, )(1 P Qoue)
link uncertainty generally improves the covert surveillancand S[XE,. JAS and CAS nearly coincide and stay above
Our eavesdropping non-outage probability also accounts f0ES.
the cellular and D2D outage probabilities, so the channel un- In the adaptive case, S[&] rises with and then drops
certainty plays a dual role under both the xed and the adaptiabruptly to zero at a critical . As grows, the D2D pair gets
cases. This con rms the necessity of the QoS constraints less spectrum, soDraises B, to hold Qy. The stronger B,
covert surveillance. strengthens the eavesdropping link and keeps §R[Xiing.
Finally, we examine the effect of the QoS targes @1 At the critical , Pp, hits its maximum B® and can no
S[X]4, under the adaptive adversary, where the D2D linlonger meet Q, so the D2D link drops and the surveillance
requires 1 Pg,, Q 4. We compare JAS, CAS, and PEails. A looser QoS tolerates more D2D outage, so a smaller
with " 2 0:1; 0:2; 0: 3g. As shown in Fig. 10, S[X], increases Qg pushes the critical higher.
with Qg for all schemes. JAS and CAS coincide because Fig. 12 shows the joint impact ofPand on S[X]3,.
the covert-boundary power P is optimal for both, and Sub gure (a) xes R, = 0:10 W and sub gure (b) uses the
both stay above PES. For a giveryQa larger " relaxes the adaptive Q = 0:95, with " = 0:3. S[X] ; rises monotonically
covertness constraint and allows a larger feasihje which with P4, since R enters only 1 P2, , so the maximum
raises S[XJ,. The trend follows from the adaptive behaviooccurs at R = 0:20 W. An interior optimum  exists in both
of D;. A stricter Q forces O to raise its transmit power to cases. In (a), the surface is smooth and peaks at0:19,
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Fig. 12: The effect of Pa and  on S[X];, under the overlay mode.

agreeing with the fixed result in Fig. 11. In (b), S[X]3,, first
increases with  and then drops abruptly to zero. As  grows,
the D2D spectrum shrinks and Dy raises Pp, to maintain Qg,
strengthening the eavesdropping link. Beyond a critical , Pp,
can no longer meet Qg, so the D2D link drops and surveillance
fails. The peak is at 0:77. The two surfaces contrast the
smooth fixed case with the adaptive case that collapses at the
critical

15

0.90 T T T T T T T T

—+— JASICAS, £=0.3
—o— JAS/CAS, £=0.2
—e— JAS/CAS, £=0.1
-4~ PES

o

©

@
T

o

@®

o
T

ot
.

o o
8 ®

Eavesdropping Non-outage Probability
o
@
o

0.78
090 091 092 093 094 095 096 097 098
Q

Fig. 13: The effect of Qg on S[X]3, under the overlay mode.

1000

1.0 8 o

09 900 ~
5 8
*a 08 800 =
= "..ﬁ
£ 07 700 Z
é00.6 600 E
5 05 500 Z
% 5
g 04 G Adaptive, 0 >0.90) 400 '§
R 03 | [@ Adaptive, 0,205 . 10 5
g o Adaptive, 0, 20.97 s
B 021 [H—P=01W o X 4200 2
© —8—P,=0.15W -, E

01T s—py=0.18w 7100

1 1 1 'v‘\ 1 0

14
°

0.60 0.65 070 0.7

The required minimum average utility i,

0.55

Fig. 14: The effect of Umin on the optimal time-sharing fraction p, under

flexible mode selection.

Finally, Fig. 13 shows the effect of the QoS target Qg on
S[X]3, under the adaptive adversary for JAS, CAS, and PES at
" 2 10:1;0:2; 0:39. As in the underlay mode, S[X]3, increases
with Qg for all schemes, and a larger " raises it further. JAS
and CAS coincide throughout. Even when Dy adapts its power
to evade surveillance, both stay above PES.

C. Surveillance Utility under Flexible Mode Selection

Fig. 14 plots the optimal time-sharing fraction p, against
the minimum utility requirement Upjn. The fixed case uses
Pp, 2 10:10;0:15;0:18g W and the adaptive case uses
Qg  0:90, 0:95, and 0:97. When Upin  UY, the underlay
mode alone meets the requirement and p, 1. When
UY < Umin < U° p, lies strictly within (0;1), and the
scheme runs both modes in proportion. The right axis reports
the corresponding number of underlay blocks for N, = 1000.
As Unin approaches U°, p, drops to zero. Beyond U°, even
overlay-only fails to meet the requirement and the problem
becomes infeasible. A larger fixed Pp, or a higher Qq raises
the achievable utility and shifts each curve to the right. This
trend holds under both adversary types, which confirms that
the proposed mode selection meets the minimum average
utility at the lowest overhead.

Fig. 15 shows, on the long-term average overhead and
long-term average effective utility plane, the operating points
from underlay-only to overlay-only under the fixed-power and



