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Abstract—This Systematization of Knowledge (SoK) consoli-
dates research on air-gap attacks and defenses through a Cyber
Kill Chain (CKC) perspective. We (i) classify physical-layer
channels into three operational groups: electrical and electromag-
netic (including radio-frequency emissions, optical signaling, and
power-line conduction), mechanical (including airborne acoustic
signals and structure-borne vibration), and thermal, (ii) analyze
malware behaviors observed in isolated and industrial control
system (ICS) environments, and (iii) align defense strategies with
attack stages via an Air-Gap Cyber Kill Chain (ACKC) and its
accompanying Defense Matrix.

Compared with prior surveys that emphasized single channels
or ad-hoc demonstrations, our SoK models the entire attack
process—from infiltration to trigger-based execution and ex-
filtration—highlighting operational prerequisites and potential
defender intervention points. We clarify the notion of an “air-
gap attack” relative to existing definitions and identify three core
research gaps: fragmented cross-domain coverage, absence of
quantitative detection metrics, and limited information technol-
ogy (IT)-operational technology (OT) integration.

Building on these findings, we propose a unified, phase-
wise mapping of offensive and defensive techniques applica-
ble to closed networks. This SoK not only extends the CKC
paradigm to physically isolated environments but also provides a
metric-informed framework and a proposed reference evaluation
configuration for future empirical studies. The contribution is
analytical; this SoK does not report a new empirical defense
benchmark or establish a standardized evaluation procedure.

Index Terms—Air-gap, CKC, C&C, Covert channel, ICS,
TEMPEST, SoK.

I. INTRODUCTION

Ir-gapped networks are physically isolated from exter-

nal connectivity and are widely deployed in critical
infrastructures such as defense, finance, and industrial control
systems (ICS). Despite this isolation, recent advances have
demonstrated that air-gapped systems can still be compro-
mised through unconventional physical channels, which this
Systematization of Knowledge (SoK) organizes into electrical
and electromagnetic, mechanical, and thermal groups [1-5].
Stuxnet and Industroyer2 motivate analysis of industrial com-
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promise; their inclusion does not establish that both incidents
crossed a verified physical air gap [6, 7].

This observation reveals that existing air-gap studies lack
a structured analytical framework capable of systematically
capturing how attacks penetrate, persist, and operate across
the entire life cycle of closed environments.

Frameworks such as the Cyber Kill Chain (CKC) [8] offer
phase-based interpretations of cyberattacks, but most prior air-
gap research has focused narrowly on demonstrating exfil-
tration channels rather than modeling full attack life cycles.
As a result, existing literature lacks a unified perspective
connecting infiltration vectors, malware behavior, command-
and-control (C&C), and covert-channel operations.

To address this gap, we adopt a SoK approach that goes
beyond a narrative survey by systematically extracting, com-
paring, and restructuring operational knowledge from prior air-
gap attack studies and documented ICS malware incidents.

Building on these observations, we synthesize the Air-Gap
Cyber Kill Chain (ACKC) as an analytical abstraction derived
from recurring patterns identified across the literature and
historical ICS attack cases, together with an associated defense
matrix. This enables a clearer understanding of how attackers
bypass isolation controls and how defenders can respond at
each stage.

The main contributions of this SoK study are as follows:

o We reorganize fragmented air-gap attack research into

a unified, process-oriented analytical model, providing
a systematized view rather than introducing new attack
mechanisms.

o We extract air-gap-relevant behaviors from documented
ICS incidents and distinguish observed behavior from
inferred applicability to physically isolated environments.

o We classify air-gap attack techniques by physical trans-
mission media and analyze their operational constraints.

e We present a metric-informed defense matrix and a
scenario-based validation protocol aligned with the
ACKC, linking stage-specific observable indicators, de-
fensive actions, validation scenarios, and evaluation met-
rics for closed networks.

This paper combines a broad survey of prior air-gap attack
research with a SoK approach, reorganizing existing findings
into a unified, life-cycle-based framework.

The remainder of this paper is organized as follows: Sec-
tion II reviews the definitions of air-gapped systems, closed-
network environments, and existing air-gap attack studies. Sec-
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Fig. 1. Schematic overview of previously studied air-gap attacks

tion IIT examines representative CKC and advanced persistent
threat (APT) models to identify their structural assumptions
and limitations. Section IV analyzes the characteristics of ICS
malware relevant to air-gap attack stages. Based on these
analyses, Section V derives the ACKC as a systematized
life-cycle abstraction for air-gapped environments. Section VI
categorizes physical-layer attack channels and presents the
Air-Gap Defense Matrix aligned with the ACKC. Finally,
Section VII summarizes the findings, discusses limitations, and
outlines future research directions.

II. BACKGROUND KNOWLEDGE AND MOTIVATION

This section establishes the definitions, architectural as-
sumptions, and analytical scope adopted throughout this SoK.
Rather than introducing new motivations, it clarifies how prior
studies operationalize air-gapped environments and which
assumptions are implicitly embedded in existing evaluations.
This foundation enables consistent interpretation of the litera-
ture and supports the limitation analysis that motivates the life-
cycle-oriented modeling developed in subsequent sections. The
evidence base is a focused, qualitative selection of the works
cited in this manuscript, rather than an exhaustive systematic
review. Sources are included for their relevance to physical-
channel mechanisms, attack-life-cycle modeling, documented
industrial or removable-media-mediated compromise, or corre-
sponding defensive controls. Channel experiments, framework
papers, and campaign reports serve different analytical roles
and are not treated as interchangeable forms of validation.

The resulting synthesis is bounded by this cited evidence
base. It does not support estimates of literature coverage or
attack prevalence. A reproducible database search and screen-
ing record is not provided, which limits the reproducibility
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of literature selection. The rationale for selecting the malware
cases is described separately in Section IV.

A. Definition of Air-Gap

An air-gap refers to a security measure in which a closed
network is physically isolated from external connectivity to
protect sensitive systems from remote compromise. Such con-
figurations are widely deployed in military, ICS, and finan-
cial environments to ensure data integrity and confidentiality.
Despite their strong isolation guarantees, air-gapped systems
remain vulnerable to indirect and multi-stage attacks that
exploit physical proximity, compromised insiders, or covert
physical channels.

An air-gap attack is therefore defined as any method that
crosses the isolation boundary via unconventional or covert
channels to enable information infiltration or data exfiltra-
tion [9]. Historically, concerns regarding unintentional in-
formation leakage date back to classified research such as
TEMPEST: A Signal Problem by the U.S. National Security
Agency (NSA) [10], which recognized that electromagnetic
emanations could compromise confidentiality and laid the
foundation for modern emission security (EMSEC).

B. Network Separation

This SoK distinguishes physical air gaps from other forms
of network separation. A physically air-gapped environment
has no wired or wireless network communication path across
the specified isolation boundary, although communication
among systems inside that boundary may remain available.

Logical isolation restricts communication through access
controls or virtualization on shared infrastructure. Network



segmentation divides a network into domains whose inter-
connections are controlled by policy. Virtual Local Area
Networks (VLANSs) can support logical separation, whereas
Virtual Desktop Infrastructure (VDI) provides a virtualized
desktop environment and does not, by itself, establish a
physical air gap [11, 12].

For this paper, semi-isolated environments are deployments
that permit limited or intermittent external connectivity, for
example during authorized maintenance. These terms describe
different operational conditions and are not necessarily mutu-
ally exclusive architectural categories.

The primary scope of the ACKC is physical network
isolation. Cases involving logically isolated, segmented, or
semi-isolated ICS environments are included to examine trans-
ferable behaviors, such as maintenance-mediated delivery,
internal reconnaissance, and condition-dependent execution.
Their inclusion does not imply that each case represents a
verified breach of a physical air gap.

C. Existing Research on Air-Gap Security

Extensive academic research, including several recent stud-
ies, has demonstrated that air-gapped systems are vulnera-
ble to information leakage through unconventional physical
channels. This SoK organizes the channels examined in these
studies into three operational groups: electrical and electro-
magnetic, mechanical, and thermal. The grouping reflects the
principal mechanism used to convey and recover informa-
tion [1-5, 13-16].

Across both earlier and more recent work, most studies
focus on demonstrating the technical feasibility of crossing
isolation boundaries under controlled experimental conditions,
typically operating under the assumption that malicious code
is already present within the isolated environment. Recent
advances further show that software-only mechanisms, such
as central processing unit (CPU) workload modulation or
memory-access manipulation, can generate detectable electro-
magnetic emissions without relying on dedicated peripheral
devices [14, 15].

Collectively, these studies indicate that air-gap attacks are
inherently multi-modal in practice, with different physical
media enabling information leakage under varying environ-
mental and operational constraints. Figure 1 provides a high-
level schematic overview of previously studied air-gap attack
vectors, abstracting their common structural assumptions while
highlighting the diversity of physical propagation mechanisms
explored in the literature. The electrical and electromagnetic
group includes radio-frequency (RF) emissions, optical sig-
naling, and power-line conduction. Optical signaling includes
visible-light and infrared signals. Power-line conduction con-
veys information through electrical variations on shared power
wiring and is distinguished from radiated RF and optical
emissions [1, 2, 5].

The mechanical group includes airborne acoustic sig-
nals and structure-borne vibration. These channels are dis-
tinguished by their propagation paths and receiving sen-
sors: acoustic channels use sound transmitted through air,
whereas vibrational channels use mechanical motion transmit-
ted through structures [3, 13].

The thermal group includes temperature-modulation chan-
nels. Heat can be transferred by conduction through matter,
convection involving fluid motion, and thermal radiation. Radi-
ation is electromagnetic physically; here a channel is classified
by its information-bearing variable and receiving measure-
ment. Direct optical-intensity modulation is treated as optical
signaling, whereas a receiver decoding temperature changes
is treated as thermal signaling. The dominant heat-transfer
mechanism depends on the specific deployment; this grouping
does not establish that every reported thermal channel uses all
three mechanisms.

This hierarchy is an operational grouping for channel anal-
ysis and defense mapping, rather than a mutually exclusive
classification of all underlying physical phenomena. Electrical
conduction along power wiring is distinct from thermal con-
duction. Inclusion of a power-line channel assumes a shared
conductive path across the network-isolation boundary; it does
not imply that every air-gapped deployment provides such
a path. Figure 11 summarizes the three groups and their
constituent channels.

We note that the experimental literature on physical covert-
channel demonstrations cited in this section is concen-
trated within a small number of research groups, most no-
tably Guri et al., who have produced the majority of sys-
tematically documented channel demonstrations across the
electrical/electromagnetic, mechanical, and thermal groups.
This concentration reflects the composition of the channel-
demonstration sub-literature rather than the composition of this
SoK as a whole: the malware-behavior analysis (Section IV),
kill-chain and threat-intelligence framework literature (Section
II), and reported ICS incidents (Section IV) draw on a broader
set of academic and industrial sources, including MITRE, the
NSA, ESET, Kaspersky, Mandiant, Presekal et al., Kour et
al.,, and Kim et al. We removed redundant citations to the
same group’s work where a single already-cited source was
sufficient to support a given claim.

D. Limitations of Prior Studies and Open Challenges

The physical-channel studies reviewed in this SoK provide
evidence of covert communication through different physi-
cal mechanisms, including RF emissions, optical signaling,
thermal modulation, and power-line conduction [1, 2, 4, 5].
Their experimental results establish channel feasibility under
the reported hardware and environmental conditions. Such
results should be distinguished from evidence that a defense
can reliably detect or suppress these channels under different
deployment conditions.

The ESET, Kaspersky, and Mandiant reports used in the
malware analysis provide complementary evidence about
documented campaign behavior, including file collection,
removable-media use, and offline or intermittent transfer op-
portunities [17-19]. These reports support the extraction of
behaviors relevant to air-gap modeling. Their inclusion does
not establish that every campaign crossed a verified physical
air gap or that the proposed defenses have been empirically
validated.

Despite their technical contributions, most prior studies on
air-gap security share several structural limitations. First, they



commonly assume that malware has already been successfully
deployed within the air-gapped environment, while infection
vectors such as removable media, insider actions, or supply-
chain compromise are treated only implicitly [14, 15]. This
assumption simplifies experimental design but limits the ability
to reason about early-stage attacker behavior and preventive
defense mechanisms.

Second, many evaluations are conducted under idealized
laboratory conditions that abstract away operational constraints
present in real-world deployments, such as background elec-
tromagnetic noise, physical shielding, heterogeneous hardware
configurations, and active monitoring systems [16]. As a
result, detection thresholds and signal reliability reported in
controlled settings may not directly translate to operational
environments.

Moreover, recent advances in electromagnetic-based air-
gap attacks, including software-only signal generation and
frequency-hopping emission techniques, primarily concentrate
on the signal generation and data exfiltration stages [14—16].
Earlier phases such as initial infiltration, long-term persistence,
and coordinated multi-stage attack planning remain compara-
tively underexplored.

As illustrated in Fig. 1, existing research often models air-
gap attacks as compact sequences centered on signal gener-
ation and data exfiltration. While such abstractions are ef-
fective for demonstrating technical feasibility, they frequently
omit layered defenses, defensive feedback loops, and attacker
decision-making across multiple stages.

These limitations indicate that air-gap threats should be
analyzed as end-to-end, multi-phase processes encompassing
infiltration, activation, alternatives to persistent command and
control (C&C), and exfiltration under realistic constraints.
Accordingly, the subsequent sections introduce a life-cycle-
oriented analytical abstraction—the ACKC—that makes these
assumptions explicit and supports phase-wise reasoning about
defensive coverage in closed-network environments.

III. RELATED WORK AND COMPARATIVE POSITIONING

This section positions the proposed SoK against represen-
tative air-gap studies, covert-channel demonstrations, CKC-
based attack models, APT life-cycle frameworks, and threat
modeling studies for ICS and Cyber-Physical Systems (CPS).
Rather than providing a tutorial-style review of individual
frameworks, we examine their structural assumptions, oper-
ational scopes, and defense dependencies in order to clarify
why existing models remain insufficient for physically isolated
or air-gapped environments.

Before deriving an air-gap-specific kill chain, it is necessary
to distinguish two research streams that have largely evolved
separately. Prior air-gap and covert-channel studies provide
detailed insights into physical-layer exfiltration channels, but
they often assume that malware is already present inside the
isolated system. Conversely, CKC and APT life-cycle models
provide useful abstractions for staged cyber intrusions, but they
typically rely on network connectivity, persistent command
channels, and traffic visibility.

Collect sensor data and intelligence to
find threats

Probable
Target

Assess Fix

F2T2EA Model
For
Kill Chain

Assess action/attack,
assess battle damage,
report results

Focus and task sensors to
locate and identify threats

Confirmed
Target

Engaged
Target

Prioritize and task sources
and sensors to maintain
track on threat

Determine order of
engagement, transmit order, EE=GIELE] Track
monitor and manage

" Tracked
Tasking Target

Determine resources; develop options;
predict weapon performance etc

Fig. 2. Phases of the F2T2EA process

Lockheed Martin’s CKC

1. 2. 3. 4.
i ponizati Delivery Exploitation
7.
5. 6. "
" Actions on
> Installation >> c&c >> Objectives >

Fig. 3. Lockheed Martin CKC

A. Origins of the Kill Chain Concept

The concept of the kill chain originates from military
doctrine, particularly within the U.S. Air Force’s time-sensitive
targeting (TST) operations. This abstraction was designed to
support decision-making against high-value or mobile tar-
gets by decomposing engagements into sequential phases.
As illustrated in Fig. 2, this process was formalized as the
Find, Fix, Track, Target, Engage, and Assess (F2T2EA) cycle,
which emphasizes continuous situational awareness, real-time
sensing, and centralized command authority [20, 21].

While effective in kinetic and network-enabled contexts, the
F2T2EA model implicitly relies on persistent observability and
timely command execution—assumptions that do not hold in
physically isolated or air-gapped cyber environments.

B. Cyber Kill Chain and Network-Centric Assumptions

Building upon its military foundations, the kill chain con-
cept was adapted to the cyber domain to address increas-
ingly sophisticated, multi-stage intrusions. Lockheed Martin
introduced the CKC, which decomposes cyber attacks into
seven sequential phases, as shown in Fig. 3: reconnaissance,
weaponization, delivery, exploitation, installation, C&C, and
actions on objectives [22]. A key insight of this model is
that disrupting any single phase may prevent the attack from
progressing.

Subsequent studies refined the CKC abstraction. Verdasys
emphasized lateral movement and argued that effective defense
requires coordinated mitigation across multiple phases [23].



TABLE I
EXTENDED COURSE-OF-ACTION MATRIX FOR CKC (ADAPTED FROM PRIOR CKC-BASED DEFENSE LITERATURE)

Phase Detection Deny Disrupt Degrade Deceive
Reconnaissance Web analysis FW ACLs Timeout rules Bandwidth throttle Egl;e DNS, decoy
L . Fake payload
‘Weaponization NIDS NIPS Sandbox Delay delivery h
repository
. Phishing alert, mail . . .
Delivery logs Proxy filter Inline AV Queuing URL morphing
Exploitation HIDS, syscall Patch management DEP, code signing Virtual execution Dun}my vulnerable
anomaly service
Installation HIDS ;Z/i?ltellstlng, chroot AV/EDR Rate limiting Fake installer
C&C NIDS Egress blocking NIPS, sinkholing Tarpit, latency DNS redirection
injection
Actions on . . . . s Honeypot, decoy
Objectives Audit logs, DLP File lockdown USB blocking QoS limiting database

Hewlett Packard Enterprise (HPE) further decomposed the
final stage into endpoint-level sub-phases, such as staging
and exfiltration, to provide finer-grained visibility into post-
compromise behavior [24].

These models provide useful abstractions for intrusion anal-
ysis, but their application to isolated systems requires ex-
plicit treatment of connectivity, local execution, and available
defender observations. These deployment conditions should
not be interpreted as universal prerequisites of the CKC
abstraction.

C. Course-of-Action Matrix as a Comparative Baseline

To operationalize the CKC for defense planning, Lockheed
Martin proposed a Course-of-Action (CoA) matrix based on
the D6 doctrine: Detection, Denial, Disruption, Degradation,
Deception, and Destruction [25]. In enterprise contexts, the
destruction phase is typically excluded, resulting in a five-
dimensional defensive abstraction.

To ground our analysis in established CKC-based defense
practice, we summarize a representative CoA matrix derived
from prior work. Table I is intentionally retained as an
analytical baseline rather than as a prescriptive defense frame-
work. It illustrates how conventional cyber defenses have been
historically structured around network-centric observability,
centralized monitoring, and protocol-level inspection [22-24].

For clarity, we briefly expand the abbreviations used in
Table I at their first occurrence. These terms correspond
to commonly deployed, network-centric security controls as-
sumed in CKC-based defense models.

Specifically, firewall (FW) and access control list (ACL)
mechanisms are used for traffic filtering and access enforce-
ment. Network intrusion detection system (NIDS) and net-
work intrusion prevention system (NIPS) monitor network
traffic for malicious activity, while host intrusion detection
system (HIDS) operates at the endpoint level. Additional
controls include antivirus (AV) software, endpoint detection
and response (EDR), data execution prevention (DEP), and
data loss prevention (DLP). Domain Name System (DNS) and
quality of service (QoS) are also referenced as representative
network-layer mechanisms for redirection, deception, or traffic
regulation.

In air-gapped environments, persistent C&C channels and
real-time traffic visibility are absent or severely constrained.
Accordingly, the CoA matrix serves as a reference point to
highlight the structural mismatch between traditional network-
dependent defense assumptions and the operational realities of
physically isolated systems.

D. ICS, Endpoint, and APT-Oriented Attack Frameworks

The MITRE ATT&CK for ICS framework provides a com-
prehensive taxonomy of adversarial tactics and techniques
tailored to industrial environments [26]. Unlike CKC-based
models, ATT&CK emphasizes behavioral enumeration rather
than temporal attack progression. While valuable for threat
intelligence sharing and post-incident analysis, the framework
lacks an explicit life-cycle abstraction, and many techniques
implicitly assume network-based access or remote interaction.

Endpoint-centric and APT-oriented life-cycle models ad-
dress some of these limitations by providing finer-grained
descriptions of post-compromise behavior. Hewlett Packard
Enterprise’s Attack Life Cycle (ALC) model extends CKC
concepts by emphasizing endpoint-level processes, including
persistence, staging, and lateral movement [24]. Similarly, the
APT life-cycle model proposed by Hassan II University em-
phasizes stealth, camouflage, and trace removal across multiple
phases [27]. These characteristics align with certain air-gap
malware traits, such as delayed activation and autonomous
execution.

These frameworks provide complementary technique and
life-cycle views. ATT&CK for ICS already includes
removable-media entry under TO847. The analytical task here
is to connect such behaviors to isolation conditions, physical-
channel mechanisms, and phase-specific defensive opportuni-
ties [26].

E. Defense-Oriented CKC Extensions

Recent studies have extended CKC-based analysis beyond
descriptive attack-stage modeling toward defense-oriented
evaluation. Kour et al. integrated game theory with the CKC
to model attacker—defender strategy selection across attack
stages [28]. Their model represents attackers and defenders as



players in a non-cooperative mixed-strategy game, where at-
tackers select stage-specific offensive strategies, while defend-
ers select actions such as monitoring, detection, and response.
This approach demonstrates that CKC-based reasoning can
support quantitative defense evaluation using expected payoff
and strategy probabilities.

Moving Target Defense (MTD) is a proactive defense strat-
egy that dynamically changes system configurations, attack
surfaces, or network resources to increase attacker uncertainty
and reduce exploitation opportunities. Kim et al. proposed
MTD in Depth (MTDID), a multi-phased MTD framework
aligned with the CKC and MITRE ATT&CK frameworks [29].
Their approach categorizes MTD sub-techniques, such as
virtual internet protocol (IP) address shuffling, software diver-
sity, and redundancy, according to digital artifacts and CKC
phases. MTDID further evaluates both security benefits and
performance degradation in an experimental testbed based on
software-defined networking (SDN).

These defense-oriented extensions show that CKC-based
models can support phase-wise and measurable defense anal-
ysis. However, they remain grounded in networked industrial
or SDN environments and do not explicitly address air-gap-
specific constraints, such as removable-media-mediated mal-
ware injection, autonomous execution without persistent C&C,
or covert physical-channel exfiltration.

F. Cyber-Physical Power System Kill Chain

Presekal et al. proposed the Advanced Cyber-Physical
Power System (ACPPS) Kill Chain to model APT progression
in power-grid environments [30]. Their framework extends
conventional CKC and ICS-oriented models by incorporat-
ing technology—operational technology (IT-OT) compromise,
unauthorized control of OT systems, cascading failures, black-
out, and recovery.

This domain-specific model demonstrates that kill-chain
frameworks must reflect the operational characteristics of the
target environment. However, the ACPPS Kill Chain focuses
on power-system impacts rather than air-gap-specific con-
straints such as removable-media-mediated malware injection,
autonomous execution without persistent C&C, and covert
physical-channel exfiltration.

G. Comparative Synthesis of Prior Frameworks

To synthesize the above discussion, Table II compares
representative frameworks and study groups with respect to
the proposed SoK. The comparison focuses on four dimen-
sions that are central to air-gap attack modeling: life-cycle
coverage, air-gap channel taxonomy, defense analysis, and IT-
OT integration. These dimensions are selected because air-gap
attacks require not only staged attack progression, but also
explicit modeling of physical transmission media, measurable
defensive responses, and operational constraints across IT and
OT environments.

Ratings are qualitative author assessments of the reviewed
works. For life-cycle coverage, High denotes coverage across
major attack stages or tactics, Medium denotes coverage of a
subset, and Low denotes a focus on an individual mechanism.

For channel taxonomy, High denotes a structured treatment of
multiple physical channels, Medium a limited classification or
discussion, and Low little or no channel classification.

For defense analysis, High denotes explicit comparative
or quantitative evaluation within the study’s stated setting;
Medium denotes organized controls or phase-wise defense
mapping without such evaluation; and Low denotes only
passing or no defense discussion. For IT-OT integration, High
denotes explicit analysis linking IT compromise to industrial
processes or effects, Medium denotes consideration of both
domains without a developed linkage, and Low denotes little
or no cross-domain treatment. These ratings describe scope
and analytical depth, not independently validated superiority.

As shown in Table II, existing CKC and APT life-cycle
models provide useful staged abstractions. This SoK builds
on these abstractions by examining offline entry, control avail-
ability, condition-dependent execution, and physical-channel
requirements together with phase-specific defenses. Air-gap
covert-channel studies provide richer channel taxonomies, but
their analytical focus is often concentrated on signal gen-
eration and exfiltration feasibility after compromise. Recent
CKC-based defense studies, including game-theoretic and
moving-target-defense-oriented models, further demonstrate
the value of quantitative and phase-wise defense evaluation;
however, they are still grounded in connected or software-
defined network environments. Similarly, CPS-oriented kill-
chain models highlight the need for domain-specific attack
modeling, but they focus on power-system impacts rather
than air-gap-specific operational constraints. This comparison
motivates the proposed ACKC as an air-gap-oriented life-cycle
abstraction that integrates physical infiltration, stealthy data
collection, autonomous execution, covert channels, and phase-
wise defense mapping.

IV. MALWARE CORPUS AND TRAIT EXTRACTION FOR
AIR-GAP MODELING

The ICS malware cases examined in this section are in-
cluded for their behavioral relevance to air-gap modeling,
rather than because every incident is known to have crossed
a physical air gap. As distinguished in Section II-B, the
documented environments may involve different forms of
isolation. These cases provide insight into transferable behav-
iors, including malware delivery, internal reconnaissance, and
condition-dependent execution.

The four derivation cases were chosen to contrast industrial
sabotage, asset reconnaissance, credential-mediated compro-
mise, and protocol-specific execution. The three additional
campaigns emphasize removable-media transfer and offline
collection, and constitute an illustrative applicability check
rather than a blind or statistically independent validation set.
Campaign membership does not establish a physical air-gap
breach. Hardware implants, firmware-only compromise, and
laboratory optical channels are outside this campaign-level
check; physical-channel studies are examined separately in
the channel analysis. Consequently, the corpus cannot validate
coverage of all air-gap vectors or estimate their prevalence.



TABLE 11
COMPARISON OF PRIOR AIR-GAP AND KILL-CHAIN STUDIES WITH THIS SOK

Work / Framework Main Focus Eifccvtle Arelbay (Hia)| Defense Analysis | IT-OT Integration | Limitations for Air-Gap Modeling
Coverage Taxonomy
Lockheed Martin Enterprise APT . . Requ1re.l§ dep !oyment—:s Pemhc detail for
. High Low Medium Low isolation conditions and
CKC [22] life-cycle . X
physical-channel analysis
MITRE ATT&CK for ICS adversarial ) ) ) Provides comprehensive technique
. High Low Medium High coverage, but does not model
ICS [26] techniques . . .
air-gap-specific attack progression
HPE Attack Life Endpoint-level attack . . . Limited modeling of physical
Cycle [24] behavior High Low Medium Medium infiltration and covert exfiltration
APT Life Cycle Stealthy long-term . . . Assumes networked attacker control
Models [27] intrusion High Low Medium Medium and does not model air-gap channels
Air-Gap . .
Covert-Channel Physwal—channel Medium High Medium Low O ften assumes malware is already
. exfiltration installed inside the isolated system
Studies [31]
. . Useful for trait extraction but
1c8 Md@ware Case Closed—networlk Medium Low Medium High insufficient for generalized ACKC
Studies [32] malware behavior R
validation
Game-Theoretic CKC Attacker—defender . . . ngntlﬁes CRC-based defel!se
X High Low High Medium strategies but does not model air-gap
Models [28] strategy evaluation . X
physical channels
MTD-Based CKC Phase-wise proactive . . . Evg luates CKC-aligned MTD
High Low High Medium techniques, but assumes networked
Defense Models [29] defense .
SDN environments
Cyber-Physical Power APT éilvoe(fhgg for Hich Low Medium Hich Captures IT-OT and physical impacts,
System Kill Chain [30] power-g & & but not air-gap covert exfiltration
environments
Integrates physical infiltration,
autonomous execution, covert
This SoK ACKC-based air-gap High High Medium Medium chanflels, and phase-w1s.e defen§e
attack modeling mapping; defense analysis remains
analytical pending empirical
validation
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Fig. 4. Classification of ICS Malware [32]

A. Derivation Corpus: Representative ICS Malware Cases

Human-mediated transfer is modeled across phases. An
unwitting user may carry a contaminated device, a manipulated
maintainer may bypass an intake procedure, and a malicious
insider may exploit authorized access deliberately. Proposed
controls combine role-appropriate personnel vetting, recurring
social-engineering exercises using maintenance scenarios, least
privilege, two-person approval for exceptional transfers, and
reconciliation of user, media, and work-order logs. Behavioral
alerts should concern deviations from approved tasks rather
than treating every authorized access as hostile. These controls
reduce exposure but do not eliminate trusted-insider risk.

Previous research categorizes ICS malware according to
targeting characteristics, as shown in Fig. 4. Targeted mal-
ware is subdivided into /CS-themed and ICS-tailored families:

the former engages in reconnaissance or data manipulation
without deep hardware specificity, whereas the latter is devel-
oped with explicit knowledge of industrial devices or com-
munication protocols. A notable example is Stuxnet, which
precisely targeted Siemens Step7-based programmable logic
controllers (PLCs) to damage uranium centrifuges in Iran’s
Natanz facility [6]. In contrast, Havex primarily focused on
reconnaissance, while BlackEnergy3 and Industroyer2 demon-
strated the capability for large-scale operational disruption. By
comparing these representative cases, this section derives gen-
eralizable technical traits that underpin the proposed ACKC
framework.

1) Stuxnet Malware: As illustrated in Fig. 5, Stuxnet,
discovered in 2010, was a sophisticated ICS-targeted malware
engineered to sabotage uranium enrichment centrifuges at
Iran’s Natanz nuclear facility. It infiltrated air-gapped systems
via infected Universal Serial Bus (USB) drives exploiting
the Windows Link (LNK) vulnerability (CVE-2010-2568)
for initial execution. After establishing persistence through
privilege escalation, it propagated internally via the Print
Spooler vulnerability (CVE-2010-2729). Once embedded
within engineering workstations, it targeted Siemens Step7
PLCs, intercepting control commands and falsifying oper-
ator feedback to conceal physical damage. All referenced
vulnerabilities follow the Common Vulnerabilities and Expo-
sures (CVE) framework [33].

2) Havex Malware: As shown in Fig. 6, Havex (also
known as Oldrea), first reported in 2013, primarily tar-
geted ICS environments through supply-chain compromise
and spear-phishing [34]. The campaign distributed a remote
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access trojan (RAT) that established HTTP(S)-based callbacks
to its C&C servers. The component mbcheck.dll per-
formed Object Linking and Embedding (OLE) for Process
Control (OPC) enumeration and related ICS reconnaissance,
enabling attackers to map devices and collect process/state
data. OPC, an industry-standard communication interface,
allows PLCs, sensors, and workstations to exchange real-
time process data; Havex abused this legitimate protocol to
locate and profile assets even within segmented networks.
The full attack flow—initial infection, RAT deployment, C&C
establishment, OPC enumeration, data exfiltration, and stealth
persistence—aligns with the sequence depicted in the fig-
ure [35, 36].

3) BlackEnergy3 Malware: As illustrated in Fig. 7, the
2015 Ukraine blackout was attributed to the BlackEnergy3
campaign [37]. This modular malware was delivered via
spear-phishing emails containing malicious Microsoft Office
documents (e.g., black.x1s), which deployed a dropper into
the $LOCALAPPDATAS% directory. Once executed, the drop-
per established HTTP(S) connections to its C&C servers to
fetch additional modules and propagate laterally using stolen
credentials. After compromising IT networks, it expanded to
HMIs and engineering workstations bridging into OT domains,
issuing unauthorized breaker commands and deploying the
KillDisk wiper to erase critical files. This attack chain
demonstrates three characteristics relevant to air-gap threat
modeling: stealthy operation through process masquerading
and C&C communication, payload execution from user-level
directories, and ICS disruption through HMI/EWS access,
unauthorized breaker commands, and KillDisk-based file wip-
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ing [37].

4) Industroyer2 Malware: As shown in Fig. 8, Indus-
troyer2, first reported in 2022, is a specialized malware
family designed to directly manipulate electric substations by
abusing the International Electrotechnical Commission (IEC)
60870-5-104 (IEC-104) protocol [38]. The malware contained
hardcoded configurations and device mappings, allowing au-
tonomous operation without persistent external C&C.

Industroyer2 was reported in 2022 in an attempted attack
on Ukrainian electrical substations. Its hardcoded configura-
tion and scheduled execution support analysis of condition-
dependent industrial operations without continuous exter-
nal control. The ESET report identifies the executable as
108_100.exe and describes use of the International Elec-
trotechnical Commission (IEC) 60870-5-104 protocol. It
reports coordinated deployment of CaddyWiper, including
scheduled wiping on the Industroyer2 host, but explicitly states
that initial compromise and movement from the IT network
into the ICS network were unknown. These unknown steps
are not treated as established phishing, credential theft, or a
verified physical air-gap crossing [38].

B. Extended Corpus: Recent Air-Gap-Targeting Campaigns

The preceding cases provide a derivation corpus for ex-
tracting recurring ICS and closed-network malware traits.
However, to address more recent removable-media and offline-
exfiltration threats, we further examine recent air-gap-targeting
campaigns, including Ramsay, USBCulprit, and PlugX/SOGU
USB propagation variants. This extended corpus is not used



as the sole basis for deriving the ACKC; rather, it is used
to examine whether the extracted traits remain observable in
more recent air-gap-targeting campaigns.

1) Ramsay: Ramsay is a cyber-espionage toolkit reported in
2020 and specifically analyzed as being tailored for air-gapped
networks [17]. Unlike destructive ICS malware, Ramsay pri-
marily emphasizes stealthy document discovery, collection,
and staging inside isolated environments. Its operational logic
is relevant to air-gap modeling because it does not rely on
continuous network connectivity after compromise; instead, it
prepares collected artifacts for later retrieval through indirect
or offline mechanisms.

From the ACKC perspective, Ramsay is most closely associ-
ated with the Stealth and Data Collection phase and the data-
oriented branch of the Attacks phase. Its emphasis on sensitive
file discovery and internal staging supports the observation
that air-gap attacks may remain dormant for extended peri-
ods before exfiltration becomes possible. Therefore, Ramsay
strengthens the need to model air-gap malware not only as
a destructive payload, but also as an autonomous collection
framework operating under constrained connectivity.

2) USBCulprit: USBCulprit is a USB-borne air-gap mal-
ware case associated with the Cycldek activity set and ana-
lyzed in both security reporting and academic literature [18,
39]. It is particularly relevant to air-gap attack modeling
because it relies on removable media as both an infection and
data-transfer mechanism. This behavior directly reflects the
operational role of USB devices as a bridge between connected
and isolated environments.

In ACKC terms, USBCulprit maps strongly to the Malware
Injection phase because the removable device functions as
the delivery vector into otherwise isolated systems. It also
contributes to the Stealth and Data Collection phase by
harvesting files from compromised hosts and preparing them
for later transfer. The case illustrates why air-gap defense
must include media-control policies, device identity tracking,
quarantine procedures, and scan-latency metrics rather than
relying only on network monitoring.

3) PlugX/SOGU USB Propagation Variants: Recent
PlugX/SOGU USB propagation variants demonstrate that
removable-media-based attack paths remain operationally rel-
evant even in modern environments [19, 40]. These cam-
paigns use infected USB drives to propagate between hosts
and support espionage-oriented collection, showing that phys-
ical transfer paths continue to complement network-based
compromise. Unlike purely network-centric malware, USB-
propagating variants can move across disconnected or inter-
mittently connected systems through normal user and mainte-
nance workflows.

From the ACKC perspective, PlugX/SOGU USB vari-
ants reinforce three recurring air-gap traits: removable-media-
mediated injection, autonomous propagation, and delayed
exfiltration. They primarily map to the Malware Injection
and Stealth and Data Collection phases, while their offline
staging behavior is also relevant to the data-exfiltration branch
of the Attacks phase. This extended corpus confirms that the
ACKC is not limited to early ICS malware such as Stuxnet or

Havex, but remains applicable to more recent USB-mediated
air-gap-targeting campaigns.

Table III summarizes how recent air-gap-targeting cam-
paigns instantiate recurring behavioral traits observed in the
derivation corpus. These cases demonstrate that removable-
media-mediated injection, autonomous operation, stealthy data
collection, and delayed exfiltration remain relevant in modern
air-gap attack scenarios.

C. Comparative Summary of Air-Gap Characteristics

The analyzed corpus shows that air-gap-capable malware is
better characterized by recurring operational traits than by tax-
onomy alone. Prior ICS malware categorization distinguishes
non-targeted, ICS-themed, and ICS-tailored malware [32];
however, air-gap attack modeling requires identifying behav-
ioral traits that remain observable across both representative
ICS malware and recent air-gap-targeting campaigns.

The derivation corpus, consisting of Stuxnet, Havex, Black-
Energy3, and Industroyer2, provides representative examples
of malware behavior in closed or semi-isolated ICS envi-
ronments [6, 34, 37, 38]. These cases show recurring traits
such as physical or offline malware injection, autonomous
operation under constrained connectivity, stealthy internal re-
connaissance, staged data collection, and abnormal OT or
hardware interaction. The extended corpus, including Ramsay,
USBCulprit, and PlugX/SOGU USB propagation variants,
further demonstrates that these traits remain relevant in more
recent air-gap-targeting campaigns, especially those involving
removable media, offline collection, artifact staging, and de-
layed transfer [17-19, 39, 40].

As summarized in Table III, the extended corpus instantiates
the behavioral traits extracted from the derivation corpus in
more recent USB-mediated and offline-exfiltration scenarios.
By comparing both corpora, this section identifies five recur-
ring traits relevant to ACKC modeling: (i) physical or offline
malware injection, (ii) autonomous operation, (iii) stealthy data
collection, (iv) offline or covert exfiltration, and (v) abnormal
OT or hardware interaction.

Importantly, trigger or condition-aware logic is not treated
as a standalone trait mapped exclusively to a single phase.
Instead, such logic may be implemented during malware
creation, remain dormant during stealth and data collection,
and manifest operationally during the attacks phase when pre-
defined time-, event-, or system-state conditions are satisfied.
This distinction separates where the logic is designed, where
it remains latent, and where its operational effect becomes
observable. Malware Creation denotes attacker-side prepara-
tion. Defender inspection of trigger logic becomes possible
only when an artifact is available for intake analysis or after
compromise; it is retrospective evidence about preparation, not
direct observation of the attacker developing malware.

These recurring traits collectively form the analytical foun-
dation for designing the ACKC presented in Section V, offer-
ing a structured understanding of how air-gap attacks evolve
across multiple stages and how corresponding defenses can be
systematically derived.



TABLE III
RECENT AIR-GAP-TARGETING CAMPAIGNS AND EXTRACTED ACKC TRAITS

Campaign Targeting Context

Air-Gap-Relevant Attack Path

Extracted Behavioral Trait ACKC Phase Mapping

Ramsay [17] Air-gapped cyber-espionage

environment

Offline operation after compromise and
artifact staging for later retrieval

Stealth and Data Collection;
Attacks

Sensitive-document discovery, internal
collection, and delayed exfiltration
preparation

USBCulprit [18, 39] Isolated or semi-isolated hosts
reachable through removable

media isolation boundaries

USB-mediated infection, file
harvesting, and physical transfer across

Removable-media-mediated injection and
USB-assisted data movement

Malware Injection; Stealth
and Data Collection

PlugX/SOGU USB
variants [19, 40]

USB-enabled espionage and
host-to-host propagation
environments

maintenance workflows

Infected USB drives, autonomous
propagation, offline staging, and
delayed transfer through user or

Autonomous propagation, offline staging,
and delayed exfiltration under intermittent
connectivity

Malware Injection; Stealth
and Data Collection; Attacks

V. TOWARDS AIR-GAP CYBER KILL CHAIN

This section derives the ACKC as a SoK-based abstraction
rather than a new operational doctrine. Building on the com-
parative review in Section III and the malware traits extracted
in Section IV, we organize the extracted behaviors into an air-
gap-oriented analytical view and examine their implications
for defensive intervention. Unlike conventional IT intrusions,
air-gap operations must explicitly account for (i) physical or
offline malware injection, (ii) constrained or absent command
and control (C&C), and (iii) signal-mediated execution and
exfiltration [14-16, 31, 41].

The Lockheed Martin CKC provides a sequential intrusion
abstraction [22], whereas MITRE ATT&CK for ICS offers a
fine-grained taxonomy of adversarial tactics and techniques
for industrial environments [26]. HPE’s ALC complements
these perspectives with an endpoint-centric focus on post-
compromise persistence and lateral behaviors [24]. The APT
Life Cycle model proposed by Hassan II University highlights
camouflage and trace removal as persistent properties across
stages [27]. When applying these models to an isolated deploy-
ment, the analyst must specify which communication paths
and observation sources are actually available. Accordingly,
an air-gap-oriented kill chain should preserve the explanatory
advantages of phase-based reasoning while explicitly incorpo-
rating offline propagation and covert-channel operations.

The ACKC organizes physical infiltration, trigger-based ex-
ecution, and subsequent operations under isolation constraints
within a common analytical structure. These behaviors are not
claimed to be unrepresentable in the original CKC. Compared
with MITRE ATT&CK for ICS, it emphasizes end-to-end
progression (from preparation to execution) rather than enu-
merating isolated techniques. Compared with HPE’s ALC and
the APT Life Cycle, it reinterprets persistence and camouflage
under non-continuous control where external interaction may
be intermittent, indirect, or receiver-mediated.

Ultimately, the ACKC aims to support proactive mitigation
by clarifying when and where defenders can intervene before
attacker objectives materialize in a closed network. The fol-
lowing subsections present the objectives of adopting a kill-
chain lens, analyze limitations of prior models for isolated
systems, and introduce the proposed ACKC.

A. Objectives of Air-Gap Cyber Kill Chain

Air-gap attacks are challenging because they combine so-
phisticated infiltration with covert or unconventional transmis-

sion methods. Nevertheless, their potential impact on critical
systems motivates structured, phase-based threat modeling. We
summarize four objectives for adopting a CKC perspective in
air-gapped environments.

(1) End-to-end interpretation of attack progression. A
kill chain perspective enables systematic interpretation from
external preparation to internal operation and final execution,
rather than assuming malware presence inside a closed net-
work as a starting point.

(2) Earlier detection and proactive response. By explicitly
representing pre-injection and pre-execution phases, defenders
can monitor preparatory indicators and incorporate extracted
traits into detection pipelines.

(3) Phase-wise exposure and vulnerability assessment.
Decomposing the life cycle supports identification of weak
links across people, process, and technology controls, includ-
ing media handling, engineering workstation hardening, and
segmentation boundaries between IT and OT.

(4) Post-incident reconstruction and resilience. After
compromise, phase-based reasoning supports forensic recon-
struction of which controls failed and why, enabling targeted
reinforcement rather than ad-hoc hardening.

B. Analysis of Cyber Kill Chain Models for Isolated Systems

Building on the comparative review in Section III, we
reinterpret prior kill-chain and attack-life-cycle models under
isolation constraints. The original CKC includes removable-
media delivery, and ATT&CK for ICS includes T0847, Repli-
cation Through Removable Media. Offline entry therefore
does not, by itself, establish a new modeling capability of
the ACKC. The comparison below examines how isolation
conditions and physical-channel requirements are organized
within the proposed phase-based analysis [22, 26].

The following mapping is many-to-many and analytical,
rather than a claim that ACKC replaces CKC or ATT&CK
for ICS. External preparation has no necessary one-to-one
counterpart in the ICS technique matrix; internal discovery
after entry is placed under Stealth and Data Collection.

1) Closed Network Reconnaissance corresponds to CKC
Reconnaissance, with attention to maintenance sched-
ules, suppliers, and access to the isolation boundary.
T0846 (Remote System Discovery) and T0842 (Network
Sniffing) describe internal discovery after access and
therefore belong primarily to Stealth and Data Collection




in this mapping, not automatically to external reconnais-
sance.

2) Malware Creation corresponds to CKC Weaponization.
Offline trigger logic and target-specific configuration are
preparation properties; no direct ICS technique identifier
is assigned to malware development itself.

3) Malware Injection corresponds to CKC Delivery
and, where applicable, Exploitation and Installation.
T0847 (Replication Through Removable Media) is a
representative ICS technique, but does not cover every
maintenance or insider transfer.

4) Stealth and Data Collection overlaps CKC Installation
and preparatory Actions on Objectives. T0846, T0842,
and TO811 (Data from Information Repositories) il-
lustrate discovery and collection within the protected
environment. Persistent external command and control
is not required.

5) Attacks corresponds to CKC Actions on Objectives.
T0809 (Data Destruction) and TO882 (Theft of Opera-
tional Information) illustrate different objectives. T0882
identifies information theft, not a particular optical,
acoustic, or other physical transfer mechanism; that
mechanism is recorded separately in ACKC.

The mapping demonstrates substantial overlap with existing
frameworks. The contribution of the ACKC is the systematic
integration of isolation-boundary crossing, control availability,
local execution conditions, and physical-channel requirements
with defensive opportunities. These details could also be
documented through annotations or extensions to existing
frameworks. The proposed synthesis does not establish greater
expressive power or improved detection performance.

C. Proposed Air-Gap Cyber Kill Chain Model

Building on the preceding analysis, we propose the ACKC,
which organizes air-gap attack progression into five sequential
phases: Closed Network Reconnaissance, Malware Creation,
Malware Injection, Stealth and Data Collection, and Attacks.
The ACKC explicitly considers trigger-based, intermittent,
and signal-mediated operations under physical isolation, while
retaining correspondences with existing kill-chain stages [6,
14, 38, 39].

As illustrated in Fig. 9, the ACKC captures the full attack
flow observed in closed industrial networks by integrating both
physical infiltration and covert-channel execution paths. Each
phase reflects operational constraints typical of air-gapped en-
vironments, where adversaries rely on indirect reconnaissance,
removable media, and activation logic rather than continuous
C&C channels.

The five phases of the ACKC are summarized as follows:

e Closed Network Reconnaissance: Identification of
the target environment through open-source intelli-
gence (OSINT), social engineering, or supply-chain anal-
ysis to collect configuration, workflow, and personnel
information relevant to isolated systems.

+ Malware Creation: Development of customized mal-
ware engineered for offline execution, environment-
specific vulnerabilities, and protocol-/process-aware be-
havior within closed networks.

o Malware Injection: Physical or offline introduction of
malware via removable media, engineering laptops, main-
tenance workflows, or insider-enabled transfer, which
substitutes for network-based delivery.

o Stealth and Data Collection: Establishment of persis-
tence, internal reconnaissance, and staged preparation
that enables later execution while minimizing observable
exposure. This phase may include asset discovery, cre-
dential harvesting, project file infection, and preparation
of covert-channel parameters, but avoids overt exfiltration
or destructive actions to reduce detection risk under
constrained observability.

o Attacks: Execution of one or both optional objectives:
system neutralization and data exfiltration. Neutralization
may manipulate industrial logic or disrupt availability.
Exfiltration may use delayed removable-media retrieval
or covert channels in the electrical and electromagnetic,
mechanical, or thermal group. The objectives may occur
independently, in either order, or concurrently; neutral-
ization is not a prerequisite for exfiltration. Activation
may depend on preconfigured time, event, or system-state
conditions, with no requirement for persistent external
command and control.

VI. DEFENSE METHODS AGAINST AIR-GAP CYBER
ATTACKS

Following the taxonomy established in Section II-C, this
section organizes physical-channel analysis into electrical and
electromagnetic, mechanical, and thermal groups. The detailed
signal-based defense discussion focuses on RF emissions and
acoustic signals as representative channels within the first two
groups [1, 3, 15, 16, 42, 43].

The proposed defense matrix is intended to accommodate
channel-specific observables and controls across all three
groups, including optical signaling, power-line conduction,
structure-borne vibration, and temperature-based signaling.
These channels require different sensing and mitigation mech-
anisms according to their transfer paths and deployment condi-
tions [2, 4, 5, 13]. Air-gapped systems provide a primary layer
of security through physical isolation, yet this very isolation
introduces unique vulnerabilities that conventional network-
centric defenses cannot fully address. Prior research on air-
gap attacks has illuminated various covert channels within
the electrical and electromagnetic, mechanical, and thermal
groups, but often presumes that air-gap malware is already
installed, yielding a fragmentary view of the end-to-end attack
life cycle [14, 15, 31]. To counter these threats effectively,
defenders require a detailed understanding of both malware
creation paths and sophisticated data exfiltration techniques.

As elaborated in Section V, this study adopts the ACKC
as a structured lens for analysis. Building on this framework,
we develop a defense paradigm along two axes: (i) methods
derived from behavioral characteristics of air-gap malware,
and (ii) mechanisms organized by physical transmission me-
dia. While the Lockheed Martin Course-of-Action Matrix is
valuable for general cyber defense, it does not fully capture air-
gap peculiarities such as autonomous operation and abnormal
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hardware control within closed networks. Therefore, we intro-
duce a metric-informed Air-Gap Defense Matrix (Table IV)
that aligns ACKC phases with observable indicators, defensive
actions, and defense objectives.

Fig. 9 presents the ACKC as an attacker-side process flow.
Fig. 10 overlays the corresponding defender-side view on the
same five-step flow: each step is paired with a representative
defensive action drawn from Table IV, so that the attacker-
side progression in Fig. 9 and the defender-side intervention
points in Fig. 10 can be read side by side. Table IV remains
the authoritative, complete mapping of observable indicators,
defensive actions, and defense objectives; Fig. 10 presents a
subset of this mapping as a visual summary rather than a
replacement for the table.

Because air-gapped environments differ in mission critical-
ity, sensor availability, and acceptable operational disruption,
the matrix does not prescribe universal numerical thresholds.
Instead, Table V summarizes measurable outcome categories
and operational cost factors that can be instantiated in site-
specific evaluations. Accordingly, the proposed metrics should
be interpreted as evaluation categories rather than universally
applicable benchmark values. Their primary purpose is to
provide a common analytical basis for comparing defense
effectiveness across heterogeneous air-gapped environments
while allowing deployment-specific calibration according to
operational requirements.

A. Metric-Informed Air-Gap Defense Matrix

To operationalize the behavioral insights derived from prior
air-gap malware analyses, we organize phase-specific defenses
into the metric-informed Air-Gap Defense Matrix (Table IV).
The matrix links each ACKC phase to observable indica-

physical channels

4. Maintain stealth while
collecting internal data

tors, defensive actions, and defense objectives. The defensive
actions are derived from five control dimensions: anomaly
detection, media control, execution restriction, deception, and
asset sanitization [22, 25]. For the Malware Creation phase,
the listed observable indicators (e.g., unsigned binaries, hash
mismatches) are necessarily detected only after the artifact
enters the defender’s environment, typically during the Mal-
ware Injection or Stealth and Data Collection phases. The
phase label in Table IV reflects where the indicator originates
in the attacker’s process, not the point at which it becomes
observable to defenders.

Table IV specifies phase-wise observable indicators and
defensive actions, while Table V clarifies how these defenses
can be evaluated through measurable outcomes. Here, mean
time to detect (MTTD) denotes the average time between the
occurrence of an attack behavior and its detection, while mean
time to restore (MTTR) denotes the average time required to
recover affected assets to a trusted operational state. For exam-
ple, the media-control actions listed for the Malware Injection
phase in Table IV can be evaluated using the corresponding
metrics in Table V, such as unauthorized media block rate,
removable-media scan latency, and quarantine success rate.
Similarly, defenses in the Attacks phase can be evaluated
using signal detection rate, false-alarm rate, leakage-bandwidth
reduction, and restoration time. These metrics are not intended
as universal thresholds; rather, they provide evaluation cat-
egories that can be calibrated according to mission require-
ments, sensor availability, and acceptable operational disrup-
tion. For instance, false-positive tolerance, acceptable scan
latency, and recovery-time targets can be defined differently
for mission-critical control systems, maintenance workstations,
and monitoring-only assets.
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TABLE IV

ACKC-ALIGNED AIR-GAP DEFENSE MATRIX

ACKC Phase

Observable Indicators

Defensive Actions

Defense Objective

Closed Network Recon-
naissance

Supplier impersonation; abnormal mainte-
nance inquiries; exposed engineering assets;
unusual access requests; OSINT-based tar-
geting indicators

OSINT monitoring; supplier verification; access-pattern review;
controlled disclosure of system information; honeypots and falsi-
fied configurations

Early detection of reconnaissance
and deception of adversarial profil-
ing

Malware Creation

Unsigned binaries; abnormal executable
metadata; suspicious ICS libraries; hash
mismatches; unauthorized scripts or config-
uration files

File-integrity monitoring; code-signing verification; offline sand-
box analysis; application allowlisting; signed repositories;
configuration-data deception

Reduction of custom malware fea-
sibility and prevention of unautho-
rized code introduction

Malware Injection

New USB serial numbers; unauthorized
removable-media mounts; file copies from
maintenance laptops; autorun changes; exe-
cution from external drives

USB allowlisting; port lockdown; removable-media scanning;
media quarantine; autorun disablement; bait media; device-access
auditing

Prevention and containment of phys-
ical or insider-assisted malware de-
livery

Stealth & Data Collection

Abnormal file-access bursts; project-file
enumeration; archive staging; hidden direc-
tory creation; unusual ICS query frequency;

File-access anomaly detection; least-privilege enforcement; ICS
command restriction; decoy project files; virtual decoy systems;
persistence cleanup; log-integrity restoration

Detection and suppression of persis-
tence, internal reconnaissance, and
staged data collection

credential misuse

Attacks (Neutralization / | Trigger-time activation; abnormal PLC
Data Exfiltration) commands;  actuator  state  changes;
RF/acoustic/optical emission peaks;

periodic modulation patterns; abnormal

firmware behavior

Logic restriction; interface control; execution isolation; emission
shielding; spectrum monitoring; decoy emissions; controlled jam-
ming; state restoration; system re-imaging

Mitigation of destructive execution,
covert exfiltration, and restoration of
trusted system state

B. Scenario-Based Validation Protocol

Although this SoK does not conduct a large-scale empirical
benchmark, the proposed ACKC and Air-Gap Defense Matrix
are designed to support reproducible validation in controlled
air-gap testbeds. To make this evaluation path explicit, we
outline a scenario-based validation protocol that maps repre-
sentative air-gap attack behaviors to ACKC phases, observable
data sources, defensive actions, and measurable outcomes.
This protocol is intended to bridge the gap between conceptual
kill-chain modeling and practical evaluation without requiring
deployment of live malware in operational environments.
Unlike the extended-corpus analysis in Section IV, which
checks whether ACKC-relevant traits remain observable in

independent recent air-gap-targeting campaigns, the validation
protocol in this subsection focuses on how ACKC-aligned
defenses can be exercised and measured in controlled scenar-
i0s. It therefore complements Table IV, which defines phase-
wise observable indicators and defensive actions, and Table V,
which defines the corresponding evaluation metric categories.

The following is a proposed reference configuration for
future evaluation, not a testbed implemented or measured in
this SoK. Use four separately imaged computers: a transfer-
preparation host outside the protected network, a disconnected
intake/quarantine station, an engineering workstation, and a
controller-simulator host. Use OpenPLC Runtime v4 on the
last host with a software-only tank-level control program and



TABLE V

EVALUATION METRICS FOR ACKC-ALIGNED AIR-GAP DEFENSES

Metric Category

Example Metrics

Evaluation Meaning

Relevant ACKC Phase

Detection Effectiveness

Detection rate (recall); precision; false-

positive rate; false-alarm rate

Measures how accurately suspicious behaviors, malicious files, ab-
normal commands, or covert signals are detected without excessive
false alarms

All phases

Time Efficiency

MTTD; MTTR; analyst triage time; alert-to-
containment time

Measures how quickly defenders detect, analyze, contain, and restore
from phase-specific attack behaviors

All phases

Media Control

Unauthorized media block rate; removable-
media scan latency; quarantine success rate;
approved-media false-positive rate

Evaluates whether removable media and maintenance devices are
effectively controlled without excessive disruption to legitimate op-
erations

Malware Injection

Execution Restriction

Allowlist violation count; unauthorized ex-
ecution block rate; code-signing violation
count; engineering-tool false-positive rate

Measures the effectiveness and side effects of restricting unauthorized
binaries, scripts, and execution paths

Malware Creation; Malware
Injection; Stealth & Data
Collection

Stealth Detection

File-access anomaly detection rate; hidden-
directory detection rate; credential-misuse de-
tection rate; abnormal ICS-query detection
rate

Evaluates whether persistence, internal reconnaissance, staged collec-
tion, and covert preparation behaviors are detected

Stealth & Data Collection

Covert-Channel
sion

Suppres-

Signal detection rate; leakage-bandwidth re-
duction; signal-to-noise ratio change; emis-
sion anomaly score; jamming effectiveness

Measures whether covert channels in the electrical and electro-
magnetic, mechanical, or thermal group are detected, degraded, or
suppressed

Attacks (Data Exfiltration)

Recovery Effectiveness

System restoration time; re-imaging time;
firmware integrity restoration rate; verified
clean-state recovery rate

Evaluates how quickly and reliably compromised assets are restored
to a trusted operational state

Attacks; post-incident recov-
ery

Operational Cost

Analyst workload; maintenance delay; scan-
ning overhead; sensor deployment cost;

Captures the operational burden introduced by defense mechanisms
and helps compare security benefit against deployment cost

All phases

shielding cost; downtime

simulated state variables; no physical actuators are connected.
A fifth computer collects local logs and sensor recordings.
The engineering workstation, simulator, and collector may
communicate over an internal switch, but have no wired
or wireless network path to the external host. Approved
removable media provide the only administrative transfer
route. Record operating-system and simulator versions, image
hashes, hardware models, internal addressing, control period,
and the allowed control operations in the run manifest. The
selected controller platform is an implementation option, not
evidence that this configuration has been tested. Within such
an environment, each ACKC phase can be instantiated as a
benign or emulated behavior corresponding to representative
attack stages. For example, malware injection can be emulated
through controlled removable-media file transfer, stealth and
data collection can be represented by scripted file enumeration
or archive staging, and the attacks phase can be represented
by simulated PLC command anomalies or controlled signal
emissions. Table VI operationalizes this protocol by mapping
each representative validation scenario to an ACKC phase,
observable data source, defense to evaluate, and primary
metric. The resulting observations can then be evaluated
using the metric categories in Table V, including detection
rate, false-positive rate, MTTD, media-control latency, signal-
detection rate, leakage-bandwidth reduction, recovery time,
and restoration success rate.

As shown in Table VI, each validation scenario is tied to a
specific ACKC phase and to data sources that can be collected
without deploying live malware in operational environments.
For instance, controlled removable-media transfer evaluates
the Malware Injection phase through USB serial numbers,
mount events, file-copy logs, and scan results, whereas scripted
file enumeration and staging evaluates the Stealth and Data
Collection phase through file-access bursts, archive creation,
hidden directories, and credential-use logs. Similarly, simu-

lated ICS command anomalies and controlled signal-emission
experiments instantiate the two branches of the Attacks phase,
namely neutralization and data exfiltration. This protocol does
not prescribe universal thresholds because acceptable false-
positive rates, scan latency, recovery time, and operational
disruption vary across mission-critical control systems, main-
tenance workstations, and monitoring-only assets. Instead, it
provides a reproducible evaluation structure through which
future studies can instantiate site-specific thresholds and com-
pare defense coverage across ACKC phases. Accordingly,
Table VI should be interpreted as a validation blueprint rather
than an empirical benchmark table. It connects the ACKC
phases, the observable indicators in Table IV, and the eval-
uation metrics in Table V, thereby providing a reproducible
pathway for future controlled experiments and site-specific
validation of air-gap defenses.

C. Behavioral Basis for ACKC-Aligned Defense

Conventional security mechanisms such as intrusion de-
tection systems (IDSs), intrusion prevention systems (IPSs),
and firewalls (FWs) are primarily designed for continuously
connected environments and are therefore insufficient, by
themselves, to address threats in physically isolated net-
works [44, 45]. Building on the comparative trait analysis in
Section IV-C, air-gap defense should be grounded in recurring
operational traits rather than in malware family names alone.

The recurring traits identified in Section IV-C provide the
behavioral basis for the ACKC-aligned defenses in Table IV.

Unlike networked supply-chain security, which can rely on
continuous vendor-portal monitoring and remote attestation,
Closed Network Reconnaissance defenses must operate with-
out external telemetry: supplier verification is instantiated as
point-in-time physical audits during scheduled maintenance
windows, and the listed honeypots are deployed as decoy
engineering workstations or decoy PLC endpoints physically



TABLE VI

SCENARIO-BASED VALIDATION PROTOCOL FOR ACKC-ALIGNED DEFENSES

Validation Scenario

ACKC Phase

Observable Data Source

Defense to Evaluate

Primary Metrics

Controlled removable-media
transfer

Malware Injection

USB serial number, mount event, file-copy
log, scan result

USB allowlisting, media scanning,
quarantine workflow

Block rate; scan latency;
false-positive rate

Scripted file enumeration and
staging

Stealth & Data Collection

File-access burst, archive creation, hidden
directory, credential-use log

File-access anomaly detection, least
privilege, decoy project files

Detection rate;
alert precision

MTTD;

Simulated ICS command | Attacks: Neutralization PLC/SCADA command log, actuator state | Logic restriction, command valida- | Command-block rate;

anomaly change, engineering workstation event tion, execution isolation response time; recovery
time

Controlled  signal-emission | Attacks: Data Exfiltration RF/acoustic/optical ~ emission  pattern, | Emission shielding, spectrum mon- | Signal-detection rate;

experiment spectrum-monitoring output itoring, decoy emission, controlled | leakage-bandwidth

reduction; false-alarm

rate

jamming

Post-incident restoration drill | Attacks: post-incident restoration

Firmware integrity check, image restoration
log, asset baseline comparison

MTTR; restoration suc-
cess rate; residual-risk in-
dicator

System re-imaging, firmware
restoration, clean-state verification

present on the isolated network segment, whose access logs are
reviewed locally rather than forwarded to an external security
information and event management (SIEM) system.

For Malware Creation, defenders cannot ordinarily observe
the external development process. A corresponding defensive
opportunity arises later at intake: an isolated analysis station
can check artifact integrity, inspect embedded trigger condi-
tions, and emulate execution under controlled inputs. This is
retrospective analysis of preparation artifacts, not prevention
or observation of malware development itself. Physical or
offline malware injection motivates media control, supplier
verification, and removable-media auditing in the Malware
Injection phase. Concretely, this is instantiated as a dedicated,
disconnected media-scanning kiosk through which all remov-
able media must pass before entering the protected segment,
with scan results logged locally and reconciled against the
work-order log described in Section IV-A.

Autonomous operation and stealthy data collection moti-
vate execution restriction, file-access anomaly detection, least-
privilege enforcement, deception, and persistence cleanup in
the Stealth and Data Collection phase. Concretely, decoy
project files are placed on engineering workstations with
filenames matching real project naming conventions, and
access to them is monitored via local file-system auditing
rather than network-based data-loss-prevention tooling, which
is unavailable in this environment.

Offline or covert exfiltration motivates emission monitoring,
shielding, decoy emissions, and controlled jamming in the
data-exfiltration branch of the Attacks phase. Concretely, this
is instantiated as a fixed-position spectrum-monitoring sensor
local to the protected segment (Section VI-D) rather than a
cloud-connected SIEM feed, since no external network path
is available to carry telemetry off-site.

Abnormal OT or hardware interaction motivates command
validation, interface control, firmware-integrity checking, state
restoration, and system re-imaging in the neutralization branch
of the Attacks phase. Concretely, command validation is
instantiated as a local PLC-logic allowlist enforced at the engi-
neering workstation, since remote attestation services common
in networked ICS deployments are not reachable from within
the air gap.

Trigger or condition-aware logic is treated as a cross-
phase mechanism rather than a standalone behavioral trait.

RF Emission

Electrical and

Optical Signaling
Channels

Power-Line
Conduction

Airborne Acoustic

Air-gap

Mechanical

Coe Channels

Channels

Structure-Borne
Vibration

T

Temperature
Modulation and Heat
Transfer

Thermal
Channels

Fig. 11. Air-gap attack classification

It may be implemented during Malware Creation, remain
dormant during Stealth and Data Collection, and manifest
operationally during the Attacks phase when predefined time-,
event-, or system-state conditions are satisfied. This distinction
separates where the logic is designed, where it remains latent,
and where its operational effect becomes observable.

These correlations characterize the operational logic of
representative air-gap-capable malware, including Stuxnet,
Havex, BlackEnergy3, and Industroyer2, and explain how the
proposed defense matrix is derived. By treating recurring
behavioral traits as ACKC phase indicators, defenders can
implement phase-specific countermeasures, such as media
isolation for injection, file and process monitoring for stealth,
and emission shielding or restoration procedures for attack
mitigation. Table VII summarizes representative malware char-
acteristics, their usage examples, and their relevance to ACKC-
based defense design.

D. Analysis of Air-Gap Attack Vectors and Defense Methods

As illustrated in Fig. 9, the Attacks phase of the ACKC
includes covert data exfiltration through physical channels.
Figure 11 organizes these channels into three operational
groups. The electrical and electromagnetic group includes
RF emissions, optical signaling, and power-line conduction.
The mechanical group includes airborne acoustic signals
and structure-borne vibration. The thermal group includes
temperature-based signaling through heat transfer.
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AIR-GAP MALWARE CHARACTERISTICS AND ACKC-ALIGNED DEFENSE RELEVANCE

Feature

Description

Representative Usage Examples

Non-network path pene-
tration

Malicious code infiltrates isolated environments via
physical media or compromised supply chains.

Stuxnet and Havex used infected USB drives or
malware-injected ICS software distributed through le-
gitimate vendor channels [6, 46].

Propagation and lateral
movement

Self-replication and credential-mediated lateral move-
ment are distinct mechanisms; the latter does not by
itself establish autonomous malware propagation.

Stuxnet used removable-media and local-network prop-
agation mechanisms. The BlackEnergy3-associated
campaign involved credential-mediated lateral move-
ment; this is not evidence of autorun-based USB self-
replication. [6, 37]

Stealth techniques

Use of common protocols and filenames to evade detec-
tion, combined with self-deletion and code obfuscation.

Havex disguised C&C communications using HTTP(S),
BlackEnergy3 mimicked legitimate filenames, and In-
dustroyer2 employed self-deletion [35, 38, 47].

Abnormal hardware com-
munication

Exfiltration or disruption via manipulated hardware-
level signals, abnormal OT commands, or process-

Stuxnet altered PLC-controlled centrifuge speeds, while
BlackEnergy3 used the Ki11Disk module to disrupt

control behavior.

power grid operations [6, 37].

The following subsections discuss RF emissions and me-
chanical channels as representative signal-analysis examples,
followed by thermal sensing and transfer constraints. Signal-
analysis and mitigation methods require channel-specific adap-
tation and should not be assumed to apply unchanged across
these groups.

1) Electrical and Electromagnetic Channels: RF electro-
magnetic channels exploit unintended or deliberately mod-
ulated radio-frequency emissions from electronic systems
to establish covert communication with external receivers.
As a specialized domain within Electromagnetic Compati-
bility (EMC), the TEMPEST discipline addresses both the
analysis of unintentional emanations and the implementation
of defensive countermeasures, such as zoning, shielding, and
emission control.

This risk extends to industrial settings: Sachintha et al.
demonstrated that electromagnetic (EM) radiation from wired
Ethernet connections in ICS can be captured with a portable
software-defined radio and demodulated to exfiltrate data,
without requiring any direct physical connection to the target
device [48].

In the context of air-gapped environments, adversaries can
repurpose controllable electromagnetic emissions—originating
from buses, cables, or peripheral interfaces—into data exfil-
tration pathways. Figure 12 illustrates a conceptual acquisi-
tion and analysis pipeline for RF electromagnetic emissions:
received analog signals are digitized using an Analog-to-
Digital Converter (ADC) and analyzed using a Fast Fourier
Transform (FFT) to identify spectral components that may
indicate covert modulation. This description is provided to
clarify the defense rationale at the physical layer, rather
than to prescribe site-specific implementation details. Once
such patterns are detected, active suppression can be per-
formed through destructive interference—by transmitting an
inverse-phase waveform. For instance, under idealized single-
frequency assumptions, if the emission is represented as
Asin(wt), generating Asin(wt + 7) = —Asin(wt) illustrates
the principle of phase cancellation. In practical deployments,
however, the effectiveness of such active suppression depends
on synchronization accuracy, propagation paths, background

N
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Fig. 12. Conceptual FFT-based spectrum analysis of RF emissions.

noise, and receiver placement.

2) Mechanical Channels: Mechanical channels include air-
borne acoustic signals, such as speaker emissions or fan noise,
and structure-borne vibration. The distinction concerns the
propagation path and receiving sensor, rather than the emitting
component alone.

Figure 13 illustrates conventional acoustic-frequency
ranges: the infrasonic range below approximately 20 Hz,
the audible range from approximately 20 Hz to 20 kHz,
and the ultrasonic range above approximately 20 kHz. These
approximate human-audibility boundaries do not define the
usable bandwidth of a particular covert channel. The usable
frequency range depends on the source, propagation path, and
receiver. No universal upper frequency limit for the ultrasonic
range is specified here, and the figure does not assign an
operating frequency range to structure-borne vibration.

Doi and Sugawara demonstrate a covert channel in which
CPU-load modulation induces leakage from motherboard ce-
ramic capacitors, and a laser Doppler vibrometer is used
instead of a microphone to recover the signal. This example
highlights the need to consider the receiving measurement and
optical access conditions when assessing acoustic or vibration-
channel defenses [49].

Passive controls may include restricting unnecessary
emission-capable components, acoustic insulation, and vibra-
tion damping, subject to equipment and cooling requirements.
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Fig. 13. Conventional acoustic-frequency regions.

Active masking requires evaluation of the source, propagation
path, receiver, and legitimate equipment operation.

SoniControl provides an implemented mobile-device exam-
ple of ultrasonic-activity detection and user-controlled block-
ing. It uses a background spectral model for detection and
supports acoustic jamming. Reported experiments also iden-
tify a limitation when the sender overwhelms the jamming
signal. This provides implementation evidence for an acous-
tic defense, but does not establish detection or suppression
performance in an isolated ICS deployment [50].

3) Thermal Sensing and Transfer Constraints: BitWhisper
provides a temperature-based communication example using
computer heat production and thermal sensing. Its evidence
supports thermal-channel feasibility, not a general defense-
detection benchmark [4].

A corresponding proposed defense would compare local
temperature measurements with workload, fan state, ambient
temperature, and maintenance activity. Sensor position, res-
olution, sampling interval, and thermal response time must
be reported. Separation and airflow management can modify
thermal coupling, but must preserve equipment cooling. RF
spectrum monitoring or audio cancellation is not a substitute
for this temperature-based evaluation.

VII. CONCLUSION

Despite extensive studies on individual air-gap cyber at-
tacks, prior research has largely lacked a unified and system-
atized perspective that connects disparate attack types across
their full operational life cycle. Defensive methodologies have
often remained narrowly focused on specific covert channels,
leaving critical phases such as malware infiltration, persis-
tence, trigger-driven execution, and recovery comparatively
underexplored.

To bridge this gap, this SoK systematizes existing knowl-
edge through the ACKC, an air-gap-oriented adaptation of
the CKC abstraction [9, 22]. The ACKC delineates sequential
stages of air-gap attacks and provides a consistent analytical
basis for reasoning about attacker progression and defender
intervention points. By explicitly modeling physical or offline
malware injection, constrained C&C, trigger-based execution,
and signal-mediated operations, the ACKC captures oper-
ational constraints unique to air-gapped environments that

are not adequately represented in network-centric kill chain
models [24, 26, 27].

Through comparative analysis of representative ICS mal-
ware families—including Stuxnet, Havex, BlackEnergy3, and
Industroyer2 [6, 7, 34, 37]—we identified recurring behavioral
traits relevant to closed-network operations and derived phase-
specific defense indicators. We further examined recent air-
gap-targeting campaigns, including Ramsay, USBCulprit, and
PlugX/SOGU USB propagation variants [17, 18, 39, 40], to
show that removable-media-mediated injection, autonomous
operation, stealthy data collection, and delayed exfiltration
remain relevant in modern air-gap scenarios. These findings
informed the Air-Gap Defense Matrix, which aligns ACKC
stages with observable indicators, defensive actions, and de-
fense objectives to support situational awareness, early detec-
tion, and resilience against multi-stage air-gap threats.

Furthermore, physical covert channels were organized into
three operational groups: electrical and electromagnetic, me-
chanical, and thermal. RF emissions and acoustic signals were
examined as representative examples for detailed signal-based
defense analysis [1, 3, 51-53]. The associated defenses were
organized into passive sensing/monitoring-based detection and
active countermeasure approaches. This multidimensional tax-
onomy highlights the need for integrated, layered defenses
that combine physical safeguards, such as shielding, isolation,
and noise injection, with logical controls, such as execution
restriction, integrity verification, media control, and controlled
maintenance workflows.

The channel examples reviewed in this SoK are not ex-
haustive. Hydraulic-pressure signaling through water-supply
infrastructure illustrates a deployment-specific transfer path
beyond the airborne acoustic and structure-borne vibration
examples emphasized here. Such channels require explicit
characterization of the pressure variable, infrastructure cou-
pling, and receiving sensor when applying the operational
taxonomy [54].

This work provides knowledge consolidation and an ana-
Iytical framework, not a new empirical defense benchmark.
The proposed reference configuration provides a path for
future controlled evaluation, rather than evidence of oper-
ational effectiveness. Actual implementation, independently
collected traces, and comparative performance measurements
remain future work. The campaign corpus supports illustrative
behavioral mapping and does not validate all attack vectors.
Accordingly, the contribution is a metric-informed evaluation
framework that may inform future standardization, not an
established evaluation standard.

Future research should build on this validation protocol
to empirically evaluate the ACKC and the Air-Gap Defense
Matrix across diverse air-gap scenarios, including removable-
media injection, stealthy data staging, simulated ICS command
anomalies, controlled physical-channel emissions, and post-
incident restoration drills. Such validation can enable quanti-
tative assessment of detection coverage, false-alarm trade-offs,
response effectiveness, operational cost, and residual risk. In
parallel, integrating artificial intelligence (AI)-driven anomaly
detection, cross-signal correlation, and automated response
mechanisms may further enhance both passive and active



protection in real-world industrial and defense-grade deploy-
ments. Ultimately, this study aims to bridge structured threat
modeling and practical defense design for physically iso-
lated infrastructures operating in increasingly complex cyber-
physical environments.
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