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Abstract—Different security measures have emerged to en- Many researchers have, recently, started using the terms
counter various Internet security threats, ensuring a cerain level  “Quality of Protection”, when addressing the issue of in-
of protection against them. However, this does not come witlut oy rating QoS with security, whereby sensitive informatio
a price. Indeed, there is a general agreement that high secity . tected usi d ¢ thenticati d thi
measures involve high amount of resources, ultimately impeting 'S PrOt€ctéd using adequate authenticaion and cryptograp
the perceived Quality of Service (QoS). algorithms to ultimately ensure QoS [7]. For example, the

The objective of this paper is to define a framework, dubbed work in [8] introduces a middleware adaptation scheme that
QoS?, that provides means to find a tradeoff bet\éveen security dynamically tunes the encryption key length of the undedyi
{g%ﬂ;@%ﬁiﬁ;?ﬂmg';Sr?tijéoggieisrfoﬂt;;;‘ﬁgtoé Ofr;/a“_llﬁ‘é";él: encryption algorithm to the actual end-to-end delay. The
formance of the QoS framework is evaluated through computer major drawback of thls Work_con5|stt5. in its vulnerability to
simulations. A use-case considering worm email detectios used ~attacks such as man"n'the'mld_d|e [9]; in other WOI‘.dS thekwo
in the performance evaluation. ensures a level of QoS but this comes at the price of some

security flaws
In this paper, our main concern is to design a novel frame-
|. INTRODUCTION work, entitled QoS? (i.e., Quality of Service and Security),
o ) _ ) ) _ that enables network protection from malicious usage and
Providing services with high perceived QoS is known tgiiacks.However, in the absence of a potential threat, the

be frequently antagonistic with the provision of highly sex QoS? framework, in an autonomic way, relaxes the system’s
services. Indeed,_security.mechanisms cle_arly involveaexbyerall security requirements in case the required QoS are
resources [3], which may impact the perceived QoS or eVgB; met under the current security settings. The framework
degrade the overall system performance. provides an adjustable level of security to ensure acchptab
This observation has been also confirmed by some of agps employing a Multi Attribute Decision Model (MADM)
previous research work, pertaining to detection of InterngpproachAn abridged version of this work has appeared in
worms in large scale networks [4], and detection and tracg.
back of sophisticated attacks using encrypted protocdis [S The remainder of this paper is organized as follows. Section
The work in [4] indicates that the longer the generatgfl provides an overview of the state of the art. Section IlI
signature is, the more accurate the detection is. Howevisr, tqescribe inn details the envisioned GofBamework. Section
also increases the end-to-end delay and impacts the ovef@liportrays the simulation setup and discusses the obtained
Quality of Experience (QOE) of users. In [5], an IntrusioResults, The paper concludes in Section V with a summary

Detection System (IDS) capable of detecting attacks usifgcapping the main advantages and achievements of the pro-
cryptographic protocols was devised. The devised IDS usgssed frameworks.

strategically distributed Monitoring Stubs (MSs) thatfsthe
encrypted traffic, extract features for detecting thesack#t
and construct normal usage behavior profiles. Upon detgctin

suspicious activities, the MSs notify the victim serverfjshh  |n [2], Shenet. al. claimed that little work has been done
may then take necessary actions. Depending on the dete@gdthe interaction between QoS and Security in networks.
attack, such actions may introduce additional delays to thfpey noticed that while QoS and Security used to be treated
end-to-end delay to disable attackers from making accurg{¢ separated entities, they strongly impact each other and
estimates of the processing time required for the decrgptithus should be considered together when designing pratocol
of a particular key (e.g., remote time attack [6]). Suchawi for Mobile Ad-Hoc Networks (MANETS) For this reason,
may also involve a random discarding of packets (e.g., pagigey proposed a distributed dynamic management system that
word attack). All in all, existing network Security meassireshould keep QoS and Security as good as possib|e in MANETs
may have a side effect on the overall QoS of the system.dfen if the available network resources charlgd3], Irvine
is thus imperative to deploy security requirements alonil wiet. al. suggest a Quality of Security Service (QoSS) theory that
their QoS counterparts. handles security as a dimension of Q@Sbrief description of
the proposed framework is given illustrating the use ofasatri

tar;rk@%—iéggg (iJSrgW“h NEC Europe LTD, Heidelberg, Germany. Emaileb-  gecurity mechanisms and policies that should allow disteit
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To enable service providers to advertise Security of Serviand their counter-measures. To this e, the European
(SoS) to their clients, researchers investigated the pwor research group ResumeNet [15h taxonomy is developed
ration of security parameters into the Service Level Spedé systematically document and assess the impact of various
fications (SLS) [10], [11]. The selected security paransetechallenges, which pose a threat to the system. This taxonomy
are integrated to enhance SLA-based management of (oSt identifies the challenge categories that reflect thereaif
with the generation of network policies that guarantee thie challenge. A second-level classification is then foatad
reservation of adequate resources for meeting both seculibsed on the specific scenario to which this challenge applie
and QoS needdn [11], it is found that the integrated securityThe work then addresses the need to formulate defensive
protocol impacts the resources during the initializatidrage mechanisms for each of the challenges in different scenario
in which the security context is established (i.e., durimy k and to also find the appropriate defensive measures. By
generation, negotiation of the used algorithms, and sdfortperforming rigorous system analysis and understanding the
This consumes the processing power of the end hosts, memohallenges that lead to the high likelihood of systems fagu
and also adds to the end-to-end delay. The specific protogoladdition to learning from past events, in the ResumeNet
data (IPSEC/TLS header) also consumes higher bandwidthphoject a library of the best possible defensive mechanisms
order to determine the precise impact of the security patocspecific to the given challenge and the prevailing scenario o
on the network bandwidth, different security levels applim set-up is built Whilst the purpose of our current work is not
IPSec revealed the bandwidth costs for a MPEG video andaaexplicitly deal with these defensive mechanisms, wenidte
DVD sequence. It is found that while the multimedia sequeneeploying feedback from them in our Qb®amework for
quality, the confidentiality level, and the authenticatimnd integrating security with QoS attributes.
integrity level do not impact much the bandwidth cost, the In this paper, we envision a “network security advisory
choice of the security services and the protocol do. system” with a number of threat levels ranging from low

To ensure both QoS and security requirements, some t@-severe. The security advisory system defines the threat
searchers addressed the problem using an adequate adafgied of the network based on events reported by entities
theory. For instance, the work in [12] exploits the co-opigea such as firewalls and IDSs. It analyzes the events in specific
game theory-based strategies to model the interactionegeetwtimeslots and constantly updates the threat level. For each
intruders and IDSs in MANETs and wired network3n the threat level and each associated security level, a paaticul
other hand, Bayesian Nash algorithm is employed in [13] Wefensive measure can be applied, following the taxonomy
analyze the interaction between an intruder and a defendeveloped in [15]
in both static and dynamic network settings with the aid of Based on the alert level indicated by the security advisory
monitoring systems. Nash equilibrium-based game theoregystem, we are interested in devising a security/QoS policy
studies have also been conducted towards solving QoS prebntrol that indicates the security level that should cspond
lems (i.e., without any security incorporation) involvipgwer to a desired QoS level. When under the indicated threat,level
and rate control problem where network users compete witie security advisory system recommends a range of secu-
each other to obtain maximum throughput with minimurvty levels (e.g., range of encryption/decryption key ltrsy
energy consumption [14]. While these work, based on garagomaly detection score, worm signature lengths, etc), we
theory and probabilistic models, may be able to formulage thare interested in finding out the highest security level that
problem of intrusion detection in a general case, they ate rghould be selected in a way that the QoS requirements of users
realistic for addressing the intricate interaction of mlétel are not compromised. If for a particular security level,nfro
QoS and security requirements. In order to formulate the-Qogithin the recommended range, the QoS requirements of users
security problem, we resort to the use of a distributed ar@nnot be satisfied (i.e., this can be inferred from a legrnin
elegant algorithm obtained from the Multi Attribute Deocisi phase), the security/QoS policy control unit asks for segur
Making (MADM) theory. As defined in [18], MADM means relaxation. In contrast, if the network is under potentitdek
"making preference decisions (e.g., evaluation, prigation, and the security advisory system recommends the highest
selection) over the available alternatives that are chenaed security level, the system has to stick to the recommended le
by multiple, usually conflicting attributesMADM approach although this decision may compromise the required QoS. QoS
can be applied using different algorithms. Some of the comrelaxation (e.g., transmission rate adaptation), thuspimes
monly used ones are the Simple Additive Weighting (SAWhandatory in such a case
and Minimal Distance to Utopia Point (MDUP) algorithms. Note that the proposed framework can be integrated into
Authors in [17] conclude their performance evaluation that Service-Oriented Architectures (SOA), as either: (i) a med
Technique for Order Preference by Similarity to Ideal Solut which helps to decide the best suited quality, into the SOA
(TOPSIS) algorithm outperforms both the SAW and MDURayer, or (ii) a web service into the implementation layer.
algorithms. The advantages offered by MADM approach apesrticularly, it can clearly enriches the framework, pd=d
more evident with the implementation of TOPSIS which wi [23], which allows to integrate dependability and setyuri
use in this paper concepts in service-oriented architectures. Indeed, ¢his

permits to find-out the tradeoff existing between security
HI. ENVISIONED SOLUTION requirements and their QoS counterparts provided by thesuse

Before delving into details about possible security-QoS

integration, it is important to investigate the securitalidnges  1The present research work is part of the ResumeNet project.
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A. Envisioned architecture

Fig. 1 depicts an example deployment scenario, portray-
ing a carrier transport network administrated by a paricul
Network Operator (NO) and connecting a number of con-
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to their customers, located in different local networkseTh 2 .
corresponding network architecture along with the enviséb ecurity adulson @ cae® S
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interfaces between the different network components us-ill
trated in Fig. 2. The architecture is divided into two leyels
namely the network and the service levels, which are in tu
split into the control and data planes. The overall netwo
topology comprises a number of Monitoring Stubs (MSs),
which are intelligently deployed over the core network next
strategic routers. These MSs form a hierarchical threatodet
tion system, consisting of two layers, namely Local Segurit
Monitors (LSMs) and Metropolitan Security Monitors (MSM).Fig. 1. An example deployment scenario.
The LSMs gather information about behavioral anomaly of a

particular local network and deliver them to the respective

MSMs (i.e., using interfacé’l in Fig. 2). Upon receiving I __1_ _
information about a suspicious event from one of its LSMs, a ) f
MSM filters through its database of past attacks and evauate Semvice |

if the threat is real. If the suspicious event is matched with Manager f M2 |
one of the previous threats, the MSM notifies the security N > I |
advisory (i.e., via interface2). The security advisory contains I

a library of existing attacks and their counter-measures, (i 3 | Eﬂ
following the taxonomy developed in [15]). The security
advisory verifies if a similar threat originated from any @th —— |
local networks administrated by another MSM (e.g., incdseo A2
rapid worm spread or DDoS traffic). The security adviSorgals  sewnity ! 3
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the taxonomy developed in [15]) to find the most appropriate
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mechanism to combat against the arising challenge. Then,_ F1 !
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the security advisory defines the threat level and relays thecuity
information pertaining to the threat detection and counter 2
mechanism to all MSMs (i.e., vial2 interface), which in
turn, forward the information to all collaborating LSMse(i, Control plane
via I'1 interface). When security measures are to be partially

or fully enforced at the network elements (e.g. routersy, tifid- 2. Network architecture of the envisionégbs? framework.
security advisory instructions are communicated by LSMs

and MSMs to the respective network elements via fhe

and 72 interfaces. The security advisory also notifies the ds f . threat level ¢ itvig
service managers of the different service providers (iia.A1 recommends for a given threat level, a range of securitjdeve

interface) of details on the on-going threat and triggeesitho that could counter the attack. Then the system tries to €oos

take adequate measures to adapt their QoS demands to thetrqgvp'gheSt security level that keeps QoS requirementsad go

network dynamics. Instructions on QoS adaptation/relarat as possible.
is communicated either to servers usiify/2 interface, toend Let SM and PM denote the group of QoS metrics (e.g.,

User Data

Data plane

users usingSM 1 interface, or to both when required. bandwidth, delay, packet loss rate, etc) and the group af-sec
rity metrics (e.g., encryption/decryption key length, ¢imess,
B. MADM-based QoS-security level decision model etcy, respectively. LetV, and N,, denote the number of the

QoS and security metrics, respectively. We assume thatrs use

The QoS system aims to apply a security level under g&arvice Level Agreement (SLA) has levels of QoS andP
n

certain attack while maintaining a good level of QoS. QoS al
security requirements are known to be conflicting in general
hence the merits behind employing a multi-attribute deaisi

making (MADM) algorithm for the determir_]ation of Security 2The work in [16] provides an extensive list of important sitguand QoS
level vs. QoS level. QoSrelies on the advisory system thaimetrics.



levels of security. When a useconnects to the network, theUsing the following notatiof K = N, + N,,), the normalized
system advisory of Qo'Smust serve the user with a securitywector for a given QoS-QoP levglat a time instant is:
level in such a manner to maintain good QoS requirements N . N

(i.e., QoS level). The suggested procedure is as follows. (Xfp X ---XfK) @)

1) Step 1: D_eﬂn.lng all possible QoS level and securityo,onding on the provided service and the user requirements
level combinations: For each QoS level, there are somg, ys.Security metrics may not have the same importance.

requirements related to the values of its metrics that shbel Thﬁs we assign each attribute a weight such as the sum of

respected. These values should not be beyond (resp., belg_ylv he weights is equal to one. Léffk(t) be the normalized

a predefined threshold for cost metrics (resp., for bene\';'z!tlue of the metrick multiplied by its relative weighto, k.

metrics). For example, for a given QoS level, the bandwid{fye ,pain the Decision Matrix for a given user’s connection
(BW) should exceed a threshold (e.W;;, < BW) and the c at a time instant as follows:

delay should be less than a threshold (ile2.< D;y,).

On the other hand, when we apply a security level, the i . Yo o Yik
values of the QoS metrics get negatively influenced in génera . Lo
This means that these values cannot exceed some thresholds DM® =Y ... Yji .. Yi (4)
that we can measure by experiments. Consequently, some e
combinations will be impossible. Indeed, I8vS,,, denotes Yy Yo o Yik

the highest QoS level anflec;,,, denotes the highest securityit should be noted that a decisidn taken at a time instarit
level. Let's suppose that fo@oS;.,, the bandwidth (BW) remains valid for a periochT’5 during which the system gath-
is (BWhign < BW) and that for Secs,,, the bandwidth ers information from monitoring stubs and the collabomtin
will be such asBW < BWjg,. Thus, the combination networks.
(Secsup, QoSsup) is impossible. Hence, the possible combi- 3) Step 3: Applying a MADM algorithm to find the best
nations (alternatives) of a QoS level and a security levéll wilternatives among the available onem order to find the
be limited. Let.J denote the number of these alternativegleal alternatives or utopia points, we need to account for
(J < Ns- Np). For each QoS levek € {1,..,5}, the two types of Qo8 parameters, namely “cost” metrics (e.g.,
value of the QoS metriem (sm € SM) would be such pandwidth, delay, security level) and “benefit” metricsg(e.
assms € [(sms)min, (5Ms)maz] (i.€., sms: the value of the throughput and fairness). The objective of formulating an
metric sm as defined in the QoS leve). On the other hand, utopian vector is to maximize the benefit while minimizing
for a security levep € {1, ..., P}, the value of the QoS metric the cost as much as possible other words, the utopia vector
sm (smy) will be such assmy, € [(smp)min, (5Mp)maz]- should permit selection of the best value for each single’QoS
As for the values of security metrics, they may have exagttribute amongst all the alternatives. This is charazteriby

values (e.g., encryption key length) or may belong to aRe utopia vector of attributes at timtedefined in Eq. 5.
interval (e.g., timeliness) like all QoS metrics. The value

of security metrics do not intervene in the definition of the utopiayrc  utopiayc  utopiayc (5)
alternatives. Now the selection of a combination of a QoS v - K

level (s € {1,...,5}) and a QoP levelp € {1,..., P}) will
not be possible unless the following condition is satisfied:

{[(sms)min; (5Ms)maz] N [(Smp)mmv (Smp)maz] # o} (1)

where each component of the utopia vector may be obtained
using the following expression.

Y, 1 J = argminY for cost metrics

In the remainder of this paper, an alternative (a combintio” *”** Y}, = N . .
. o . : Y5, 1 J =argmaxYy$, for benefit metrics
is denoted ag (i.e.,j € {1,...,J}). J jetiay

2) Step 2: Defining the Decision Matrix (DM) for a user’s (6)
connectionc: Let X%, () be the value of metrié measured In a reverse way, it is also possible to obtain the knowledge
at time instantt for a connectionc when the QoS-security pertaining to the worst alternatives or nadir pointsZi/c.
combination;j is used (i.e.k € {1, ..., K} being the index of The nadir point may be computed as follows.
the QoS-security metric). As we deal with different kinds of
metrics (e.g., some expressed in kbps, others in secomjs, et <nadirylc’ .nadirye. ___nadiTylg) )
we normalize their values to be able to compare among them

This is done as follows: In this case, each component of the nadir vector holds simila

5 X5.(1) considerations as those for Eq. 6 and is given by:
Jk Y}, : j = argmaxY, for cost metrics
nadiry_c _ JE{1,J}
3In this paper, the term "user” has awider scope as it'refeasd'cent of t_he Jk y%c ij= argminY-ck, for benefit metrics
network operator (e.g., content/service provider). Adddlly, a connection IR je{1,J} ’ ’
does not necessarily refer to an end-to-end connection eeetva server (8)

and a client, but it does rather refer to the communicatioth [eetween a . . . .
content/service provider and a local network where someso$ubscribers The TOPSIS selection algorlthm [17] is derived from the

reside (Fig. 1). MADM theory to extend these two contrasting utopia and



nadir points to exploit the knowledge of both. We employ
the TOPSIS selection algorithm for choosing the approgriat

0.3

T T
Highest security level ==
Lowest security level =—é—

. . . . S2 =—— |
security level for ensuring the appropriate QoS requirdmen  0.25 o

To this end, the TOPSIS algorithm selects the optimum TOP:
SIS vector fromJ alternatives, by minimizing the similarity‘g

. . T 02
to positive-ideal solution as follows. g
j=))
c
ng £
.c,optimum o Sj 9 g 0.15
Jropsrs (t) = argmax SF5 L gne 9 s
je{1,J} j + j 14
2

where S7* and 57 denote the Positive and Negative separg 01

tions, respectively. The former implies the Euclideanatise
between the alternatives and the utopia point while thedatt  ¢.0s
denotes that between the alternatives and the nadir pififit.
and S} are expressed by Egs. 10 and 11, respectively.

In the simulations, we consider a network topology similar
to that of Fig. 1 with video data streamed from a single
content provider (i.e., Service Provider 1) ¥y, subscribers
located in local network. N3. To avoid multicast scenarios,

Having described details on our MADM-baséthS? ap- each subscriber is receiving a different video content aver
proach, we now direct our focus to its performance evaluatioledicated session. At the content provider side, diffevitgo
using the Network Simulator (N8 [19]. Given their strict traces, encoded in MPEG-4, are used [20] and servers use
QoS requirements, we consider IPTV streaming services. Bser Datagram Protocol (UDP) to provision IPTV service fol-
a network threat, we envision the spread of Internet worms lowing the framework described in [21]. To simulate network
a number of local networks whereby a number of subscribaefgnamics, we input some worm-affected background traffic
to the IPTV service are located. As a counter measure, &kmng the path between Customer Edge Routers (CERS) 1 and
adopt a signature-based worm detection approach as in @usimulating different Variable Bit Rate (VBR) UDP flows.
previous research work [4]. Along with a vast spread of thEhe sending rate of each UDP flow is varying during the
Internet worm, the security advisory recommends to MSM®urse of the simulation and is randomly chosen everyn
and LSMs the filtering of inbound and outbound traffic using way that Core Network Edge routers (i.e., brewnrouters
a generated signature with a particular length. The lonlger tin Fig. 1) are operating at loads exceedingf their full
signature length is, the longer the filtering-due delay bee® capacity. In the simulations, a noticeable increase oredeser
[4]. This intuitively impacts the end-to-end delay betwédka in the background traffic rate triggers the security adyigor
content servers and the end-clients (Fig. 1). At the sgcurihcrease or decrease the threat level. With no specific jgerpo
advisory, six threat levels are defined to the above mendiona@ mind, the aggregate propagation delays of links between
security counter measure; each threat level is charaeteriProvider Edge Router (PER1) and CER3 is setlions.
by ) a range of worm signature substring length,,.,, Without any loss of generality, all links are given a capacit
(i.e., principally responsible for additional delays auters equal to50Mbps (i.e., customer/provider edge links as well
collocated with LSMs and MSMs) and) a minimum number as core network links). In order to remove limitations due to
of signature substrings,,.;, that should exist in a traffic flow small buffer sizes on the network congestion, buffers etpal
to generate an alarm (Table ). the bandwidth-delay product of the end-to-end link are used

[22]. Due mostly to its simplicity and its wide usage in today
TABLE | switches and routers, all simulated routers use Drop-Tail a
WORM SPREAD THREAT LEVELS AND CORRESPONDING WORM sIGNATURE their packet-discarding policy. The data packet size idfixe
GENERATION/DETECTION PARAMETERS 1336B. The client side has a limited playback buffer length
B, set to100pkts. The IPTV streams are characterized by an

1 2 3 4 5 6
K
. Threat level
S;_)s _ Z (}/_ﬁc _ utopzaY]f)Q (10)
k=1 Fig. 3. Reordering delay for different threat levels.
K
Sjnq = Z (Y’Jck — nadirykc)Q (11)

k=1

IV. PERFORMANCEEVALUATION

Threat level [ Luworm range (Bytes)] Smin |

; 20‘ _4(;3 él average streaming rate denotedigsand equal ta 00pkts/s

3 =3 11E - (i.e., 0.8Mbps). Simulations were all run for 900s; a dunati

1 115 - 166 5 long enough to ensure that the system has reached a cohsisten
5 166 - 226 3 behavior. The presented results are averaged over thesgadul

6 226 - 295 1 N, (= 15) subscribers, averaged again on the total simulation

runs (i.e.,36 times).



. . 60
As shown in Table I, for each threat level the security Highest security level ——

advisory recommends a range of parameters for signature LOWES‘SG«‘C“”WQ'?;'

generation, subsequent traffic filtering and worm detection 50
In the envisionedloS? approach, the TOPSIS algorithm isg
run to select the best set of parameters (i.e., from withfh 20
the recommended range) to meet both the QoS and secusgity
requirements. As comparison terms, we compare the perfér-
mance of the)oS? approach against that of two conventionag 30
methods whereby the highest (i.e., longest) and the lowest
(i.e., shortest) security levels (i.e., signature subgtfength) &
are selected. As parameters to quantify the users’ pentei\ée
QoS, we consider the following metrics: g

20

Av

o Packet reordering delay: Difference between the arrival or
time of a packet and the arrival time of its preceding
one. This metric is important for real time multimedia ©
streaming services (e.g., IPTV) as if it exceeds the end-
user’s playback delay (i.eR%), the corresponding packet
will be simply discarded before being transmitted to theig. 4. Buffer occupancy for different threat levels.
application layer. The user shall then notice ruptures in
the streaming service, a fact that impacts the perceived

video quality. average buffer occupancy and playback rate, respectivasy.

« Playback ratio: Defined as ratio of the playback rate to th&, figures indicate an obvious observation: the best QoS is
average streaming rafé,. The playback rate is computedy,chieyed when the lowest security level is adoptedeed,
as the number of packets that were transmitted {0 Q& |owest security measures induce only few reordering,
application layer evermeomtormg period of time (€.ghich directly impacts the queue occupation length (i.e. th
playback buffer delayz-) and were indeed displayed|atency before transmission to the application playoufesif
over the monitoring period of time. ~ However, this may not be acceptable from the security pdint o

« Queue occupancy: The number of packets residing in )y, when the security measures are tight using parameters
client's buffer and awaitingeordering before therans- - qrresponding to the highest security level, the perforaan
mission to the application layeThis metric ismeasured gegrades significantly as there is not sufficient data atehe t

every monitoring period of time (i.ez-). To achieve minapg playoutbuffer to play and consequently the playback

. . P
acceptable perceived QoS, this metric should not excegge is remarkably poor. In contract to these two approaches
_the cller_1t_s_buffer size (l.e., overflow) and should not behe proposed)oS? approach ensures an acceptable level of
in the vicinity of zero (i.e., underflow). Indeed, keepingacyrity and simultaneously achieves a QoS performance mor

a moderate value of this metric is highly important a§; |ess similar to that obtained when the lowest securitgllev
it ensures for the application layer that there are always adopted.

enough packets to display without having to discard themThe apove simulation results show how the Oagstem
at the queue due to overflow. jointly addresses the conflicting QoS and security requéres

Fig. 3 plots the average reordering delay experienced Bpd demonstrate that adaptation of the security level daogr
the end-terminals for different threat levels and that iwh to QoS requirements yield satisfying results. However, it
the three security approaches (i.€¢52 approach, and the should be recalled that for a significantly high threat letied
security approaches applying the highest and the lowest ggvisory system may recommend significantly high security
curity levels) are in use. Whilst the average reorderinguylellevels even if the QoS requirement are not met. In such eyents
remains largely lower than the playback delay (i.ﬁ,) for QoS relaxation at servers and/or end-terminals becomes the
the three simulated approaches, in the simulations there wenly rescue.
some instants when the value of this reordering delay exxtked
the playback delay, and that is particularly when the highes V. CONCLUSION
security level is adopted in the event of high threat levels. |n this study, we addressed the problems of providing high
The corresponding packet got intuitively discarded and thherceived QoS, while provisioning security requiremeiis.
obviously would have been noticeable at the terminal'sldisp clearly demonstrated the need of addressing jointly these
This will be manifested in poor playback ratio as indicategdntagonistic problems. Thus, we devised a MADM-based
in Fig. 5. It should be noted that whilst the envisione@letwork policy framework, namedoS?, which provides a
QoS approach and the lowest security level exhibit relativelyiean to find the tradeoff between security requirements and
similar performance in Fig. 3, their main differentiatonsists  their QoS counterparts. The proposed framework is intetaled
intuitively in their adopted security levels. be used at the global security advisory system, which s#iect

Figs. 4 and 5 show the impact of the three security apost suitable security conditions based on real-time faekk
proaches on QoS in terms of two correlating metrics, namdhpm different monitoring systems deployed over the neksor
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Fig. 5. Playback rate for different threat levels.

[17]

Extensive simulations considering the IPTV servicegg
showed that our envisioned QbSramework achieves its
design goals, as it provides simultaneously guaranteesrimst
of terms of perceived QoS and security. In the future, tf%g]
proposed policy framework system is expected to evolve 9]
cope with more complex network scenarios, different sesyic
and more complex security counter measures that impact not
only the E2E delay but also the bandwidth consumption andfot]
packet drops
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